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Abstract—The recent launch of the Micius quantum-enabled
satellite heralds a major step forward for long-range quantum
communication. Using single-photon discrete-variable quantum
states, this exciting new development proves beyond any doubt
that all of the quantum protocols previously deployed over lim-
ited ranges in terrestrial experiments can in fact be translated to
global distances via the use of low-orbit satellites. In this paper we
survey the imminent extension of space-based quantum commu-
nication to the continuous-variable regime—the quantum regime
perhaps most closely related to classical wireless communications.
The continuous variable regime offers the potential for increased
communication performance, and represents the next major step
forward for quantum communications and the development of
the global quantum Internet.

Index Terms—Quantum Kkey distribution, free space optical,
satellite communication, continuous variable quantum.

1. MOTIVATION AND INTRODUCTION

OORE’S Law has remained valid for half-a-century!

As a result, contemporary semi-conductor technology
is approaching nano-scale integration. Hence nano-technology
is about to enter the realms of quantum physics, where many
of the physical phenomena are rather different from those of
classical physics. Hence this treatise contributes towards com-
pleting the ‘quantum jig-saw puzzle’ by paving the way from
classical wireless systems to their perfectly secure quantum-
communications counterparts, as heralded in [1] and [2].

o The Inspiration: In order to circumvent the specific lim-
itations of the classical wireless systems detailed in [1],
we set out to bridge the separate classical and quan-
tum worlds into a joint universe, with the objective of
contributing to perfectly secure quantum-aided commu-
nications for anyone, anywhere, anytime across the globe,
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Fig. 1. Stylized vision of future global quantum communications unifying
the separate classical and quantum systems into a joint secure universe for
anyone, anywhere, anytime.

as indicated by the stylized vision of the near-future
quantum communications scenario seen in Fig. 1.

e The Reality: However, quantum processing is far from
being flawless - it has substantial challenges, as detailed
in this contribution. Nonetheless, at the time of writing
long-range quantum communications via satellites has
become a reality.

Amongst its numerous intriguing attributes, quantum com-
munication has the potential to achieve secure communications
at confidence levels simply unattainable in classical commu-
nications settings. This is due to the fact that quantum physics
introduces a range of phenomena which have no counterpart
in the classical domain, such as quantum entanglement and
the superposition of quantum states.! The exploitation of such
effects, both before and after the transmission of information
in the quantum domain, can in effect lead to communications
possessing ‘unconditional’ security.

IThe superposition of a logical one and zero may be viewed as a coin
spinning in a box, where we cannot claim to show its state being ‘head’
or ‘tail’. When we stop spinning the coin, and lift the lid of the box, the
superposition-based quantum state collapses back into the classical domain as
a consequence of us observing it.
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Basic quantum communications schematic for transmitting classical information over a secure quantum channel. Preparation: Encoding classical

information into quantum states. Channel: Secure quantum transmission using optical fiber or free space optical. Measurement: Decoding the received

quantum states, yielding classical information.

Quantum communication entails the transfer of quantum
states from one place to another via a quantum channel. In
a generic form, quantum communication consists of three
steps: (i) the preparation of quantum states - where the orig-
inal classical information is encoded into quantum states;
(ii) the transmission of the prepared quantum states over a
quantum channel such as optical fiber or a free-space opti-
cal (FSO) channel - where the states are transmitted from
a transmitter, held by Alice, to a receiver, named Bob; and
(iii) detection - where the received states are decoded using
quantum measurement resulting in some output classical infor-
mation. A schematic including these three steps is shown
in Fig. 2.

A key motivation for quantum communication of Fig. 2
is that the quantum information, mapped for example to
the polarization of a photon, can be shared more securely
than classical information. The well-known example of this
is quantum key distribution (QKD) [3], whose unconditional
security has been theoretically proved (classical cryptogra-
phy schemes are not proved to be secure). We also note the
close connection between quantum communication and quan-
tum entanglement. A pair of quantum states are said to be
entangled if, for example, changing the polarization of a pho-
ton results in an instantaneous polarization change for its
entangled pair. Einstein referred to this as a ‘spooky action
at a distance.” Important quantum communication protocols
utilizing entangled states include QKD, quantum teleporta-
tion [4]-[6], and entanglement swapping (teleportation of
entanglement) [7].

In terms of representing the quantum states in quantum
communications, discrete-variable (DV) and continuous-
variable (CV) descriptions have been used [8], [9]. In the
former, information is mapped to discrete features such as
the polarization of single photons [3]. The detection of such
features would then be realized by single-photon detectors. In
DV technology information is mapped to two (or to a finite
number of) basis states. The standard unit of DV quantum
information in the two basis form is the quantum bit, also
known as the ‘qubit.” In a qubit, information is carried as a
superposition of two orthogonal quantum states which can be
represented mathematically as:

[v) = a1]|0) + az|1) (1)

with |a1]? + |ag|? = 1, where the complex numbers a;
and ap can be considered as probability amplitudes. The
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Fig. 3. Fundamental characteristics of qubits: (a) Superposition &
Measurement: A qubit exists in superposition of the states |0) and |1).
However, when measured, it collapses to the state |0) with a probability of
|a1 |2 and the state |1) with a probability of | ag|2. Hence, measurement of the
qubit perturbs its coherent superposition. (b) No-cloning Theorem: An arbi-
trary quantum state cannot be cloned. Assume a hypothetical cloning operator
Ue, it is straightforward to show that cloning of a state |¢)) is not equivalent
to cloning the constituent basis states, hence a quantum cloning operator U/
does not exist. (¢) Entanglement: Qubits are said to be entangled, if measur-
ing one qubit reveals information on the value of the other. In the example
given, if the first qubit is found to be in the state |0) (or |1)) upon mea-
surement, then the second qubit also exists in the state |0) (or |1)), hence a
mysterious relation exists between the two entangled qubits.

notation |.) is used to indicate that the object is a vector.?
Explicitly, the superimposed state of Eq. (1) implies that the
qubit concurrently exists in the states |0) and |1). However,
it collapses to one of the two states upon measurement.
Fig. 3 summarizes the fundamental attributes of qubits, which
makes quantum communication absolutely secure.

As an alternative approach, CV encoding has also been
introduced [10], [11], and it is this type of encoding
that forms the focus of this work. Such encoding is

2Note we have utilised the standard quantum mechanical notation for a
vector in a vector space, i.e., [1), where 9 is a label for the vector (any label
is valid). The entire object |t)) is sometimes called a ‘ket’. Note also that ()|
is called a ‘bra’ which is the Hermitian conjugate or adjoint of the ket [¢)).
In quantum mechanics, bra-ket notation is a standard notation for describing
quantum states.
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more appropriate for quantum information carriers such
as laser light. In CV technology, information is usu-
ally encoded onto the quadrature variables of the opti-
cal field [10]-[15], which constitute an infinite-dimensional
Hilbert space. Detection of these variables is normally real-
ized by high-efficiency homodyne (or heterodyne) detectors,
which are capable of operating at a faster transmission rate
than single-photon detectors [16]-[18]. The field’s quadrature
components (representing the quantum state) can be consid-
ered as related to the amplitude and phase of the laser light.
Hence, CV states can be generated and detected using off-the-
shelf state-of-the-art optical hardware [10]-[15]. In quantum
mechanics, the quadrature components can also be considered
as corresponding to the position and momentum of a harmonic
oscillator.

There are generally three quantum communication scenar-
ios, namely, the use of optical fibers, the use of terrestrial
FSO channels, and the use of FSO channels to satellites.
These scenarios are complementary and all may be expected
to play a role in the emerging global quantum communication
infrastructure. Fiber technology has the key advantage that
once in place, an unperturbed channel from A to B exists.
In fact, in fiber links the photon transfer is hardly affected
by external conditions such as background light, the weather
or other environmental obstructions. However, fiber suffers
both from optical attenuation and polarization-preservation
problems, which therefore limit its attainable distance to a
few hundred kilometers [19]-[30]. These distance limitations
may be overcome by the development of suitable quantum
repeaters [31]. Losses in fiber are due to inherent random
scattering processes, which increase exponentially with the
fiber length. Explicitly, the transmissivity determining the
fraction of energy received at the output of a fiber link of
length L is given by 7 = 10— asiberL/10 \yhere the value of
Ofiber 18 highly dependent on the wavelength. Losses are min-
imised at the wavelength of 1550 nm, where for silicon fiber
Ofiper =~ 0.2 dB/km.

Replacing the fiber channel with a FSO channel has
the immediate advantage of lower losses [32]-[35], largely
because the atmosphere provides for low absorption. The
atmosphere also provides for almost unperturbed propaga-
tion of the polarization states. Additionally, FSO channels
offer convenient flexibility in terms of infrastructure estab-
lishment, with links to moving objects also feasible [36]-[38].
However, terrestrial FSO quantum communications remain
ultimately distance-limited, due to (amongst other issues)
the curvature of the Earth, potential ground-dwelling line-of-
sight (LoS) blockages, as well as atmospheric attenuation and
turbulence.

FSO quantum communication via satellites [39]-[69] has
the additional advantage that communications can still take
place, even when there is no direct free-space LoS from A to
B. That is, assuming that LoS paths from a satellite to two
ground stations exist, satellite-based FSO communication can
still proceed. The range of satellite-based communication is
also potentially much larger than that allowed by direct ter-
restrial FSO connections, since the former circumvents the
terrestrial horizon limit and there are lower photonic losses

at high altitudes. In satellite-based FSO communications, only
a small fraction of the propagation path (less than 10 km)
is through the atmosphere - meaning most of the propaga-
tion path experiences no absorption and no turbulence-induced
losses. The utilisation of satellites also allows for fundamental
studies on the impact of relativity on quantum communica-
tions [39]. The key disadvantage of satellite-based quantum
communications is, however, atmospheric turbulence-induced
loss. The above discussions are summarized in Fig. 4.

The quantum communication system of Fig. 4 has given
rise to new security paradigms. At the time of writing most of
the classical cryptography schemes are based on the Rivest-
Shamir-Adleman (RSA) protocol [70] in which the encryption
key is public. These cryptography schemes are based on the
concept of one-way functions, i.e., on functions which are easy
to compute but extremely difficult to invert. Hence, the grade
of security of these schemes cannot be irrevocably proved
in principle. In fact, the security of these schemes is not
unconditional, since they are based on certain computational
power assumptions. Thus, if quantum computers were avail-
able today with a substantial amount of parallel computational
power, RSA cryptography schemes could be broken. However,
unconditional security is indeed possible using the so-called
one-time pad scheme of [71], where a symmetric, random
secret key is shared between the transmitter and receiver. To
elaborate, in the one-time pad scheme, the transmitter (Alice)
encodes the message by applying modulo addition between
the plaintext bits and an equal number of random bits of the
shared secret key. At the receiver, Bob decodes the received
message by applying the same modulo addition between the
received ciphertext and the shared secret key. If Alice and Bob
never reuse their key, the one-time pad scheme of [71] cannot
be broken, in principle. However, the main problem of this
scheme is the generation of the secret key - a key which is as
long as the message itself and must be used only once. This
problem becomes severe, when a large amount of informa-
tion has to be securely transmitted. Partially because of this
limitation, public-key cryptography is more widely used than
the one-time pad scheme. However, QKD, which is based on
the laws of quantum physics, allows Alice and Bob to gen-
erate secret keys that can later be used to communicate with
unconditional information-theoretic security, regardless of any
future advances in computational power. Explicitly, the secu-
rity of QKD is based on some of the fundamental principles of
quantum physics. From an attacker’s perspective, the ultimate
goal is to have a perfect copy of the quantum state sent by
Alice to Bob. However, it is impossible to acquire this owing
to the no-cloning theorem mentioned in Fig. 3, which states
that it is impossible to create an identical copy of an arbitrary
unknown quantum state, while keeping the original quantum
state intact [72], [73]. This simple, but crucial, observation can
be traced back to the fact that quantum mechanics is a linear
theory.

Fig. 5 shows the schematic of a QKD system, which can be
divided into two main stages. Firstly, a quantum communica-
tion part where a pair of distant and trusted parties, Alice and
Bob, generate two sets of correlated data through the trans-
mission of a significant number of quantum states over an
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Fig. 4. Insights into the quantum communications system of Fig. 2.
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Fig. 5. A schematic of a QKD system: Alice and Bob are connected by a
quantum channel, to which Eve has full access without any limitation (other
than those constrained by the laws of physics). They are also connected by an
authenticated classical channel, which Eve can only monitor. The final shared
key between Alice and Bob, which is unconditionally secure, can then be
used to transmit (encode and decode) secret messages.

insecure quantum channel.®> Secondly, by the use of a classi-
cal post-processing protocol [74], [75] operated over a public
but authenticated (meaning that the transferred data is known
to be unaltered) classical channel, Alice and Bob extract from
their correlated data a secret key that is unknown to a poten-
tial eavesdropper, Eve. The final key, which is unconditionally
secure can then be used to transmit secret messages [76], [77].
Note that in QKD the quantum channel is open to any possible
manipulation by Eve, which means that Eve has full access to

3The term ‘insecure’ here indicates the presence of an eavesdropper.
However, please note that an eavesdropper cannot make a copy of the trans-
mission, since quantum channel is intrinsically protected against copying
owing to the no-cloning theorem. An eavesdropper can only ‘listen to’, or
more specifically ‘measure’, the quantum information.

e Atmospheric turbulence

the quantum channel without any computational (classical or
quantum) limitation other than those imposed by the laws of
quantum physics. However, Eve can only monitor the public
classical channel, without modifying the messages (since the
channel is authenticated).

In line with the quantum communication system of Fig. 4,
there are two main techniques of implementing QKD, namely
DV-QKD and CV-QKD. As the name implies, DV-QKD maps
the key information to a single photon’s phase or polariza-
tion [3], [78], [79], and invokes single-photon detectors. By
contrast, CV-QKD maps the key information to the quadra-
ture variables of the optical field and exploits homodyne (or
heterodyne) detection [10]-[15], which can be implemented
using off-the-shelf optical hardware. Hence, CV-QKD may be
viewed as a specialized application of classic optical commu-
nications. More precisely, CV-QKD is one of the few quantum
applications, which rely on state-of-the-art communications
technology, hence ensuring a relatively smooth transition from
the classical to the ultra-secure quantum regime. Motivated by
this, we set out to survey and characterise the capabilities of
CV quantum technology, in particular the family of satellite-
based quantum communications solutions, which is essential
for realizing our vision of the global quantum communications
system encapsulated in Fig. 1. Since CV entanglement has
been widely relied upon as a basic resource for CV-QKD [80],
our survey is focused on satellite-based CV quantum commu-
nication in the context of CV entanglement distribution and
its application to CV-QKD. A brief comparison of this survey
to other published surveys on topics related to CV quantum
communication is presented in Table I, which are mostly tar-
geted towards the specialized quantum fraternity. By contrast,
we have adopted a slow-paced tutorial approach for bridging
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TABLE I
COMPARISON OF THIS STUDY WITH AVAILABLE SURVEYS

Satellite- Gaussian Non-
based Almospherlc CV quan- Quantum cv Gaussian CV quan- CvV
fading commu- Ccv entan-
Approach quantum tum  sys- s QKD quantum tum tele-
quantum nication quantum . glement
commu- tems commu- porlallon .
P channels protocols P commu- swapping
nication nication . .
nication
Security
DV-QKD ‘ CV-QKD ‘ analysic
Braunstein and
van Loock [9] v v v v v v
Pirandola and
Mancini [81],
and Pirandola v v v v v
et al [82]
Adesso and 1I1-
luminati [83] v v v
Gisin and v
Thew [84]
Scarani et al
761 v v v v v v
Andersen et al
(85] v v v v v
Wang et al
(6] v v v v v v
Weedbrook et
ol 8] v v v v v v
Lo ef al [88],
and Diamanti v v v v
et al [89]
Bedington et
al [40] v v v
This survey v 7 7 v 7 v 7 v 7
Section 1T . . .
Historical Overview QKD constitutes the most studied quantum communica-
DV-QKD — CV-QKD tion protocol, and has been deployed over both fiber and
FSO channels. Indeed, the implementation of QKD over
Section 11T optical fibers has already been commercialised [90]-[92].
©V Quantum fnformation Terrestrial FSO quantum communications have been success-
i | fully deployed over very long distances [32]-[35]. In 2007,
Section IV Section VII entanglement-based QKD and decoy-state QKD were realized

Gaussian CV-QKD

Non-Gaussian CV-QKD

Section V Section VI
Free—space Satellite Channels Satellite—based CV-QKD

i

Section VIII
DV-QKD vs CV-QKD

Section IX
Future Directions

Section X
Conclusions

Fig. 6. Paper rationale.

the classical as well as the quantum working groups. For the
readers’ convenience, the rationale of this paper is captured in
Fig. 6, while a detailed paper outline is given in Fig. 7.

II. HISTORICAL OVERVIEW OF THE IMPLEMENTATION OF
QUANTUM KEY DISTRIBUTION SYSTEMS

In this section, we survey the major milestones achieved
in the implementation of free-space QKD systems, which are
chronologically arranged in Table II.

over a 144 km FSO link between the Canary Islands of La
Palma and Tenerife [78], [79], [93]. In addition to QKD, long-
distance terrestrial FSO experiments have also been carried
out to implement both entanglement distribution [93], [94] and
quantum teleportation [95], [96]. The above long-distance FSO
quantum communication experiments have been implemented
at night. However, in a recent experiment FSO terrestrial QKD
over 53 km has also been demonstrated during the day by
choosing an appropriate wavelength, spectrum filtering and
spatial filtering [97]. Nonetheless, in both fiber and FSO QKD
implementations, the increasing levels of channel attenuation
and noise tend to limit the maximum distance of successful
key distribution to a few hundred kilometers.

A promising way of extending the deployment range of
QKD is through the use of satellites. Indeed, it is widely antic-
ipated that the reliance on satellites will assist in the expansion
of quantum communication to global scales [39]-[69]. Full-
scale verifications of satellite-based QKD have been reported
in [36] (by demonstration of QKD between an aeroplane and
a ground station), in [37] (by demonstration of QKD using a
moving platform on a turntable, and a floating platform on a
hot-air balloon), and in [38] (by demonstration of QKD from a
stationary transmitter to a moving receiver platform traveling
at an angular speed equivalent to a 600 km altitude satellite).
Furthermore, several satellite-based quantum communication
projects have been reported in [41]-[46]. In [47]-[49], a
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Fig. 7. Paper structure.

satellite-to-ground single-photon downlink was simulated by
reflecting weak laser (coherent) pulses (emitted by the ground-
based station) off a low-Earth-orbit (LEO) satellite. In addi-
tion to experimental demonstrations, quantum communications
with orbiting satellites have also been investigated by a grow-
ing number of feasibility studies [39], [SO]-[61]. Recently, the
in-orbit operation of a photon-pair source aboard a nano-
satellite has been reported, which demonstrates photon-pair
generation and polarization correlation under space condi-
tions [64].

Quantum communication via satellites has very recently
been given an enormous boost with the launch of the world’s
first quantum satellite, Micius, by China [66]. Building on the
previously mentioned experiments, this new LEO satellite cre-
ates entangled photon pairs, sending them down to Earth for
subsequent processing in a diverse range of communication
scenarios. For example, using Micius, satellite-based distribu-
tion of entangled photon pairs in the downlink to two terrestrial
locations separated by 1203 km has been demonstrated [67].
Quantum teleportation of single-photon qubits from a ground
station to Micius through an uplink channel has also been
demonstrated [68]. Extensions of this technology to signifi-
cantly smaller satellites has just been reported for a Japanese
micro-satellite and an optical ground station [65].

All of the previous FSO quantum communication
systems referred to above have been focussed on DV
technologies [32]-[69], [78], [79], [93]-[97]. They are based
on single-photon technology and use single-photon detectors.

Such detectors are impaired by background light, and involve
spatial, spectral and/or temporal filtering in order to reduce
this noise [97]. By contrast, in CV quantum communication,
homodyne detection (in which the signal field is mixed with
a strong coherent laser pulse, called the “local oscillator”) is
used for determining the field quadratures of light. Homodyne
detectors offer better immunity to stray light [16], since the
local oscillator is also capable of assisting in both spatial and
spectral filtering. Also, such homodyne detectors are more
efficient than single-photon detectors, since the p-i-n (PIN)
photodiodes used in them offer higher quantum efficiencies
than the avalanche photodiodes of single-photon detectors.
Hence, CV-QKD can generally be considered to be more
robust against background noise than DV-QKD.

In [16] and [98] the feasibility of a point-to-point CV-
QKD (with coherent polarization states of light) has been
demonstrated over a 100 m FSO link. In [99]-[101] the non-
classical properties of CV quantum states propagating through
the turbulent atmosphere have been analysed. Gaussian* entan-
glement distribution through a single point-to-point atmo-
spheric channel and its applicability to CV-QKD have been
studied in [102]. The entanglement properties of quantum
states in the turbulent atmosphere have also been studied
in [103] and [104]. Satellite-based CV quantum communica-
tion in the context of Gaussian and non-Gaussian entangle-
ment distribution, and its application to CV-QKD, have been
investigated in detail in [105]-[109]. The results presented
in [105]-[109] apply for both a single point-to-point atmo-
spheric channel, and in combined satellite-based atmospheric
channels where the satellite acts as a relay. Recently, a point-
to-point CV quantum communication experiment relying on
the coherent polarization states of light has been established
over a 1.6 km FSO link in an urban environment [110]. The
distribution of polarization squeezed states® of light through
an urban 1.6 km FSO link has also been demonstrated [111].
Recently, an experiment has been carried out relying on homo-
dyne detection at a ground station of optical signals transmitted
from a geostationary satellite [112]. This experiment is impor-
tant in that it clearly demonstrates the feasibility and potential
of satellite-based CV-QKD implementations.

III. INTRODUCTION TO CV QUANTUM SYSTEMS

Any isolated physical system is associated to a Hilbert
space, i.e., a complex vector space with inner product. The
system is completely described by its state vector, which is a
unit vector in the system’s Hilbert space.

The simplest quantum mechanical system is a qubit, which
has a two-dimensional Hilbert space. Supposing |0) and |1)

4Gaussian quantum states are CV states with field quadratures exhibiting
a Gaussian probability distribution.

5In quantum optics, there is an uncertainty relationship for the quadrature
components of the light field, stating that the product of the uncertainties in
both quadrature components is at least some quantity times Planck’s con-
stant. Hence, the uncertainty relationship dictates some lowest possible noise
(i.e., uncertainty) amplitudes for the quadrature components of the light. In
squeezed light, a further reduction in the noise amplitude of one quadrature
component is carried out by squeezing the uncertainty region of that quadra-
ture component, which is at the expense of an increased noise level in the
other quadrature component.
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TABLE II
MAJOR ACHIEVEMENTS IN THE IMPLEMENTATION OF FREE-SPACE QUANTUM COMMUNICATIONS

Discrete
Free-space entanglement distribution over 7.8 km [33] and 13 km [32] in dense
urban environment
10-hr long entanglement-based QKD demonstrated over 1.5 km [34]
Entanglement-based QKD and decoy-state QKD realized over 144 km [78], [79],
[93]

Long-distance entanglement distribution using terrestrial FSO [93], [94]

Long-distance teleportation using terrestrial FSO [95], [96]
Full-scale verification of satellite-based QKD [36]-[38]

Day-time FSO terrestrial QKD over 53 km [97], World’s first quantum satellite
Micius launched [66], Satellite-based entanglement distribution using Micius over
1203 km [67], Teleportation using Micius over 1400 km [68], quantum
transmission using a 48-kg micro-satellite [65]

form an orthonormal® basis for this Hilbert space, an arbi-
trary state vector in the Hilbert space can be written as
[t)) = a1|0) + aa|1), where a1 and ap are complex numbers.
The normalization condition for state vectors (or the condi-
tion that |¢)) be a unit vector), ()|t)) = 1, is equivalent to
la1|?> 4 |a1|?> = 1.7 When we measure a qubit in the basis
{|0), 1)} we obtain either the result |0), with probability |a1|?,
or the result |1), with probability |ag|?.

Now we can extend a two-dimensional Hilbert state to an
arbitrary-dimensional Hilbert state (even infinite-dimensional).
A quantum state with finite-dimensional Hilbert space is
called discrete-variable quantum state, and a quantum state
with infinite-dimensional Hilbert space is called continuous-
variable quantum state. In an arbitrary-dimensional Hilbert
space the arbitrary quantum state |¢)) can be expanded in an
arbitrary orthonormal basis as |¢) = >, ¢;|v;), where the
complex number 1), is ¥; = (v;|1). By definition the basis is
complete (i.e., >, [vj)(v;| = I, with [ the identity operator)
and orthonormal (i.e., (v;|v;) = d4).

Now let us consider the quantum measurement of an arbi-
trary quantum state |¢). Quantum measurements are described
by operators® M,,, where the index m refers to the measure-
ment result. Note that the measurement operators satisfy the
completeness equation ) M%Mm = I. Considering the ini-
tial quantum state |¢), the probability that outcome m occurs
as a result of the quantum measurement Mm upon the state
1) is given by pm = (| My, My |1)), and the state of the
system after the measurement collapses onto \/%Mmhm.
Due to the completeness of the measurement operators we
have >, pm = 1.

A projective measurement is described by an observable
M. Each observable quantity is associated with a Hermitian
operator whose eigenvalues correspond to the possible values

6A set of vectors |4) is orthonormal if each vector is a unit vector, and
distinct vectors are orthogonal, i.e., (i|j) = d;;, where d;; is the Kronecker
delta function.

"Note that the overlap (¢|t) indicates the inner product between the
vectors |1) and (¢| (the adjoint of the vector |¢)) in the Hilbert space.

8The operator serves as a linear function which acts on the states of
the system. While quantum states correspond to vectors in a Hilbert space,
operators can be regarded as matrices.

Continuous

2005 3

- Point-to-point CV-QKD over a 100 m FSO link [16], [98]

-  Point-to-point CV quantum communication over a 1.6 km FSO link in urban
environment [110], [111]

- Homodyne detection using a geostationary satellite demonstrating the feasibility of
satellite-based CV-QKD [112]

of the observable. The observable has a spectral decompo-
sition M = Yom AP, where P = |um)(um|. The
vectors |uy,) are the orthonormal set of eigenvectors of the
observable M with real-valued eigenvalues \,;, which satisfy
> m |um)(um| = I. The probability for obtaining the mea-
surement result A, upon measuring the state [¢)) is given by
pm = |(um|10)|?. Hence, the probability p,, is determined by
the size of the component of |¢) in direction of the eigenvec-
tor |um,). When the measurement result A, is obtained, the
quantum state |¢)) collapses onto ﬁpm‘w-

One form of a CV quantum system is that represented by
N bosonic modes, such as those corresponding to N quan-
tized radiation modes of the electromagnetic field [9], [83],
[85]-[87], [113], [114]. A single photon has four degrees of
freedom, helicity (polarization) and the three components of
the momentum vector. In principle, quantum information can
be encoded into any one of these degrees of freedom. A sin-
gle ‘mode’ of an electromagnetic field refers to a specific
combination of these photonic degrees of freedom. In many
circumstances different modes can be simply represented by
different frequencies (since frequency is related to momen-
tum). For a beam of photons, the number of photons in the
beam constitutes another means to encode quantum informa-
tion. Quantum information encoded into the quadratures of
the electromagnetic field (formally defined below) are related
to an encoding in this additional degree of freedom. Since the
quadrature operators have continuous spectra, we can describe
the values of such operators as CV variables.

A single mode of a CV system can be described as a single
quantum harmonic oscillator of a specific frequency, where
the electric and magnetic fields play the ‘roles’ of the position
and momentum [115]. It will be useful to further illustrate
this concept. Consider the case of a single-frequency radia-
tion field confined to a one-dimensional cavity with walls that
are perfectly conducting. Assume the z-axis is parallel to the
length of the cavity and the cavity walls are located at z =
0 and z = L. The electric field within the cavity will form
a standing wave. Without loss of generality, we can take the
electric field to be polarized perpendicular to the z-axis, and
in the positive x-direction (we take the x and z coordinates to
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be in same plane and the y plane perpendicular to the x plane).
In terms of the distance vector r and time ¢, the electric field
can then be written as FE(r,t) = ey Ez(z,t), where ez is a
unit-length polarization vector. Given our boundary conditions,
and assuming a radiation source-free cavity, the electric field
satisfying Maxwell’s equations can be written as [115]

B = (22 asnin, @

where k = w/c is the wave number (w is the frequency of
the mode and c is the speed of light in vacuum), g is the
vacuum permittivity, g(f) is a time-dependent factor having the
dimension of length (meters), and V, is the effective volume
of the cavity.? For the present purposes we will assume the
frequency is one of those allowed by the boundary conditions,
namely, wy, = ¢(nw/L), where n = 1,2, .. ..

Similarly, the magnetic field can be written B(r,t) =
eyBy(z,t), where e, is a unit-length polarization vector,
and [115]

2
By(z,t) = ’“;:0 (5‘“’50) (1) cos(kz). 3)

2w

Voeo

Here p(t) = ¢(t), where the dot denotes the time derivative,
and po is the vacuum permeability. Based on these equations
it is then straightforward to show that the Hamiltonian, H,,
of the electromagnetic field can be written as [115]

1 1
H, = 5/dvo (50E§<z, t) + %Bg(z, t)). 4)

Substituting FE(z,t) and By(z,t) in H, from Eq. (2)
and Eq. (3) respectively and exploiting that sinz(%z) +
cos2(%z) = 1 the Hamiltonian of the single-mode electro-
magnetic field can be written as

Ho = 5 (v + 0)?). )
This equation can be compared with the Hamiltonian of the
classical harmonic oscillator for a particle of mass m viz.,
H, = %(pZ/m+ (mwq)?), where we have taken the gen-
eralised coordinate ¢ = x and set p = md&, x being the
position. Comparing these two Hamiltonians, it can be seen
that a single-mode electromagnetic field is formally equivalent
to a harmonic oscillator of unity mass, where the electric and
magnetic fields play roles similar to that of the position and
momentum of a particle.'”

In quantum systems we replace variables, such as ¢, p,
E, B and H of the classical system, by their corresponding
opelrator11 equivalents, e.g., ¢, p, E, B and H. Then the
Hamiltonian of the single-mode electromagnetic field becomes
H, = %(f)Q + (wq)?). As such, we can now see how a single
mode of a CV system can indeed be described as a single
quantum harmonic oscillator. Furthermore, note that the oper-
ators ¢ and p are Hermitian (or self-adjoint). In quantum

9To apply this formalism to the free field we calculate the physical
observables we are interested in and then simply take the limit V5 — oo.

10we emphasize that the terms ‘position’ and ‘momentum’ here simply
refer to the similar roles played by the field quadratures and position and
momentum of a particle - e.g., the ‘position quadrature’ does not in any
manner refer to the position of a photon.

HNote that operators can be regarded as matrices. In fact, the operator and
matrix viewpoints turn out to be completely equivalent [8].

physics Hermitian operators correspond to observable quan-
tities, where an observable is an operator that corresponds to
a physical quantity, such as position or momentum, that can
be measured.

However, it will be useful to introduce non-Hermitian
operators & (the annihilation operator) and a' (the creation
operator). These can be written as,

a = (2hw) VD (g + ip), ©6)
" = (2r0) YD (wg — ip), (7)

where h = h/2m, with h being Planck’s constant. These
bosonic field operators satisfy the commutation relation
[a,a'] = 1, where the commutator between two operators
Z and 7 is defined to be [Z,§y] = &y — §Z. Note that since
the annihilation and creation operators are non-Hermitian, they
correspond to non-observable quantities.

It can be easily shown that our new non-Hermitian operators
have a time dependence, under free evolution, which can be
expressed as & = a(0) exp(—iwt) and a = a'(0) exp(iwt).
As such, the electric field operator can then be re-written as

Ey(z,t)

= < IZ:()) sin(kz) [& exp(—iwt) + a' exp(z’wt)]. 3)

Removing the time dependence in the creation and annihilation
operators by re-setting @ = @(0) and @ = a7(0), we can in
turn define the quadrature operators (see later discussion on
the freedom to choose the specific form of these)

Xlzé(meﬁ} )

Xy = %(a—fﬂ).

In terms of the quadrature operators we can then re-write

Ez(z,t) as

(10)

0€0

Ey(z,t) =2 < V},w ) sin(kz) [Xl cos(wt) + Xo sin(wt)]

an

As such, we can see that the quadratures f(l and 5(2 can
be considered as the amplitudes of the electric field’s time-
dependent cos and sin components, respectively. Clearly, these
components are 90° out of phase with each other - hence the
name, quadratures. The quadratures satisfy the commutation
relation [X;, Xo] = i/2.12

A CV system of N modes follows a similar description to
that we have just given for a single mode, except of course
the Hilbert space containing the multimode system is larger.
The N-mode system may be described by a Hilbert space
given by the tensor product H = ®kN:17-[k, where Hy is a
single-mode Hilbert space associated with the k-th mode. The

12This can be derived from the constraint imposed by quantum mechanics
that [¢,p] = 4h. Note, that in contrast to classical physics where any two
observables commute, i.e., their commutator is zero (which means it is pos-
sible to know precisely the value of both observables at the same time), in
quantum mechanics the quadrature observables of the electromagnetic field
do not commute.
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creation and annihilation operators for each mode then satisfy
the commutation relationships

4, i) = [a,:, a}c‘,] —0, {ak,a;,} — S, (12)
where dy; is the Kronecker delta function.

Consider again the single-mode Hilbert space Hj. This is
spanned by the Fock, or number-state basis, {|n); } 72, where
the Fock state |n), is the eigenstate of the number operator
g = d;&k, i.e., fig|n) = n|n). Put simply, |n); represents
the state of the electromagnetic field containing exactly n pho-
tons (quanta) of frequency wy,. Note that for each mode k there
exists a vacuum state which contains no quanta of the field,
namely, |0), satisfying a;|0); = 0. The action of the bosonic
field operators over the Fock states is given by [9], [87]

agln)y = Valn — 1), af|n), = Vit 1n+1),. (13)

Having now formally defined the vacuum state, it is prob-
ably useful to note for the unwary that some apparent
inconsistency lies lurking in the literature (including the many
references of this work). This applies to both the constant
value applied to £, as well as the nomenclature itself. We note
that our quadrature operators, as defined thus far, can be used
to form § = \/2h/wX] and p = v/2hwXo; from which we
can easily show consistency with [, p] = 4/. In many works
we will find that ¢ and p written in this form (and also in
‘dimensionless’ form with, say, i = w = 1) are also referred
to as the ‘quadratures.” Also, in many works the cofactor of
1/2 in front of our definitions of X; and X» is replaced by
some other constant, e.g., 1/ \/2 or l-allowable re-definitions
of course. It is straightforward to determine the vacuum expec-
tation value for any well-defined operator (or function of that
operator), e.g., (0|X2[0) = 1/4, and (0|32|0) = h/(2w). It
is common to set & to some numerical constant, usually 1/2,
1 or 2. However, no consistency exists in the literature on
this either. Setting 2 = 2 has the convenience of setting the
vacuum-state variance of the ¢ and p operators to 1 (when w
is set to unity).!3

Bearing in mind the above discussion of inconsistency in
nomenclature, we adopt henceforth that 7z = 2 and w = 1
(unless stipulated otherwise). We also redefine the ‘quadrature’
operators to be g and pj, now given by the simpler form
@t = @ + a and pj, = i(a) — a ). This will make the
notation to follow less cluttered.

Defining the vector of quadrature operators for N modes
as R = (41, P1y---5GN, PN )» the commutation relationship
between the quadrature operators can be written as [Ri, Rj} =
225, where RZ- (Rj) is the i-th (j-th) element of the vector
R, and (2 is the element of the matrix

N 0 1
Qikejl 90790(_1 0).

Since a Hermitian operator has an orthogonal set of eigen-
vectors with real-valued eigenvalues, the quadrature operator
¢ (p) (which is Hermitian) is an observable with continuous

(14)

3Note the variance of § in the vacuum state is just (0|g2|0) since the
vacuum expectation of § is zero (variance = (0|32(0) — (0|3|0)2). Similar
is the case for p.

eigenspectra, i.e., §|q¢) = q|q) (p|p) = p|p)), with orthogonal
eigenvectors or eigenstates |¢) (|p)) having continuous eigen-
values g€ R (pe R). Note that the two sets of eigenstates |¢q)
and |p) identify two different bases (i.e., two different sets of
orthogonal and complete eigenstates), and each set constitutes
a common basis for CV quantum information. A CV quantum
state can be defined as a continuous-valued superposition of
the field’s eigenstates.

All the physical information about a quantum system is con-
tained in its quantum state, represented by a density operator
p, which is a trace-one positive operator. A pure quantum state
(i.e., the state of an isolated physical system which does not
have any interaction with the environment) is described by a
unit vector |¢) in Hilbert space, and its density operator is
given by p = |¢)(¢].

Unlike pure states, mixed states cannot be described by
a single vector in the Hilbert space, because the knowledge
about the state preparation is incomplete. In fact, a mixed state
is a statistical mixture of pure states, and is described by its
associated density operator. The density operator describing
a mixed state is in the form of p = > . p;|0;)(1;|, where
the pure quantum state |¢);) in which the system is prepared
occurs with probability p;. A quantum state p is said to be a
pure state, when we have 2 = p. In fact, for pure states we
have Tr(p?) = 1, and for mixed states we have Tr(p?) < 1,
where Tr denotes trace.

For a general mixed quantum state p = >, p;|v;) (V]
the mean value of the observable M is given by (M) =
Zipiwi\MWi) = Tr(pM), where (.) denotes the mean
value, and the variance of the observable M is given by
V(M) = (M?) — (M)?, where V() is the variance. Note
that the fluctuations in the quadrature operators (i.e., ¢ and
D) of the electromagnetic field can be characterized by the

variance of these observables, or by the standard deviation
(i.e., the square root of the variance) of these observables

denoted by A(.), which is sometimes referred to as the
uncertainty of the quadrature operators. Note also that for

non-commuting operators A and B where [21,3] = O, we
have A(A)A(B) > %|<C>| Since the quadrature operators
of the electromagnetic field do not commute ([q,p] = ih),

there exists an uncertainty relation for the uncertainty of the
quadrature operators, called the Heisenberg uncertainty prin-
ciple. In a N-mode CV system the Heisenberg uncertainty
principle is defined for the quadrature operators of each mode
k, and is given by V(g)V(pg) > 1 (recall again i = 2).
According to the uncertainty principle if we prepare a large
number of quantum systems in identical states, and then mea-
sure the quadrature ¢ of some of those states, and measure
the quadrature p of others, then the variance of the ¢ results
times the variance of the p is at least one. Note again, that
the quadrature variance of the vacuum state of a single mode
is one, i.e., we have V(§) = V(p) = 1, which is the low-
est possible variance reachable symmetrically by the ¢ and p
quadratures according to the uncertainty relationship.

A quantum state p of a N-mode CV system can also
be described in terms of a characteristic function y.(§) =
Tr(pD(€)), where D(€) = exp(iRQE) is the Weyl operator
[9], [87], and & € R2N . The quantum state p can also be
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described in terms of a Wigner function (quasi-probability
distribution), which is given by the Fourier transform of the
characteristic function x. as [9], [87]
d2N 5 )
W = [ S ew(-ir09(©, a5
R2N (27)

where R = (q1, p1,.--,qn,PN ) is the vector of quadra-
ture variables, with the real-valued variables g and p being
the eigenvalues of the quadrature operators. Note that for a
single-mode quantum state the probability distribution of a
quadrature measurement (marginal distribution) is obtained
from the Wigner function of the quantum state by integration
over the conjugate quadrature.

The CV quantum states can be visualized using their Wigner
function in a phase-space representation, where the axes are
defined by a pair of conjugate quadrature variables ¢ and p.
In such a phase space, a classical optical field is represented
by a single point corresponding to its complex-valued field
amplitude. However, the quantum states of light cannot be rep-
resented by a single point, since conjugate quadrature variables
cannot be measured simultaneously with arbitrary precision
due to the Heisenberg uncertainty relationship. Hence the
Wigner function is utilized to represent the quantum states
in the phase space [9], [85]-[87].

A. Gaussian Quantum States

Gaussian quantum states (for a detailed review, see [86],
[87], [114]) are completely characterized by the first moment
(or the mean value) of the quadrature operators (R) and a
covariance matrix M, i.e., a matrix of the second moments of
the quadrature operators defined as

My = %<RiRj + RjRi) — (Ri)(Rj). (16)
The covariance matrix of a N-mode quantum state is a
(2N x 2N) real symmetric matrix, which must satisfy the
uncertainty principle, viz., M + i1 > 0. By definition, a
Gaussian state having N modes is a CV state whose Wigner
function is a Gaussian distribution of the quadrature variables
given by

exp(—§(R— (R) M~ (R—(R)")

(2m)N \/det(M)
Some important examples of Gaussian states are vacuum
states [9], [86], [87], [115], coherent states [9], [86], [87],
[115], thermal states [9], [86], [87], [115] and squeezed
states [9], [86], [87], [115]. We discuss some of these Gaussian
states further.

1) Vacuum State: The Wigner function of the vacuum state
with respect to the conjugate quadrature variables g and p
is shown in Fig. 8(a), in which the Wigner function is cen-
tered at (0, 0), which means that the vacuum state has a zero
mean. The covariance matrix of the vacuum state is the iden-
tity matrix, which means that a vacuum state has a symmetric
distribution of the quadrature components (see Fig. 8(a)) with
both the quadrature components having noise variance of one.
This noise is usually termed the vacuum noise or quantum
shot noise.

W (R) = (17)

2) Coherent State: A coherent state is generated by apply-
ing the displacement operator D to the vacuum state formu-
lated as |o) = D()|0), where D(a) = exp(aa’ — a*a) is
the displacement operator and o = (g + ip)/2 is the complex
amplitude. Since the displacement operator does not change
the variance of the quadratures, coherent states - similarly to
vacuum states - exhibit the lowest possible variance reach-
able symmetrically by the ¢ and p quadratures. The coherent
state is the eigenstate of the annihilation operator, which is
formulated as a|a) = a|«). To elaborate a little further, this
state has a mean value of (R) = (¢, p), and the covariance
matrix is equal to the identity matrix, which means that a
coherent state has a symmetric distribution of the quadrature
components with both the quadrature components having noise
variance equal to one. This symmetric distribution can be seen
in Fig. 8(b), where the Wigner function of the coherent state
with a mean value of (3, 5) (which is the centre of the Wigner
function) is shown with respect to the conjugate quadrature
variables ¢ and p. Note that coherent states are much easier to
generate in the laboratory than any other Gaussian state. For
example, the laser field is in a coherent state. As an impor-
tant application in the context of quantum communication,
coherent states are used to distribute secret keys in Gaussian
CV-QKD protocols [13], [14], [116], [117].

3) Thermal State: Thermal states can be described as a
mixture of coherent states. The thermal state has a zero
mean and a covariance matrix My, = v I associated with
vy = 2n + 1, where v; is the noise variance of each quadra-
ture component, 17 >0 is the average number of photons and
I is the (2 x 2)-element identity matrix. This form of the
covariance matrix means that a thermal state has a symmetric
distribution of the quadrature components, which can be seen
in Fig. 8(c) where the Wigner function of the thermal state
with vy = 5 is shown with respect to the conjugate quadrature
variables g and p. Note that in the generic form of quan-
tum communication the quantum noise of the channel is in a
thermal state, called thermal noise.

4) Single-Mode Squeezed Vacuum State: According to the
Heisenberg uncertainty relationship, the lowest possible vari-
ance reachable symmetrically by the ¢ and p quadratures is
one, i.e., the noise variance of the vacuum state. A reduc-
tion in the variance of the ¢ (or p) quadrature below the
vacuum noise is possible by squeezing. In squeezing, the vari-
ance of one continuous variable is in fact decreased below the
vacuum noise, while the variance of the conjugate variable
is increased. For instance, in a ¢-squeezed light, the vari-
ance of the ¢ quadrature is reduced below the vacuum noise,
while the variance of the p quadrature is increased above
the vacuum noise. A single-mode squeezed vacuum state is
generated by applying the single-mode squeezing operator of
S’s(rs) = exp [rs(a? — &TQ)/2] [9], [86], [87], [115] to the
vacuum state, where 75 € [0,00) represents the single-mode
squeezing parameter.'* Such a squeezed state has zero mean
and a covariance matrix of M = diag[exp(—2rs), exp(27s)]

14Note, in general, squeezing parameters are complex numbers. For sim-
plicity (and to be consistent with most of the literature) we limit them here
to real numbers.
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when the quantum fluctuations of the ¢ quadrature have been
squeezed. In this case for the single-mode squeezing repre-
sented by 75 >0 we have V(§) < 1 and V(p) >1. This means
that a single-mode squeezed state does not have a symmetric
distribution of the quadrature components, since the variance
of one of the quadratures is reduced by squeezing at the
expense of an increase in the variance of the conjugate quadra-
ture by the counterpart operation of anti-squeezing. Note, the
state still obeys the Heisenberg uncertainty relationship. Such
an asymmetric distribution of quadrature components can be
seen in Fig. 8(d), where the Wigner function of the single-
mode squeezed vacuum state with s = 0.5 is shown. Here,
the ¢ quadrature is squeezed. In terms of applications in quan-
tum communications, single-mode squeezed vacuum states are
also utilized to distribute secret keys in Gaussian CV-QKD
protocols [12], [118]. Note that for rs = 0, the single-mode
squeezed state corresponds to the vacuum state.

5) Two-Mode Squeezed Vacuum State: A two-mode
squeezed vacuum (TMSV) state is generated by apply-
ing the two-mode squeezing operator of Si(r)y =
exp [r(agag — d{&;)/Q] [9], [86], [87], [115] to a pair of
vacuum states |0)|0), where r € R is the two-mode
squeezing parameter, and the indices 1 and 2 represent the
two modes. A TMSV state is described in the Fock basis
as [9], [86], [87], [115]

o0
[TMSV) = Z qn|n)q|n)y, where

n=
n=V1—X\\"

and A = tanh(r). The two-mode squeezing in dB is
given by —10logglexp(—2r)]. Such a squeezed state has
a zero mean, and a covariance matrix in the following
form [9], [86], [87], [115]

(18)

vl Vi —-12Z
M = 19
(\/ v2i—-1Z vl > ’ (19)
where v = cosh (2r) is the quadrature variance of each

mode, and Z = diag(1, —1). Note that the two-mode squeez-
ing operator S; cannot be factorised into the product of the
two single-mode squeezing operators S,. Hence, the TMSV
state is not a product of the two single-mode squeezed vac-
uum states. In fact, the squeezing (anti-squeezing) operation
applied to the quantum fluctuations does not squeeze (anti-
squeeze) the variance of the individual modes, but rather
that of the superposition of the two modes, so that we have
V(ie) = V(py) = exp(~=2r) and V(3s) = V(p-) =

exp(2r), where §— = (@1 — G2)/V2, p+ = (b1 + P2)/V?2,
4+ = (@1+32)/v/2, and p— = (p1—p2)/v/2. For a two-mode
squeezing operation with >0, we have V(g—) = V(p4) < 1
and V(g+) = V(p—) > 1. The correlations between the
quadratures of the two modes are known as Einstein-Podolski-
Rosen (EPR) correlations, which indicate the presence of
bipartite entanglement. Hence, for the two-mode squeezing
operation with >0 the two modes are entangled, where the
entanglement increases upon increasing . The TMSV state
associated with >0 is the most commonly used Gaussian
entangled state [9], [83], [86], [87], [113], [114]. In the limit

(a) vacuum state

W(q.p)

-5 -5

p q
(b) coherent state

W(q.p)

_5 5

p q
(c) thermal state

p q

(d) single—mode squeezed state

Fig. 8. The Wigner function of the important single-mode Gaussian states
including vacuum state, coherent state with a mean value of (3, 5), thermal
state with v; = 5, and single-mode squeezed vacuum state with s = 0.5
and with ¢ quadrature being squeezed.

of r — oo we have a maximally entangled state having per-
fect correlations, yielding ¢ = ¢2 and p; = —po. Note that
for r = 0 the TMSYV state corresponds to two (non-entangled)
vacuum states.

The Gaussian entangled squeezed states can be generated
by parametric down conversion in a non-degenerate optical
parametric amplifier [119]-[123], where a crystal having an
optical nonlinearity is pumped by a bright laser beam. A pho-
ton of the incoming pumping beam spontaneously transfigures
in the non-linear crystal into a lower-energy pair of photons,
termed as the signal and the idler [119]-[123]. In Type-II
parametric down conversion, which is known as a source
of entangled states in the CV domain, the signal and idler
are in orthogonal polarizations, forming a Gaussian entangled
squeezed state [119]-[123]. In this process, the pump photons
of frequency 2w,, are converted into pairs of entangled photons
having a pair of different-frequency modes, namely modes 1
and 2 of frequency wi and woy, where 2w, = w1 + w2. An
alternative way of generating the Gaussian entangled squeezed
state is by mixing two orthogonally single-mode squeezed
vacuum states, where one of the states is squeezed in the ¢
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quadrature and the other one is squeezed in the p quadra-
ture. This mixing can be achieved by a balanced (or 50:50)
beam splitter. Note that the single-mode squeezed vacuum
state can be generated by Type-I parametric down conversion
in a degenerate optical parametric amplifier, where the pump
photons of frequency 2w, are split into pairs of photons having
the same frequency and polarization [123].

Finally, note that by invoking local unitary operators the
first moment of every two-mode Gaussian state can be set to
zero and the covariance matrix can be transformed into the
following standard form [86], [87], [114]

A C
MS:(CT B)’

al, B = bl, C =

(20)
where we have A = diag(c4, c—),
a,b,cq,c— €R.

B. Homodyne Detection

The homodyne detection of Fig. 9(a) represents the most
common measurement in CV quantum information process-
ing [9], [86], [87]. This detection scheme can be used for
determining or observing the quadrature operator ¢ (or p) of a
mode. The scheme of Fig. 9(a) is experimentally implemented
by combining the target mode (relying on the annihilation
operator a) with a local oscillator via a balanced beam split-
ter. The local oscillator is assumed to be in a bright coherent
state |a,0). Since |ay) is represented by a large number
of photons, the local oscillator can be described by a classical
complex amplitude «,. The two output modes of the beam
splitter can then be approximated by a1 = (a0 +a)/v/2 and
iy = (apo — a)/V2.

The intensity of each outgoing mode is then measured using
a photodetector, which converts the photons of the electromag-
netic mode into electrons, and hence into an electric current -
which is termed as the photo-current i. The photo-current is
proportional to the number of photons in the electromagnetic
mode. Hence, the pair of photodetectors of the two output
modes of the beam splitter generate the photo-currents of

%1 X n] = AIdl = (Ozzo + CALT>(OKLO + &)/2,
%20(@22 A;dgz (azo—&T)(OzLo—&)/Q. 21

Then the difference between the photo-currents 7 and 7 is
measured, or more specifically, 4 — i (arpb+aro at)
is measured. Considering a local oscillator associated with
aro = |laro|exp(i®©), where |a,o| and © are the magnitude
and phase of the local oscillator respectively, the quadrature
operator ¢ (p) can be measured by setting the local oscillator’s
phase as © = 0 (O = 7/2).

In contrast to homodyne detection, heterodyne detection
allows us to measure both the quadrature operators ¢ and p
of a mode simultaneously [9], [86], [87]. A heterodyne detec-
tor combines the target mode with a vacuum ancillary mode
into a balanced beam splitter. Then, homodyne detection is
applied to the conjugate quadratures of the two output modes,
i.e., to ¢ of one output mode and p of the other one, which
are measured using homodyne detection. The ‘price’ to pay

(a) Homodyne detection

Phase shifter
Balanced

beam splitter Photodetector

Signal (a)
Photodetector
Quadrature
(q or p) value of
------------------------------------- the signal mode
(b) Heterodyne detection
2
. Vacuum state ,
i Balanced Homodyne |
| beam splitter detectiononq |
1 1
Signal . D——l—p q value of the
i i
! ! signal mode
1 i
. Homodyne i
| detection on p ,
1 1
i i
p value of the
signal mode
Fig. 9. (a) Homodyne detection: The signal mode is combined with the

local oscillator in a balanced beam splitter. Each output mode of the beam
splitter is then measured using a photodetector, which generates a photo-
current proportional to the photon numbers of the output mode. By measuring
the difference between the two photo-currents, the ¢ (or p) quadrature operator
of the signal mode can be measured depending on the phase of the local
oscillator. (b) Heterodyne detection: The signal mode interacts with a vacuum
mode in a balanced beam splitter. By applying homodyne detection to the
conjugate quadratures of the two output modes, both the quadrature operators
of the signal mode can be measured simultaneously at the price of introducing
an additional noise term into the measurements.

for this simultaneous detection is the introduction of an addi-
tional noise term into the measurements (due to the mixing
into the signal of the vacuum state). The implementation of
heterodyne detection is shown in Fig. 9(b).

C. CV Entanglement

We have already discussed the notion of entanglement.
Indeed, this property is one of the most important proper-
ties of quantum mechanics, and is widely recognized as a
basic resource for quantum information processing and quan-
tum communications (for review, see [83], [87], [113], [114]).
We now attempt to quantify the entanglement property of CV
states more carefully. We focus our attention on bipartite CV
entanglement, which relies on the entanglement between two
CV quantum systems. Let us consider the pair of CV quantum
systems A and B having Hilbert spaces H 4 and H g, respec-
tively. The Hilbert space of the composite system is given
by the tensor product H4 ® Hp. By definition, a bipartite
quantum state p4p relying on the Hilbert space H4 ® Hp
is said to be separable, if it can be formulated as a probabil-
ity distribution over a pair of uncorrelated states expressed as
PAB = )i Di [’)ZA ® [)f , Where the quantum state [);4 ([)? ) acts
on the Hilbert space H4 (Hp), p; > 0,and >, p; = 1. If a
quantum state p 4 g is separable, then its partial transpose [)ﬁg
with respect to either subsystem is positive [124]. The partial
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transposition of p 4 g represents the transposition with respect
to only one of the two subsystems, for example to system B.
By definition, a state is stated to be entangled, when it is not
separable in the above-mentioned sense.

The grade (or quantifiable measure) of entanglement in
a pure bipartite quantum state |¢)) (with density operator
pap = |¥)(¥|) can be quantified by the entropy of entan-
glement E,(|1))). The entropy of entanglement stipulates the
number of entangled qubits (measured in ebits)!® that can
be extracted from the state. It also can be considered as
the amount of entanglement required to generate the state.
The entropy of entanglement is given by the von Neumann
entropy of the reduced density operators p4 or pp, where
pa = Trp(pap) and pp = Tra(pap), with Try and Trp
denoting the partial trace [83], [87], [113], [114].

For a Gaussian state p, the von Neumann entropy S(p)
is given by S(p) = >, g(vg), where we have g(z) =
(2 +1)/2]logs(x + 1)/2] ~ [(x — 1)/2]log,[(x — 1)/2). and
vy, are the symplectic eigenvalues'® of the covariance matrix
of the state. For a pure two-mode entangled state in the form
of [¢) = > "2°  qn|n)1|n)2, the entropy of entanglement is
given by Ey([¢)) = — 352 anlogads.

Among the different quantifiable measures used as a grade
of entanglement for a mixed bipartite quantum state pyp =
> i Pilvi) (|, the most well-known is perhaps the entan-
glement of formation [125], [126], Ef. This is defined as

Ei(paB) = { m|gl>}zi p; Ey(|1h;)), where the minimum is
i)Y

taken over all the possible pure-state decompositions of the
mixed state p4p. The entanglement of formation gives the
minimal amount of entanglement of any ensemble of pure
states realizing the given state p4p - meaning it quantifies
the minimum amount of entanglement needed to prepare the
quantum state p4p from a mix of pure entangled states. In
fact, given an entangled state p 4 g, the entanglement of forma-
tion expresses the number of maximally entangled states we
need to create p4p. In general, this measure of entanglement
is difficult to calculate.

The distillable entanglement is another measure for entan-
glement, and is the amount of entanglement that can be
distilled from a given mixed state [113]. This quantity is also
hard to calculate in general, since it would require optimization
over all possible distillation protocols. However, there is an
entanglement measure which is easy to compute, and gives an
upper bound on the amount of distillable entanglement. This
measure is the so-called logarithmic negativity [127], [128].

15 An ebit (entanglement qubit) as the unit of bipartite entanglement is the
amount of entanglement that is contained in a maximally entangled two-qubit
state (Bell state). In fact, it is said that each of the Bell states contains one
ebit of entanglement.

16For an arbitrary N-mode covariance matrix M, there exists a sym-
SMdST, where My = % v I
is a diagonal matrix, and the N positive quantities vy, are the S}Empllectic
eigenvalues of M. Note that a symplectic matrix S is a matrix with real
clements that satisfies the condition SQST = Q@ where Q is defined in
Eq. (14) [87], [114]. For example, given a two-mode Gaussian state associ-
ated with a covariance matrix M = {A, C; CT, B}, where A = AT,
B = BT, and C are 2 x 2 real matrices, the symplectic eigenval-

ues of M are given by l/i = (A + /A2 —4det(M))/2, where A =
det(A) + det(B) + 2det(C) [87], [114].

plectic matrix S such that M =

The logarithmic negativity (LN) exhibits the following prop-
erties. (i) Ery is a non-negative function, Ern(pap) > 0.
(ii) If pap is separable, Ern(pap) = 0. (i) ELn(paB)
does not increase on average under local (quantum) operations
and classical communications. The logarithmic negativity of a
bipartite state p4p is defined as [127]

Ern(pap) = loga[1+2N(paB)],

where N (p4p) is the negativity defined as the absolute value
of the sum of the negative eigenvalues of ﬁig The logarithmic
negativity quantifies as to what degree the quantum state fails
to satisfy the positivity of the partial transpose condition.

In the special case of two-mode Gaussian states, we are
able to determine the logarithmic negativity through the use
of the covariance matrix [83], [87], [114]. Given a two-
mode Gaussian state associated with a covariance matrix
M ={A,C;CT B} where A = AT, B= B7, and C
are 2 x 2 real matrices, the logarithmic negativity is given
by [83], [87], [114]

(22)

E, (M) = max][0, —logs (7_)], (23)

where »_ is the smallest symplectic eigenvalue of

the partially transposed M. This eigenvalue is given
by [83], [87], [114]
2= <A — /A2 - 4det(M)>/2, (24)

where A = det (A) + det (B) — 2det (C).

D. Gaussian Lossy Quantum Channel

Consider a fixed-attenuation channel described by a trans-
missivity of 0 < 7 < 1 and thermal noise variance of V;, > 1.
Note that in the optical frequency domain the average number
of photons is very low even at room temperature (300K), hence
the thermal noise has a negligible impact on the signal. In fact,
in the optical frequency domain the noise variance is effec-
tively unity, simply representing the vacuum noise. However,
in the millimeter-wave domain the thermal noise exhibits a
variance, Vy,, which is much higher than unity. More specifi-
cally, we have V,, = 2n+1 with n being the average number
of photons [129]-[132]. In order to suppress the thermal noise,
the system has to be operated at very low temperatures, e.g.,
<100mK. The average number of photons for a single mode
is given by [129]-[132] 7 = [exp(hf/kp T}) — 1)1, where f
is the frequency of the mode, kp is the Boltzmann’s constant,
and T} is the temperature.

A fixed-attenuation channel is a Gaussian channel, which
transforms the Gaussian input states into Gaussian states. For
example, if a single-mode Gaussian quantum state is trans-
mitted through a fixed-attenuation channel, it will remain
Gaussian at the output of the channel even though it has
experienced channel loss. We can model the impact of a
fixed-attenuation channel of transmissivity 7 and thermal noise
variance V), on the single-mode input Gaussian state p by a
beam splitter transformation, with the transmissivity of the
beam splitter being 7 and reflectivity 1—7. In this channel
representation shown in Fig. 10 the Gaussian input state is
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/ Thermal state (1},) \
1
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1
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Transmitter = > > Receiver
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1
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Fixed-attenuation channel (, 1)

Fig. 10. The beam splitter representation of a fixed-attenuation channel with
transmissivity 7 and thermal noise variance V. In this channel representa-
tion, the transmitted signal mode is combined with a thermal mode of variance
Vp in a beam splitter of transmissivity 7. In the case of a pure-attenuation
channel (without thermal noise), the signal mode is simply combined with a
vacuum mode of variance Vjy, = 1.

combined with the thermal noise in the beam splitter, such
that one input mode of the beam splitter is the Gaussian
input state p having the corresponding quadratures of ¢q, Py
and the second input mode is the thermal noise with cor-
responding quadratures of §o, p2. As a result of the beam
splitter transformation we have the output modes 1’ (corre-
sponding to the received quantum state p’ at the output of the
channel) and 2 with corresponding quadratures of ¢}, pj and
@, P respectively. These output quadratures can be described
by [87]

s V1_71>Rm, (25)

Rou = (—\/ﬁI N |

where R = (a1, 1, @2, P2), and Rour = (4], Y, 8, P5). As
a result, the quadrature variance of the received quantum state
at the output of the channel is given by V(¢]) = 7V (q1) +
(1=7)Vp,and V(p}) =7V (p1) + (1 —7) V.

Let us now use such a channel representation to analyse
the evolution of a two-mode Gaussian quantum state over a
fixed-attenuation channel (the general multimode case can be
significantly more complex, e.g., [133]). We consider a TMSV
state with zero mean and covariance matrix in the form of
Eq. (19) as the input quantum state of the channel. There are
two settings for the transmission of a two-mode quantum state
between two parties, namely, the single-mode transfer and the
two-mode transfer [134]. We discuss each of these in detail.

Single-mode transfer: In this setting, the TMSV source is
placed at one of the parties’ site. In this case, only one mode
(mode 2) is transmitted through a fixed-attenuation channel,
with the other mode (mode 1) remaining unaffected. The
Gaussian output state has a zero mean and covariance matrix
in the following form [87], [134]

B vl VTVE —1Z
Mom = (ﬁmz (ro+(1—7) vn)1>’ (26

where v = cosh (2r) is the quadrature variance of each mode
in the input TMSV state (r being the two-mode squeezing
parameter).

Two-mode transfer: In this setting, the TMSV source is
placed somewhere between the two parties. In this case, one
mode (mode 1) of the TMSV state is transmitted through
a fixed-attenuation channel with transmissivity 71 and ther-
mal noise variance V1, while the other mode (mode 2)

being transmitted through another fixed-attenuation channel
with transmissivity 7o and thermal noise variance V9. The
Gaussian output state has a zero mean and covariance matrix
in the following form [87], [134]

(v + (1 —71) V)T

M. — VTIiVv? =12
tm JTimaV 2 —1Z '

(TQU + (1 - 7'2) V7L2)I
(27)

Here, we have assumed that the pair of fixed-attenuation chan-
nels are independent and that the two thermal noises are
uncorrelated.

IV. CONTINUOUS VARIABLE QUANTUM KEY
DISTRIBUTION

CV-QKD protocols using Gaussian quantum states have
been richly analysed in theory [12], [13], [15], [87], [118],
[135], [136], and they have also been implemented exper-
imentally [14], [20], [21], [23]-[25], [80], [137]-[140].
Among these contributions, the authors of [12]-[14], [20],
[21], [23]-[25], [118], and [137]-[140] exploit the so-
called prepare-and-measure (PM) scheme, where Alice pre-
pares CV quantum states and encodes the key informa-
tion onto the quantum states, which are then transmitted
over an insecure quantum channel to Bob. At the output
of the channel Bob receives the quantum states and mea-
sures them using classical homodyne or heterodyne detectors.
As a result, correlated, but non-identical, data is created
between Alice and Bob. Each PM scheme of CV-QKD can
be represented by an equivalent entanglement-based (EB)
scheme [15], [80], [87], [118], [135], [136], where Alice gen-
erates a two-mode entangled state,!” with one mode being
held by Alice and the other mode being transmitted through
an insecure quantum channel to Bob. Again, Alice and Bob
then proceed by measuring/observing their own modes using
classical homodyne or heterodyne detectors in order to create
correlated but non-identical data. Following the generation of
the correlated data, Alice and Bob proceed with classical post-
processing over a public, but authenticated, classical channel
(in both the PM scheme and EB scheme), so as to generate a
key, which remains secret even in the presence of Eve.

A. Prepare-and-Measure Approach

The PM CV-QKD is derived from the classic DV BB84 pro-
tocol of [3]. Hence, for the sake of enhancing readability, we
commence by detailing the DV BB84 protocol before delving
deeper into the specific instantiations of PM CV-QKD.

The DV BB84 protocol, conceived in 1984, is named after
its inventors Bennett and Brassard. It derives it’s strength from
the two fundamental laws of quantum physics, namely the ‘no-
cloning theorem’ and the ‘measurement’ of Fig. 3. Table III
lists an example of the DV BB84 protocol, which proceeds as
follows:

1) Alice generates a string of random bits, called the ‘raw

key’, which is much longer than the desired length of
the key.

17please refer to Section III-C for CV entanglement.



HOSSEINIDEHAI et al.: SATELLITE-BASED CV QUANTUM COMMUNICATIONS: STATE-OF-THE-ART AND PREDICTIVE OUTLOOK

2)

3)

4)

5)

TABLE III
PREPARE-AND-MEASURE DISCRETE VARIABLE BB84 QKD EXAMPLE (IN THE ABSENCE OF EVE AND NOISE). (1) RANDOM BINARY KEY
GENERATED. (2) RECTILINEAR OR DIAGONAL POLARIZATION RANDOMLY SELECTED. (3) QUANTUM STATE PREPARED BY ENCODING THE
BINARY KEY OF STEP (1) USING THE POLARIZATIONS OF STEP (2). (4) MEASUREMENT BASIS RANDOMLY SELECTED. INSTANCES WHERE
THE PREPARATION AND MEASUREMENT BASIS MATCH ARE MARKED IN GREEN. (5) RECEIVED STATES MEASURED USING THE BASIS OF

STEP (4). (6) DETECTED STATES MAPPED ONTO BITS. INSTANCES WHERE THE DETECTED AND RAW KEY BITS DIFFER ARE MARKED
IN RED. (7) ONLY THOSE BITS RETAINED, WHICH HAVE THE SAME PREPARATION AND MEASUREMENT BASIS. (8) ERROR RATE
ESTIMATED FOR DETECTING THE PRESENCE OF EVE. (9) INFORMATION RECONCILIATION CORRECTS ERRORS IN THE
SIFTED KEY. (10) CORRECTED KEY FURTHER SHORTENED USING PRIVACY AMPLIFICATION,
HENCE REDUCING EVE’S INFORMATION ABOUT THE KEY

895

Alice

1 Raw key 1 0 1 1 0 1 0 0 1

2 Preparation (or encoding) basis _ + X + + H*h X

3 Quantum state preparation — 1 N ¢ — N\ T — e / T N

Bob

4 Measurement basis X + X X + +

5 Quantum state detected — N N — N N + AW N — 0 -

6 | Detected key 1 0 | 1 trjJof1]o 0| 1

Classical post-processing

7 | Sifted key [T ] [ O [ [T 0] [0 ] [0 ]

8 Parameter (or error) estimation

9 Information reconciliation

10 Privacy amplification
Alice exploits two conjugate pairs of states for encoding Consequently, when 71 is measured in the diagonal basis,
the classical raw key into photon polarizations (qubits). it is equally likely to collapse either to the state | )
Specifically, the states within the pair are orthogonal, (bit 0) or the state | N\) (bit 1).
while the two pairs are the conjugates of each other. In 6) The detected polarizations of Step (5) may be decoded
our example, we consider the rectilinear polarization (+ by invoking the same classical-to-quantum mapping as
in Table IIT), which maps bit 0 and 1 onto the vertical the encoding operation at the transmitter. Bob detects
(1) and horizontal (—) polarizations, respectively, and the bit correctly approximately 75% of the time. All
the diagonal polarization (x in Table III), which maps incorrect instances of bit detection are marked in red in
bit 0 and 1 onto the 45° () and 135° () polariza- Steps (1) and (6) of Table III. Hence, Alice and Bob
tions, respectively. Alice randomly chooses either the acquire a correlated key through Steps (1) to (6).
rectilinear or diagonal polarization for the action termed 7) Alice and Bob then communicate over an authenticated
as state preparation. classical channel for further processing the correlated
Alice encodes the raw key of Step (1) seen in Table III key they possess, hence termed as ‘classical post-
based on the randomly chosen polarizations of Step (2) processing’. This post-processing commences with ‘bit
in Table IIT using + or x and sends the resultant qubits sifting’ during which Alice shares the basis used for
to Bob over an insecure quantum channel. preparation in Step (2) of Table III, while Bob shares
Neither Bob nor Eve knows the encoding basis of the basis of Step (5) in Table III used for measurement.
Step (2) in Table III used by Alice. Therefore, Bob ran- Both Alice and Bob discard the specific bits whose
domly chooses either the rectilinear (+) or the diagonal preparation basis and measurement basis differ, because
(x) basis for measuring the received qubits. Bob’s cho- these instances may result in incorrect detection,
sen basis are listed in Step (4) of Table III. Since both which are marked in red in Step (6) of Table Il and
Alice and Bob randomly choose the polarization basis, statistically represent about 25% of the bits. This in
they will end up choosing the same basis roughly half turn ensures that both Alice and Bob possess the same
of the time. These instances have been marked in green secret key in the absence of Eve, provided that the
in Steps (2) and (4) of Table III. quantum channel is noiseless. The length of this key
If Bob measures the qubits received in the same basis is approximately half of that of the raw key, in which
as they were prepared in Step (2) of Table III, then he about half of the basis were different.
detects the transmitted bit correctly, provided that the 8) Recall that qubits cannot be cloned. Therefore, if

quantum channel is noiseless and there is no eavesdrop-
per. By contrast, if the measurement basis is not the
same as the preparation basis, then there is only a 50%
chance that Bob will detect the bit correctly. For exam-
ple, let us consider the second bit of Table III having the
value 0, which is encoded in the rectilinear basis (+),
but measured in the diagonal basis (x). A bit value 0 in
the rectilinear basis may also be expressed as a function
of the diagonal basis:

- (28)

1 1
|T>:E|/l>+ﬁ‘

Eve is listening to the insecure quantum channel, she
cannot acquire a copy of the quantum information.
Furthermore, Eve unaware of the specific basis in
which Alice maps the classical bits onto the qubits,
until Alice reveals this information during the classical
post-processing stage. Consequently, similar to Bob,
Eve chooses a random basis for measurement, while
listening to the quantum-domain session between Alice
and Bob. This in turn introduces errors in the shared
key. Hence, for the sake of determining the presence
of Eve, Alice and Bob share a subset of the key and
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estimate the fraction of errors. If the resultant error
ratio is higher than a pre-determined threshold, the
transmission is considered ‘insecure’ and hence aborted.

9) By contrast, if the transmission is found to be secure,

the process termed as ‘information reconciliation’ is
invoked for correcting the dependencies between Alice’s
and Bob’s key, which may include for example the
dependencies arising from errors inflicted by a realistic
imperfect quantum channel as well as those due to
measurements by Eve. Let us now briefly elaborate
on the effect of channel errors. Consider the first bit
of Table III, which is prepared and measured in the
same basis. As shown in Table III, Alice transmits the
quantum state | —) corresponding to the classical bit
1. Let us consider the scenario where a channel error is
inflicted on Alice’s quantum state during transmission,
so that Bob receives the erroneous state | 1). Now
even if Bob measures the received quantum state in
the same basis as it was prepared, his detected output
will be incorrect. Explicitly, Bob will detect bit O upon
measurement in the rectilinear basis (+), while Alice
transmitted bit 1. Hence, channel errors also introduce
dependencies between Alice’s and Bob’s keys.

10) Eve may acquire information about the secret key by
measuring a subset of the key as well as by listening to
the public classical information shared during the error
reconciliation process. For the sake of reducing this
information, the technique of ‘privacy amplification’ is
invoked. Explicitly, privacy amplification generates a
shorter key from the corrected key of Step (9), hence
reducing Eve’s information about the shared key.

In contrast to the PM DV-QKD scheme of Table III, which
transmits qubits, a Gaussian PM CV-QKD scheme exploits
Gaussian CV quantum states, as shown in Fig. 11.

Explicitly, the CV quantum states prepared by Alice are
Gaussian states (squeezed states or coherent states) which
are modulated by Gaussian distributions [12]-[14], [20], [21],
[24], [25], [118], [135], [137], [138], [140]. In fact, Alice
encodes a classical random variable drawn from a Gaussian
distribution onto a Gaussian quantum state, which is trans-
mitted to Bob, and then measured by him, thus extracting
a classical random variable which is correlated with Alice’s.
Furthermore, in contrast to the discrete measurement opera-
tions of Table III, the measurements of the received quantum
states are made by Gaussian measurements, namely by clas-
sical homodyne or heterodyne detection. Hence, Alice and
Bob share correlated Gaussian data in contrast to the corre-
lated binary stream of PM DV-QKD. The resultant correlated
Gaussian distributed random variable (rv) is then processed
classically for the sake of generating a virtually error free and
secure binary key.

We may notice in Fig. 11 that four different variants of a
Gaussian PM CV-QKD protocol exist, since we have two types
of Gaussian quantum states, i.e., squeezed and coherent states,
and two types of detectors, i.e., homodyne and heterodyne
detectors, which are detailed in Section III. In the succeeding
subsections, we provide further insights into each of these four
variants with the aid of slow-paced quantitative examples.

1) PM CV-QKD Relying on Squeezed States & Homodyne
Detection: Table IV gives an example of CV-QKD protocol
using squeezed states and homodyne detection [12], which
proceeds as follows:

1) Alice generates a real random Gaussian-distributed vari-
able a with zero mean p = 0 and variance o2 = Upmn,» AS
exemplified in Step (1) of Table IV.

2) Alice then decides to encode the Gaussian variable a
into either a p-squeezed or a g-squeezed vacuum state by
randomly choosing the p or ¢ quadrature component for
squeezing. More specifically, Alice generates a binary
random variable u for choosing the p or ¢ quadrature for
squeezing. The chosen quadratures are listed in Step (2)
of Table IV.

3) Alice next proceeds with quantum state preparation.
Explicitly, Alice prepares a single-mode squeezed
vacuum state having the covariance matrix M =
diag(1/v,v), where v = exp(27s), and r; is the single-
mode squeezing. The prepared squeezed state is then
modulated (displaced) by an amount a of Step (1)
in Table IV, where the modulation variance satisfies
v = v — 1/v. Specifically, depending on the quadra-
tures chosen in Step (2) of Table IV, Alice either sends a
g-squeezed state having a first moment of (ag,0), ag =
a, or a p-squeezed state associated with the first moment
(0, ap), ap = a, as illustrated in Step (3) of Table IV.
For example, let us consider the first element of raw
Gaussian key having the value of 0.9 in Step (1) of
Table IV. Since p quadrature is chosen in Step (2) of
Table IV for preparing the first quantum state, Alice pre-
pares a p-squeezed state having the first moment (0, 0.9).
The prepared and modulated squeezed states are then
transmitted over an insecure quantum channel to Bob.

4) For each incoming quantum state, Bob randomly
chooses either the ¢ or the p quadrature for detection
depending on his own binary random variable u’, as
shown in Step (4) of Table IV.

5) Bob measures the received quantum state in either the
q or the p quadrature using homodyne detection based
on the chosen quadratures of Step (4). Note that in
order to warrant security, Alice and Bob choose differ-
ent basis for preparation and measurement (in a random
fashion). Consequently, when the preparation and mea-
surement basis are the same, which are marked in
green in Steps (2) and (4) of Table IV, Bob accu-
rately detects the transmitted quantum state, provided
that the transmission channel is noiseless and there is
no eavesdropper. For example, Bob chooses p quadra-
ture for the first element of Gaussian key, as shown in
Step (4) of Table IV. Since the first element was also
prepared in the same quadrature, Bob correctly detects
a p-squeezed state having the first moment (0,0.9). By
contrast, if the preparation and detection quadratures do
not match, Bob detects a modified version of the trans-
mitted state, which are marked as blank red cells in
Table IV.

6) Finally, Bob obtains a real variable b, = b or b, = b
corresponding to the ¢ or the p detection quadratures.
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Fig. 11.

The quantum communication stage of Gaussian CV-QKD protocol in a PM scheme, which consists of three steps; preparation, transmission, and

detection. In a full-Gaussian protocol Alice encodes a classical Gaussian-distributed random variable (a) onto Gaussian quantum states (squeezed or coherent
states). The prepared states are transmitted through an insecure quantum channel to Bob. In the detection step, received quantum states are measured using
Gaussian measurements (homodyne or heterodyne detection) to obtain a classical Gaussian-distributed random variable (b), which is correlated with Alice’s

random variable (a).

TABLE IV
PREPARE-AND-MEASURE CV-QKD EXAMPLE RELYING ON SQUEEZED STATES AND HOMODYNE DETECTION (IN THE ABSENCE OF EVE AND NOISE).

(1) REAL RANDOM VARIABLE @ GENERATED USING A GAUSSIAN DISTRIBUTION HAVING MEAN gt = 0 AND VARIANCE 0'2

=vm.(2)pORQ

QUADRATURE RANDOMLY CHOSEN FOR SQUEEZING. (3) SQUEEZED STATE PREPARED HAVING THE FIRST MOMENT (a, 0), IF § QUADRATURE IS
CHOSEN IN STEP (2) AND THE MOMENT (0, a), IF p QUADRATURE IS CHOSEN IN STEP (2). (4) p OR ¢ DETECTION QUADRATURE RANDOMLY
SELECTED. INSTANCES WHERE THE PREPARATION AND DETECTION QUADRATURES MATCH ARE MARKED IN GREEN. (5) RECEIVED STATES
DETECTED USING THE QUADRATURES OF STEP (4). THE DETECTION OUTCOME IS NOISY (OR CORRUPTED), WHEN THE PREPARATION AND

DETECTION BASIS DO NOT MATCH, HENCE ARE MARKED IN RED. (6) DETECTED STATES MAPPED ONTO GAUSSIAN KEY. (7) ONLY
THOSE KEY VALUES ARE RETAINED, WHICH HAVE THE SAME PREPARATION AND MEASUREMENT QUADRATURE

Alice
1 | Raw Gaussian key 0.9 2.4 1.3 2.1 0.5 4.1 1.1 0.3 3.6 0.2 1.7 2.8
=0 0> =
Vm)
2 | Preparation (or en-
coding) quadrature
3 Squeezed state
preparation  (first
moment)
Bob
4 | Detection
quadrature
5 Squeezed state
detected (first
moment)
6 | Detected Gaussian
key
Classical post-processing
7 | Sifted Gaussiankey [ 0.9 ] [ 1.3 ] [ 41 T 1.1 ] [ 36 ] [ 1.7 ]

The resulting variables constitute the detected Gaussian
key, as shown in Step (6) of Table IV.

7) Following the measurement of all incoming states by
Bob, classical post-processing over the public channel
commences via a sifting operation. In this operation,
Alice and Bob reveal to each other which of the two
randomly selected quadratures they used for preparing
(Alice) and measuring (Bob) the information, discarding
non-tallying random bit pairs (i.e., u # u'). A natu-
ral way of achieving this is that Alice reveals for each
Gaussian rv the specific value of u (i.e., whether she
displaced the ¢ or the p quadrature), and Bob only
retains those, where he measured the relevant tally-
ing quadrature (i.e., u = u'), as shown in Step (7) of
Table IV.

Let us now consider the second variant of Fig. 11.

2) PM CV-QKD Relying on Squeezed States & Heterodyne
Detection: Another squeezed-state protocol was developed
in [118], in which Bob uses heterodyne detection rather
than homodyne detection and measures both the ¢ and p

quadratures for obtaining (bg, bp). In the sifting step of this
protocol, Bob then disregards one of his quadrature measure-
ments, depending on Alice’s specific choice of quadrature
preparation. This protocol can be seen as a noisy version of
the protocol with squeezed states and homodyne detection,
since the heterodyne detection imposes vacuum noise on the
measurement. When Bob’s Gaussian rv are the reference of
error correction (see below) in the classical post-processing,
the heterodyne detection protocol exhibits a better robustness
against the channel noise than the protocol associated with
homodyne detection [118]. Let us now focus our attention on
the third variant of Fig. 11.

3) PM CV-QKD Relying on Coherent States & Homodyne
Detection: Table V gives an example of the PM CV-
QKD protocol using coherent states and homodyne detec-
tion [13], [14], [116], which can be described as
follows:

1) Alice generates random real numbers a4 cho-

sen from an independent Gaussian distribution of
variance v}, .
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TABLE V
PREPARE-AND-MEASURE CV-QKD EXAMPLE RELYING ON COHERENT STATES AND HOMODYNE DETECTION (IN THE ABSENCE OF EVE AND NOISE).
(1) REAL RANDOM GAUSSIAN VARIABLE aq GENERATED. (2) REAL RANDOM GAUSSIAN VARIABLE ap GENERATED. (3) COHERENT STATE PREPARED
HAVING A MEAN VALUE OF (agq, ap). (4) p OR ¢ DETECTION QUADRATURE RANDOMLY SELECTED. (5) RECEIVED STATES DETECTED USING THE
QUADRATURES OF STEP (4). (5) DETECTED STATES MAPPED ONTO GAUSSIAN KEY. (6) ALICE RETAINS ag OR ap DEPENDING ON BOB’S
DETECTION QUADRATURES. THE RETAINED KEY VALUES ARE MARKED IN GREEN IN STEPS (1) AND (2)

Alice
1 Raw Gaussian key
(aq)

2 | Raw Gaussian key

(ap)

3 Coherent state
preparation (mean)

Bob

4 | Detection I3 P q I3 q q P q q P
quadrature

5 Detected Gaussian 1.2 0.9 1.3 2.7 0.5 4.1 0.6 0.3 3.6 0.1
key

Classical post-processing

6 | Sifted Gaussian key | 1.2 \ 0.9 \ 1.3 \ 2.7 0.5 \ 4.1 \ 0.6 \ 0.3 \ 3.6 \ 0.1

2) Alice also generates another set of random real numbers
ap, which are also chosen from an independent Gaussian
distribution of variance v],.

3) Alice then prepares a coherent state, which is modu-
lated (displaced) by the amounts of a; and a, generated
previously in Steps (1) and (2), so that the result-
ing coherent state has a mean value of (agq,ap). For
example, a; = 0.9 and a, = 1.2 are chosen for the
first element of key in Steps (1) and (2), respectively.
Consequently, Alice prepares a coherent state having a
mean value of (0.9,1.2). The prepared coherent states
transmitted over an insecure quantum channel to Bob.

4) Bob generates a random variable u’ for each incoming
state and chooses either the ¢ or the p quadrature for
detection depending on the value of u’.

5) Finally, Bob measures either the ¢ or the p quadrature
component using homodyne detection depending on the
chosen quadratures of Step (4), hence obtaining a real
variable by or by, respectively. For example, as can be
seen in Table V, p quadrature is chosen in Step (4)
for detecting the first element of the key. Consequently,
when Bob measures the first received coherent state
using the p quadrature, he obtains a value of 1.2.

6) When the quantum communication phase is completed
and all the incoming states have been measured by Bob,
classical post-processing over a public channel is com-
menced by applying sifting, where Bob reveals for each
Gaussian rv the specific value of u' (i.e., whether he
measured the ¢ or the p quadrature), and Alice retains
aq or a, depending on the value of «’. Note that in this
protocol only one of the two real random variables gen-
erated by Alice is used for the key after the sifting stage.
For example, Alice only retains a, = 1.2 for the first
element of key, since Bob measured the received state
in the p quadrature. The retained key values are marked
in green in Steps (1) and (2) of Table V.

Finally, we now consider the fourth variant of Fig. 11.

4) PM CV-QKD Relying on Coherent States & Heterodyne
Detection: Another coherent-state protocol was developed
in [117], where Bob uses heterodyne detection rather than
homodyne detection and measures both the ¢ and p quadrature
components for obtaining (bg, bp) at the cost of imposing

vacuum noise on the measurement. In this protocol, sifting
is no longer needed, since both of the real random variables
generated by Alice are used for the generation of the key,
hence potentially resulting in higher secret key rates.

All the four CV-QKD protocols discussed above in the con-
text of Fig. 11 yield a correlated Gaussian key between Alice
and Bob. Please note that the Gaussian key generated in the
examples above is the same for both Alice and Bob. However,
when Eve is present or in the inevitable presence of noise,
Bob’s key will be a noisy version of Alice’s key. Hence, Bob
and Alice will possess correlated but unidentical Gaussian
keys. Analogous to the PM DV-QKD of Table III, parameter
estimation is then performed (in the classical post-processing
stage, following the sifting step), where the two parties reveal
a randomly chosen subset of their correlated but unidentical
Gaussian key. This allows them to estimate the parameters of
the channel, such as the channel’s transmissivity and the level
of channel noise, as well as to limit the maximum amount
of information Eve can infer about their values. This step is
followed by an information reconciliation procedure, which
involves quantizing Alice’s and Bob’s correlated Gaussian data
into binary keys as well as performing error correction, hence
resulting in a near-error-free binary key. As discussed further
later, this procedure normally relies on the employment of
low density parity check (LDPC) codes [20]. QKD can be
operated in two reconciliation scenarios, namely direct rec-
onciliation [141] and reverse reconciliation [13], [14]. In the
direct reconciliation protocol Alice’s Gaussian data constitute
the reference and she sends classical correction information to
Bob which may be overheard by Eve. Then Bob corrects his
key elements to arrive at the same values as Alice. By contrast,
in the reverse reconciliation protocol Bob’s Gaussian data con-
stitute the reference and must be estimated by Alice (also by
Eve) [13], [14]. Based on the upper bound on Eve’s informa-
tion estimated during the parameter estimation stage, Alice and
Bob apply a privacy amplification protocol, which produces a
shorter binary key in the spirit of expurgating Eve’s informa-
tion about the shared key, hence Eve’s information about the
key is substantially reduced.

Whilst in Fig. 11 we had four variants, now there are
eight protocol choices for characterising Gaussian CV-QKD
in a PM scheme. Explicitly, this is because we must consider
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Implementation Type
(Prepare—and—Measure or Entanglement—Based)

Reconciliation Type
(Direct or Reverse)

Quantum State Type
(Squeezed or Coherent)

Detection Type
(Homodyne or Heterodyne)

Fig. 12.  Gaussian CV-QKD implementation parameters.

both the type of quantum state (squeezed states or coherent
states) which Alice prepares, and also the type of detection
(homodyne or heterodyne detection) which Bob applies to
the received states, as well as the specific type of reconcilia-
tion (direct reconciliation or reverse reconciliation). However,
recall that all PM schemes have an equivalent EB scheme.
Hence, different variants of CV-QKD may be implemented
using the parameters summarized in Fig. 12. Next we discuss
the entanglement-based approach for implementing CV-QKD
protocols.

B. Entanglement-Based Approach

All the Gaussian PM protocols can be described in an uni-
fied way using the EB scheme [87], [135] shown in Fig. 13.
Here Alice generates a TMSV state, which we refer to as
paB- She keeps mode A, and sends mode B to Bob. At some
time later, Alice and Bob use an unbalanced beam splitter of
transmissivity (74 at Alice’s side and T'p at Bob’s side), to
carry out generalized heterodyne detections. If Alice applies
homodyne detection (74 = 1), the prepared state should be
a squeezed state and if Alice makes a heterodyne detection
(T4 = 1/2), the prepared state should be a coherent state. The
security of the CV-QKD protocols is mostly analysed using
their equivalent EB scheme, where a two-mode entangled state
is shared between Alice and Bob before their detection obser-
vations. Note, in the security analysis of CV-QKD discussed
next we will assume that the number of exchanges between
Alice and Bob is considered to be infinite (the asymptotic
regime). This assumption is adopted in most QKD security
analyses since the ability to estimate some quantities (e.g.,
average values) exactly in the infinite sample-limit, greatly
simplifies the analyses.

C. CV-QKD Security Analysis

The most powerful, and most general, attack that Eve
can implement against QKD is known as a coherent
attack [87], [135]. In this attack, Eve prepares her ancillary
system in a global quantum state, which means she prepares
an arbitrary joint (entangled) state of the ancillae. After the
interaction of the global ancillary system with the signals sent
by Alice, the output ancillary system is stored in a quan-
tum memory. Once the classical post-processing relying on

by Alice

TMSV state B Quantum
Pas channel

Fig. 13.  The quantum communication stage of Gaussian CV-QKD proto-
col in an EB scheme. Alice generates a Gaussian two-mode entangled state
(TMSV state) p 4 g. She keeps mode A, and sends mode B through an insecure
quantum channel to Bob. If Alice applies homodyne detection, i.e., T4 = 1
(heterodyne detection, i.e., Ty = 1/2) to mode A, she remotely projects
the other mode of the entangled state onto a squeezed state (coherent state).
Similar to the PM scheme, Bob measures the received state using a Gaussian
measurement (homodyne detection, i.e., T = 1 or heterodyne detection,
ie, Tp = 1/2). As a result of their measurements, Alice and Bob end up
with two sets of classical Gaussian-distributed random variables which are
correlated to each other.

the public channel is finished, Eve applies an optimal joint
measurement over the ancillary system stored in the quantum
memory to maximize her knowledge on the quantum informa-
tion of the trusted parties. The security analysis of CV-QKD
in the face of coherent attacks is very complex. However,
under some trivial constraint imposed on the classical post-
processing protocol, collective attacks are just as detrimental
as coherent attacks [142]. In a collective attack against QKD
Eve prepares her ancillary system in a product state of identi-
cally prepared ancillae. After interaction of each ancilla with
a single signal sent by Alice, the output ancilla is stored in a
quantum memory. Once the classical post-processing is com-
pleted, Eve applies an optimal joint measurement over the
ensemble of ancillae in the quantum memory.

For a realistic reconciliation algorithm, the asymptotic CV-
QKD key rate (bits per pulse) against collective attacks is
given by [87] and [135] K = &lqp — Ig, where I4p is
the mutual information between Alice and Bob (i.e., between
Alice’s variable, a, as well as Bob’s variable, b), and 0< £ <1
is the reconciliation efficiency. This efficiency reflects that in
a realistic reconciliation algorithm, Alice and Bob acquire not
all of the maximum attainable mutual information. Note that
for a perfect reconciliation algorithm we will have £ = 1.
Furthermore, I is the Holevo bound defined in [87] and [135]
as an upper bound on the quantum information stolen by Eve.
In the reconciliation step, if we assume that Alice’s data rep-
resents the reference, then I = [4p is the Holevo bound
on the mutual information between Eve’s quantum memory
and Alice’s variable. By contrast, if we assume that Bob’s
data is the reference, then Iy = Ipp is the Holevo bound
on the mutual information between Eve’s quantum memory
and Bob’s variable. Note that /4 g remains the same, regard-
less of whose data represents the reference of reconciliation.
It was also shown [143] that in the family of collective
attacks, Gaussian attacks based on Gaussian operations18 are

18 Gaussian operations are linear operations with respect to the quadra-
ture amplitudes. Such operations maintain the Gaussian character of Gaussian
states.
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Attack implementation by Eve

Fig. 14. Implementation of optimal collective Gaussian attack (entangling-
cloner attack) by Eve, in which Eve prepares an entangled state, pg, g5,
interacts mode Fq with the signal sent from Alice in a beam splitter (with the
same transmissivity as the channel transmissivity). The output mode, mode B’,
is transmitted to Bob through a perfect quantum channel. The other output,
mode E{, and the other arm of Eve’s entangled state, mode E», are stored in
Eve’s quantum memory, to be collectively measured at the end of the classical
post-processing.

the optimal attacks Eve can implement so as to minimize the
secret key rate K.

Let us consider a Gaussian CV-QKD protocol in the EB
scheme, where Alice generates a TMSV state p 4 5, and keeps
mode A while sending mode B to Bob over an insecure
quantum channel. In the optimal collective Gaussian attack
(which is also referred to as the entangling-cloner attack [14])
shown in Fig. 14, Eve models the quantum channel (with
transmissivity of 0 < 7 < 1 and thermal noise variance of
w > 1) by a TMSV state pg, g, having a quadrature vari-
ance of w and a beam splitter of transmissivity 7. In fact,
the quadrature variance of pp g, and the transmissivity of
the beam splitter in Fig. 14 are tuned in order to inject the
same noise and to impose the same attenuation as in the
original channel, respectively. In this beam splitter Eve com-
bines the signal mode gleaned from Alice (mode B) with
one mode (mode Fp) of the TMSV state. The first output
of the beam splitter (mode B’) which is the quantum signal
received by Bob is given by §p/ = /74p + V1 — T(g,, and
pp’ = V/7pp + V1 —7pp,. The second output of the beam
splitter (mode E{) and mode E» of the TMSV state jp, g,
are stored by Eve in a quantum memory. Once the classi-
cal post-processing over the public channel is completed, this
quantum memory is detected by means of an optimal joint
measurement which estimates Alice’s data (in direct reconcil-
iation) or Bob’s data (in reverse reconciliation). Note that in a
Gaussian CV-QKD protocol, the asymptotic key rate against
optimal collective Gaussian attacks can be calculated through
the equivalent EB scheme based on the covariance matrix of
the two-mode entangled state shared between Alice and Bob
before their detection observations [87], [135], [136].

V. FREE-SPACE CHANNELS TO AND FROM SATELLITES
A. Sources of Loss in FSO Channels

The main sources of loss in FSO communication are
diffraction, absorption, scattering and atmospheric turbu-
lence [144]-[148], as encapsulated in Fig. 15. As will be dis-
cussed in this section, Diffraction-induced beam-spreading and

19Gaussian collective attacks are as strong as coherent attacks in the limit
of an infinite number of quantum states exchanged, however, it is not known
this is the case for a realistic finite-length key protocols.

Absorption
& Scattering

FSO Losses

Fig. 15. Sources of losses in FSO channels and their effects on optical signal.
Diffraction-induced beam-spreading and turbulence-induced beam-wandering
as well beam-spreading dominate in good weather conditions.

turbulence-induced beam-wandering as well beam-spreading
are dominant in good weather conditions, while absorption,
scattering and scintillation are known to be relatively minor
issues in good weather conditions.

Diffraction: Diffraction is a ubiquitous form of the nat-
ural wave propagation phenomenon experienced by light
beams, and leads to beam-spreading (beam-broadening).
Consequently, a certain fraction of the transmitted beam may
not be collected by the receiver, since the diameter of the
received beam is longer than the receiver’s aperture, hence
resulting in divergence loss, which increases upon increasing
the length of the link. This loss may be mitigated by increasing
the receiver’s aperture as well as by reducing the transmis-
sion wavelength. However, a suitable compromise between the
divergence loss, receiver size and cost as well as other trans-
mission losses must be struck. Furthermore, a narrow beam is
desirable to reduce diffraction losses, but this makes the link
more sensitive to any misalignment between the transmitter
and receiver.

Absorption and scattering: Absorption and scattering are
imposed by the constituent gases and particles of the atmo-
sphere. Both absorption as well as scattering impose atten-
uation on an optical wave. Explicitly, absorption is the phe-
nomenon where the energy of optical wave is absorbed by
the atmospheric particles, while scattering results in redistribu-
tion of the optical energy in arbitrary directions. Furthermore,
both effects are strongly wavelength-dependent and become
more pronounced when the transmission wavelength is com-
parable to the size of the atmospheric particles. Both scattering
and absorption can be neglected, since they can be substan-
tially mitigated by an appropriate choice of the communication
wavelength. Explicitly, there is a negligible absorption at
the visible wavelengths spanning from 0.4 to 0.7 mm. For
these reasons, scattering and absorption was also neglected
in [18], [54], [100]-[102], [110], and [149]-[151]. However,
adverse weather conditions, for example fog, rain and snow,
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may severely limit the transmissivity of atmospheric channels,
as discussed below:

o Fog includes particles having dimensions comparable to
the transmission wavelength, hence it is the main source
of atmospheric absorption and scattering. More specifi-
cally, dense fog may ultimately make optical transmission
infeasible [152]. The impact of fog is generally quanti-
fied in terms of atmospheric visibility and the associated
attenuation per unit length in dB/km. Explicitly, visi-
bility is defined as the distance traversed by a parallel
beam of light until its intensity drops to 2% of the orig-
inal value [153], while the specific attenuation of fog in
dB/km, denoted as ay,g, may be represented using the
popular empirical Mie scattering model [147]:

391/ AN\ 77
e =7 (550)

where V is the visibility range in km, A is the operating
wavelength (550 nm is used as a reference wavelength
for visibility range) and p is the size distribution coef-
ficient of scattering obtained from the Kim or Kruse
model [153]. Specifically, the Kim model gives [154]:

(29)

1.6 V > 50
1.3 6 <V <50
p=<06V+034 1<V <6 (30)
V—-05 0.b< V<l
0 V < 0.5,
while the Kruse model gives [155]:
1.6 V > 50
p=¢ 1.3 6 <V <50 (31)

0.585V3 V < 0.6.

e From the detrimental effects of fog, rain and snow, rain
has the least impact, because the size of rain droplets
is large as compared to the transmission wavelength.
The specific attenuation due to rain my be predicted
using [147]:

Orain = k1 R*2, (32)

where R is the rain rate in mm/hr, while k; and ko are
modeling parameters, whose value depends on both the
size of rain droplets and on the temperature.

e The attenuation due to snow is higher than that of rain,
but less than that of fog. However, heavy snow may
severely reduce the link’s availability, making it compa-
rable to that of fog. The specific attenuation of snow is
given by [147]:

(33)

b
Qsnow = aS”,

where S is the snow rate in mm/hr, while the constants
a and b are set to:

a=542x%x107° +5.49, b=1.38 (34)
in dry snowy conditions and to:
a=102x10"*+3.78, b=0.72 (35)

in wet snowy conditions.

Hence, adverse weather conditions may significantly attenuate
the optical signal, hence substantially degrading the avail-
ability of the FSO link. The transmission wavelength should
be judiciously chosen to minimize these losses. Furthermore,
sufficient link margin should be maintained for the sake of
enhancing the link’s availability.

Atmospheric turbulence: Atmospheric turbulence arises due
to random fluctuations in the refractive index caused by
stochastic variations of temperature. The atmosphere con-
tains turbulent random inhomogeneities of various scales -
also referred to as turbulent eddies [145]. They range from
a large-scale (the outer scale of turbulence) to a small-scale
(the inner scale of turbulence). These eddies affect optical
wave-propagation through the atmosphere in different ways,
depending on their size. In general, large scale eddies produce
refractive effects and hence predominately distort the phase
of the propagating wave, while small scale eddies are mostly
diffractive in nature and therefore distort the amplitude of the
wave [144], [145]. The most important effects resulting from
the atmospheric eddies are beam-wandering, beam-spreading
and beam-scintillation [144]-[146], [148]. We describe each of
these three effects in more detail: (i) Random deviation of the
beam from its original path is referred to as beam-wandering,
which is caused by large-scale turbulent eddies, whose
size is large compared to the beam-width. Beam-wandering
causes time-varying power fades [54], [145], [146], [148].
(i) Atmospheric turbulence results in a randomly fluc-
tuating beam-width in the receiver’s aperture plane. The
broadening of the beam-width (when averaged over time)
beyond that due to diffraction is termed as turbulence-induced
beam-spreading [54], [57], [101], [145], [148], [156]. (iii) We
define scintillation by fluctuations in the received irradi-
ance (intensity) within the beam’s cross section. Scintillation
includes the temporal variation in the received irradi-
ance and spatial variation within the receiver’s aperture.
Scintillation is mainly caused by small-scale turbulent
eddies [144]-[146], [148].

B. Sources of Loss in FSO Channels to and From Satellites

In satellite-based quantum communications, the uplink and
downlink channels are very different, since the atmospheric
turbulence layer only occurs near the transmitter on an uplink,
and only near the terrestrial receiver on a downlink. In
the following, we briefly highlight how these two chan-
nels are affected by the above-mentioned turbulence-induced
effects.

Uplink channels: For typical dimensions of the aperture
size embedded in the ground station, the uplink optical beam
first propagates through the turbulent atmosphere and its
beam-width is much narrower than the size of the large-
scale turbulent eddies [54], [145], [146], [148]. This makes
beam-wandering the dominant effect in the uplink [54], [145],
[146], [148]. Turbulence-induced beam-spreading also occurs
to some extent in the uplink [54], [145]. As a result, the beam
received by the satellite (when averaged over time) is wider
than that associated with diffraction [54], [145]. Fig. 16 illus-
trates these two atmospheric effects, namely beam-wandering
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Fig. 16. Illustration of beam-wandering (i.e., random deviation of the beam
from its original path) and beam-spreading (including spreading induced by
diffraction and spreading induced by turbulence) in uplink channels.

and beam-spreading in the uplink. Scintillation is not dominant
in the uplink [145], [148].

Downlink channels: In contrast to the uplink case, the down-
link optical beam propagates through the turbulent atmosphere
only in the final part of its path. Considering the typical aper-
ture size of the optical system embedded in the satellite, the
beam-width at its entry into the atmosphere is likely to be
larger than the scale of the turbulent eddies. As such, beam-
wandering in the downlink tends to be less important relative
to uplink channels [54], [145], [146], [148]. The photonic
losses in the downlink are likely to be dominated by diffraction
effects [54], [57]. Scintillation can occur to some extent in the
downlink [145], [148]. However, as a consequence of aper-
ture averaging, the downlink scintillation effects imposed on
the detector tend to be negligible, when the receiver includes
a large-diameter (>0.5 m) telescope [144], [145], [148].

C. Atmospheric Fading Channels

In atmospheric channels the transmissivity, 7;, fluctuates
due to turbulence-induced effects. These fading channels
can be characterized by the probability distribution of the
transmission coefficients, n (where n = /n), which is
denoted by p(n). For a fading channel associated with the
probability distribution p(n) the mean fading loss in dB is
given by —10log( fo" n%p(n)dn), where 7 is the maximum
value of 7.

As discussed in Section V-B, beam-wandering is the domi-
nant turbulence-induced effect in the uplink. As an aside, we
note that beam-wandering is expected to dominate the fading
contributions in many terrestrial atmospheric communication
scenarios [100], [102], [110], [111], [150].

D. Beam-Wandering Model

Here, we describe the probability distribution of the chan-
nel coefficients when the channel effects are dominated by
beam-wandering. In the first instance we will assume that the
beam-width at the receiver’s aperture is fixed. That is, initially
we will ignore any fluctuations in the beam-width caused by
atmospheric turbulence.

In practice, beam-wandering causes the beam-center to be
randomly displaced (along the x and y coordinates) from the
center of the receiver’s aperture plane. More explicitly, the

beam’s center position (zj,y;) randomly fluctuates around
a fixed point, (x4, yg4), hence its two-dimensional Gaussian

distribution is given by [100]
2
Yd) )7 (36)

L exp (_ (2 — 2a)* + (i —
27r0g 202
where o is the beam-wandering standard deviation. Thus,
the beam-deflection distance, | = ,/:L"l2 + ylZ, i.e., the dis-
tance between the beam-center and the aperture-center at (0, 0)
fluctuates according to the Ricean distribution [100]

N
P 20% 5

\/:rg + yg is the distance between the aperture-
center and the fluctuation-center (z4,y,4), while Ip[.] is the
modified Bessel function. Note that d = 0 means that the
beam-center fluctuates around the aperture-center. In beam-
wandering the channel transmission coefficient, 7, is a function
of the beam-deflection distance, /, and is given by [100]

1 =T exp g ’

where v is the shape parameter, S is the scale parameter and
Mo is the maximum value of 7. The latter three parameters are
given by

p(zy, ) =

l ld
p() == l2 (37)

9% L%

where d =

(38)

exp(—4h)11[4h] 22 o
1 — exp(—4h) [o[4] {“(1 — exp(—4h) I[4h] )] ’

217% —(1/v)
S = 5{“1(1 — exp(f4h)fo[4h]>} 7

5 = 1 — exp(—2h),

v = 8h

(39)

where I;].] is the modified Bessel function, and where h =
(B/ W)2, with 3 being the receiver’s aperture radius and W the
beam-spot radius at the receiver’s aperture. Note that both 3
and W have the same units (meter). A schematic illustration of
beam-wandering is shown in Fig. 17. According to Egs. (37)
and (38), the probability distribution p(7) can be described by
the log-negative Weibull distribution [100]

2 2_]_ l
p(n) = 225 <2 In 770) (7 >IO [Sgl (2 In 770) ﬂ/]
TpIN N T n

2
X exp <2_12 [52 <2ln 770)” + g2 > (40)
O'b n

for n € [0, no), with p(n) = 0, otherwise. In some of the
earlier literature, e.g., [157], the log-normal distribution was
used. However, at the time of writing we are aware that the
log-negative Weibull distribution more accurately describes
the operationally important distribution tail [100]. In Fig. 18
the log-negative Weibull distribution is shown for fixed val-
ues of the beam-wandering standard deviation o, and the
receiver’s aperture radius 3, and for different values of the
beam-spot radius at the receiver’s aperture W (the mean fading
loss increases with increasing W). In Fig. 19 the log-negative
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Fig. 17. A schematic illustration of beam-wandering in the receiver’s aperture
plane, where the beam-center (z;, y;) is randomly displaced (along the x and
y coordinates) from the center of the receiver’s aperture plane located at (0, 0).

Log—negative Weibull distribution

Fig. 18.  The log-negative Weibull distribution for o, = 0.7, 8 = 1, and
d = 0 with different values of W. For these parameters, W = 0.8 leads to a
mean fading loss of 2.7 dB and W = 2 leads to a mean fading loss of 5.5 dB.

Weibull distribution is shown for the fixed values of W and
5, with different values of o (the mean fading loss increases
with increasing o).

Let us now we analyse the influence of beam-width fluc-
tuations (caused by atmospheric turbulence) on the beam-
wandering model just given. We refer to this effect as
turbulence-induced beam-spreading. In doing this analysis, we
will assume beam deformation does not occur - meaning the
beam shape remains circular as it traverses the atmospheric
channel (beam-deformation has been analysed in [101]). In
turbulence-induced beam-spreading, the beam-spot radius W
randomly changes in the receiver’s aperture plane [101] with
the probability distribution p(W). Including this effect in our
beam wandering model, the transmission coefficient of the
channel, 7, is now a function of the two random variables
[ and W according to Eqgs. (38) and (39). We define a new
variable © by setting © = 21n(w—”g), where wp is the initial

Log—negative Weibull distribution

0 0.2 0.4 0.6 0.8 1
n

Fig. 19. The log-negative Weibull distribution for W = 1.1 and 8 = 1, and
d = 0 with different values of oy,. For these parameters, o3 = 1.5 leads to
a mean fading loss of 7.4 dB and o = 5.5 leads to a mean fading loss of
17.8 dB.

beam-spot radius at the radiation source. This is useful since
© randomly changes according to a normal distribution with
the mean value (O) and standard deviation og [101]. Hence
we have

1 _(6-(9))?

————exp
2
A /271'0e

With the inclusion of beam-width fluctuations in beam wan-
dering, the calculation of a closed-form solution for p(n) is not
straightforward. However, given the knowledge of the proba-
bility distribution of p(l) of Eq. (37) and p(©) of Eq. (41),
we can calculate certain important quantities after averaging
over all values of the channel’s transmission coefficient. For
instance, the mean fading loss in dB of a fading channel
with the inclusion of beam-width fluctuations is now given
by —10log o( [ n?(1,©)p(l,0)dldO). Assuming that atmo-
spheric turbulence is isotropic [101] and d = 0, the mean
fading loss in dB of a fading channel (after the inclusion
of beam-width fluctuations in the beam-wandering model) is
given by —10logo( [ n%(1,©)p(1)p(©)dldO). Note, with the
inclusion of beam-width fluctuations, the maximum value of
the channel’s transmission coefficient 7 is no longer fixed but
rather randomly changes.

Optical losses in the downlink are usually orders of mag-
nitude lower relative to uplinks [40], [66]-[68]. This means
that if the “price” is paid in terms of placing the critical quan-
tum technology on board the satellite (rather than the easier
case of maintaining the quantum technology in ground sta-
tions), then much better quantum communication channels can
be obtained. As alluded to earlier, the principal reason for
this improvement is that in the downlink, diffraction of the
beam is the main contributor to photon losses - not beam-
wandering as in the uplink (see Fig. 20). The important fact
is that by the time the downward-link beam hits the main
turbulence-inducing layers of the atmosphere (this layer com-
mences at about 20 km from ground level) the beam is much
closer to its target and therefore any induced beam-wandering
is less effective. Clearly, as opposed to most communication
channels, there will be no directional reciprocity in channel

p(©) = (41)

2
206
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Turbulent Eddies

Fig. 20.  Illustration of diffraction-induced beam-spreading as the main
contributor to photon losses in downlink channels.

throughput for quantum communications with satellites. The
recent experimental deployments of quantum communication
in space have mostly exploited the more favourable down-
link channel conditions [66], [67]. The losses in the downlink
can then be modelled quite simply (to first order) through
diffraction-only effects with the beam divergence following a
A/ D scaling, where D is the diameter of the satellite telescope
and A is the transmission wavelength [40].

E. Estimation of a FSO Channel

Note that the rate of atmospheric fluctuations we consider
are on the order of a few kHz, which is at least a thousand
times slower than the typical transmission rates [145]. This
means that the channel’s transmission coefficient can be mea-
sured at the cost of additional (classical) transmission and
receiver complexity [17], [149], [150], [158]. These chan-
nel measurements may be carried out using several schemes,
e.g., by transmitting coherent (classical) light pulses that
are intertwined with the quantum information [149], [150]
or by transmitting a local oscillator (i.e., a strong coher-
ent laser pulse which is mixed with the signal field in the
homodyne detection and serves as a phase reference) [17].
In [17] measurement of the atmospheric channel’s transmis-
sion coefficients was carried out in real time at the receiver
by passing a local oscillator through the channel in a mode
orthogonally polarized to the signal. The technique of measur-
ing the atmospheric channel’s transmission coefficient by an
auxiliary classical laser beam was introduced in 2012 [149],
and its practical employment was demonstrated for a one-way
communication link in 2015 [150]. The same technique based
on the intensity of the signal itself was realized in [158].

VI. ENTANGLEMENT DISTRIBUTION AND CV-QKD
IMPLEMENTATION VIA SATELLITE

A. Entanglement Distribution and Standard QKD Protocols

In the context of satellite-based quantum communication
we are faced with two different channels, namely, the uplink

~“g~

v

ST

(d) (e)

Fig. 21. Tllustration of various architectures for implementing satellite-based
quantum communication. In (a) ((b)) quantum states are transmitted from
the ground station (satellite) to the satellite (ground station) over an uplink
(a downlink) channel. In (c) quantum states are transmitted from one ground
station over an uplink channel to the satellite, and then reflected at the satel-
lite to the second ground station over a downlink channel. In (d) quantum
states are generated on board the satellite, and then transmitted through dif-
ferent downlink channels to separate ground stations. In (e) quantum states are
transmitted from two separate ground stations over two different uplinks to
the satellite, at which quantum measurements are performed on the received
quantum states, and the classical measurement results are communicated back
to the ground stations.

(ground-to-satellite) channels and the downlink (satellite-to-
ground) channels. In the uplink, the ground station trans-
mits signals to the satellite receiver, and in the downlink,
the satellite transmits signals to the ground station receiver.
Correspondingly, there are several possible architectures for
implementing satellite-based quantum communication depend-
ing on the types of links utilized. Some of these config-
urations are illustrated in Fig. 21. Explicitly, the schemes
(a) and (b) illustrate the uplink and downlink channels,
respectively (both links have been demonstrated in the DV
domain [65], [66], [68]). In scheme (c) of Fig. 21, the deploy-
ment of quantum technology at the satellite is minimized, since
the satellite is utilized only in a reflector mode (i.e., a sim-
ple relay). As a proof of concept for the reflecting paradigm,
we note the recent experimental tests of [47]-[49], where
single photons (weak laser coherent pulses) emitted by the
ground station were reflected (and subsequently detected on
the ground) by a LEO satellite via the satellite’s cube retro-
reflectors. In scheme (c) the complex quantum engineering
components are limited to the ground stations, since the source
of quantum states is located in one of the ground stations and
the receiver of quantum states is located in the other ground
station. Although satellite reflection towards another station
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constitutes a sophisticated engineering task in its own right,
it does not require onboard generation of quantum commu-
nication information. There are many practical advantages in
deploying quantum communication technology at the ground
stations, such as lower-cost maintenance, and the ability to
rapidly upgrade as new quantum technology matures. The
other schemes, (d) and (e), in Fig. 21 can be considered as
space-based high-complexity schemes, since they involve the
deployment of quantum technology at the satellite. In scheme
(d) (again already demonstrated for DV states [67]) the source
of quantum states is located on board the satellite, with both
ground stations acting as receivers. In scheme (e) the two
ground stations transmit quantum states to the satellite. In the
satellite, quantum measurements are performed on the received
states and the classical measurement results are communicated
back to the ground stations. Scheme (e) can be utilized in
support of entanglement swapping and measurement-device-
independent protocols so as to implement QKD between the
two ground stations.

Let us reconsider the quantum communication architectures
of Fig. 21 for CV entanglement distribution and for CV-QKD
implementation. We assume that the source of quantum com-
munication in the transmitter(s) is a two-mode entangled state
associated with modes 1 and 2. In the scheme (a) (the scheme
(b)) of Fig. 21, a two-mode entangled state is generated by
Alice at the ground station (satellite) with one mode, mode 1,
kept by Alice, while the other mode, mode 2, is transmit-
ted to Bob located at the satellite (ground station) over the
uplink (downlink). In the scheme (c) of Fig. 21, a two-mode
entangled state is generated by Alice at the ground station
transmitter with one mode, mode 1, held at the ground sta-
tion transmitter and the other mode, mode 2, transmitted over
the uplink to the relay satellite. The received mode is then
reflected in the satellite and transmitted through the downlink
to Bob at the ground station receiver. In the scheme (d) of
Fig. 21, a two-mode entangled state is generated on board of
the satellite with both modes then sent over the separate down-
links to Alice and Bob located at the separate ground stations.
In the scheme (e) of Fig. 21, Alice and Bob are located in
the separate ground stations, both initially possessing a two-
mode entangled state. One mode of each entangled state is
kept by a ground station transmitter and the second mode of
each state is transmitted over the uplink to the relay satellite,
in which on-board entanglement swapping is performed on
the arriving modes. To elaborate a little further, entanglement
swapping [7] is a standard quantum protocol conceived for
establishing entanglement between distant quantum systems
that have never interacted [159]-[162]. It is the central mech-
anism of quantum repeaters [31], enabling the distribution
of entanglement over large distances. In the scheme (e) of
Fig. 21, the received modes are swapped at the satellite via a
CV Bell measurement [82], where the two modes are mixed
through a balanced beam splitter. Explicitly, the ¢ quadrature
of one of the output modes of the beam splitter and the p
quadrature of the output mode are separately measured by
two homodyne detectors. This process is sometimes described
by saying that the two output modes of the beam splitter are
conjugately homodyned [82]. The classical outcome of the

CV Bell measurement

{.'Classical Bell measurement results ¢ r:
R (a.p) ) < &

Quantum information

Mode 3 ¥

Alice
Mode 1

Bob

Entanglement is finally shared between modes 1 and 4
Mode 4

Fig. 22. Entanglement swapping between two ground stations via satellite:
The two-mode entangled state of modes 1 and 2 (modes 3 and 4) is initially
owned by Alice (Bob). Mode 1 (mode 4) is kept by Alice (Bob) and mode 2
(mode 3) is then transmitted over the uplink to the relay satellite. The received
modes 2’/ and 3"/ (where the / indicates that the modes have now incurred
losses) are mixed through a balanced beam splitter and the ¢ quadrature of
one of the output modes and the p quadrature of the other one are measured
by two homodyne detectors. The classical outcome of the Bell measurement
is then communicated to Alice and Bob. As a result, there would exist an
entangled state shared between modes 1 and 4.

Bell measurement is then communicated to Alice and Bob
so that they can optimally displace their modes, according to
the measurement outcome, in order to maximize the resultant
entanglement shared between the ground stations. This entan-
glement swapping scheme between two ground stations via
satellite is shown more explicitly in Fig. 22.

As a result of the entanglement distribution in each quan-
tum communication scheme of Fig. 21, there would exist an
entangled state shared between Alice and Bob. Once the entan-
gled states have been shared between the stations, for each
scheme of Fig. 21, Alice and Bob are able to invoke CV-
QKD protocols in the EB scheme by applying homodyne or
heterodyne detection of their own modes. The level of entan-
glement produced by the quantum communication schemes
considered here as well as the quantum key rates of the EB CV-
QKD protocols in these schemes have recently been analyzed
in [105]-[109].

In the schemes (a), (b), and (c) of Fig. 21 the entan-
gled source originates from one of the trusted parties (Alice).
However, in the scheme (d) of Fig. 21 the entangled source
originates from the satellite, which in some circumstances
may be controlled by the eavesdropper, Eve. In [136], it has
been shown that in the context of the EB CV-QKD protocols
Alice and Bob can still generate a secure key, even when Eve
controls the entanglement source.

B. Measurement-Device-Independent QKD Protocols

In the scheme (e) of Fig. 21 the entangled source orig-
inates from both trusted parties (Alice and Bob), however,
the Bell measurement at the satellite may be controlled by
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Eve. In [163], it has been demonstrated that in CV-QKD pro-
tocols the secret key to be shared between the two trusted
parties can be generated by the measurement of an untrusted
intermediate relay. In measurement-device-independent (MDI)
protocols of QKD [163]-[165], Alice and Bob are not con-
nected by direct links, and an intermediate relay is used for
completing the communication link. In MDI protocols the
measurement device is the intermediate relay, whose opera-
tion may be controlled by an adversary. Fig. 22 is in fact one
example of a scenario over which a MDI protocol may be
implemented.

The security of CV-MDI protocols is usually analysed using
EB schemes that invoke CV entanglement swapping at the
relay similar to that shown in Fig. 22 Although CV-MDI
protocols are practically implemented in a PM scheme (see
below).

In the EB equivalent of the Gaussian MDI-QKD protocols, a
pair of TMSYV states associated with the quadrature variance of
v = cosh (2r) (where r is the two-mode squeezing), is initially
owned by Alice and Bob. One mode of each entangled state is
held by Alice and Bob, while the second mode of each state is
transmitted to the intermediate relay over the insecure channel.
The received modes are swapped via a CV Bell measurement
at the intermediate relay. The swapping process continues by
the relay communicating the Bell measurement result through
a classical public channel to Alice and Bob. After receiv-
ing the Bell measurement outcome, Bob displaces his mode,
while Alice keeps her mode unchanged. Then Alice and Bob
measure their modes by homodyne (or heterodyne) detectors
to create correlated data. After the establishment of a suffi-
ciently large amount of correlated data, Alice and Bob proceed
with the classical post-processing over an authenticated public
channel to create a secret key.

In the EB scheme of the Gaussian MDI-QKD protocols, if
Alice and Bob apply a homodyne detection of their modes, the
scheme becomes equivalent to the PM scheme, in which Alice
and Bob prepare squeezed states, and if Alice and Bob apply
a heterodyne detection of their modes, the scheme becomes
equivalent to the PM scheme in which Alice and Bob prepare
coherent states. We discus these PM schemes next.

The MDI implementation of Gaussian CV-QKD protocols
in the PM scheme depends on whether the Gaussian resource
is a squeezed or a coherent state. If a squeezed state, Alice
prepares her mode in a squeezed state with the quadrature
variance v = exp(2rs), where ry is the single-mode squeez-
ing. Which one of the two quadratures is to be squeezed is
based on a randomly generated bit. The chosen quadrature
is then modulated by a random Gaussian-distributed variable
with zero mean and variance vy, conditioned on vy, = v—1/v.
The same procedure is applied independently at Bob’s side.
If the Gaussian resource is a coherent state, Alice prepares
her coherent-state mode with each quadrature independently
modulated by a random Gaussian-distributed variable having
zero mean and variance of v/,. Likewise Bob.

Following transmission to the satellite of the modes belong
to Alice and Bob, and irrespective of the Gaussian resource
used, the satellite makes a CV Bell measurement on each mode
pair, announcing the results. Alice and Bob undertake some

modification of their data based on these results and undergo
some classical post-processing to end up with a shared key.
More details of this process can be found in [108].

Note the modulation variance v, (in the protocol
using coherent states) can reach very high values, e.g.,
v;n = 60 [163]. With the use of squeezed states, however,
achieving high values of squeezing reamins experimentally
challenging. As such, quadrature variance v and of the modu-
lation variance vy, are limited in the range of values attained.
Note that v = 5.05 is equivalent to the two-mode squeezing
of 10 dB [166]. Note also that vacuum squeezing at 15 dB is
currently the highest obtainable in any experiment [167].

Previous contributions on MDI-QKD protocols have mainly
been focussed on fixed-attenuation channels [30], [163],
[168]-[177]. In [108], a MDI implementation has been inves-
tigated in order to establish Gaussian CV-QKD protocols
between two ground stations, where the communication occurs
between the ground stations via a LEO satellite over a pair
of independent atmospheric channels. In this CV-MDI pro-
tocol the measurement device is the satellite itself, which
can be controlled by an adversary. In [108], it has been
demonstrated that while the CV-MDI protocol is only fea-
sible for low-loss fixed-attenuation channels, the protocol is
capable of achieving a beneficial secure key rate even for
transmission over high-loss atmospheric channels. Note that
in MDI-QKD the devices of Alice and Bob have to be
trusted [30], [163], [168]-[177]. Nonetheless, it has recently
been shown that QKD is possible even when the device of
one of the parties is untrusted [178]-[180]. The security of
this one-sided device-independent protocol using CV quan-
tum states has recently been investigated both theoretically
and experimentally [181], [182].

We note that MDI protocols represent a step closer to full
device-independent protocols. These latter protocols are based
on Bell violation measurements at the receivers, and repre-
sent the most robust form of QKD (the form that requires
the least number of assumptions). Although some work has
been carried out in relation to CV states in device independent
QKD (e.g., [183]), practical progress is limited due to the very
low key rates expected. CV MDI-QKD protocols, with their
reduced assumptions on how the measurement device must
operate, currently represent the most robust form of QKD that
still lead to reasonable key rates. The MDI protocols remain
unconditionally secure in their generation of keys - the best
an adversary in charge of the measurement device can do is
drive the key rate to zero (e.g., by broadcasting false Bell
measurement results).

C. Entanglement Determination and Quantum Key Rate
Computation

The evolution of quantum states as they prorogate through
atmospheric fading channels can be considered in two differ-
ent scenarios. In the first scenario, the transmission coefficient
n of the atmospheric fading channel is unknown, while in
the second scenario it is known. In this latter scenario, it is
assumed that the transmission coefficient can be measured in
real time at the receiver.
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1) Scenario 1 (The Transmission Coefficient of the Fading
Channel Is Unknown): Here, we consider the distribution of
a two-mode entangled state over satellite-based atmospheric
fading channels. In fact, we assume that the transmitter ini-
tially possesses a two-mode (mode 1 and mode 2) entangled
state p, with one (or more) of the modes transmitted to the
receiving station(s) through atmospheric fading channels. This
leads to two operational settings.

Single-mode transfer: In this setting we assume that mode 1
of p remains at the ground station (satellite), while mode 2 of
p is transmitted to the satellite (ground station) over the fading
uplink (downlink) characterized by the probability distribution
p(n) and the maximum transmission coefficient of 7y. The
density operator of the two-mode state at the ground station
and satellite for each realization of the transmission coefficient
n is given by p'(n). Since 7 is a random variable, the elements
of the total density operator of the resultant mixed state /), are
calculated by averaging the elements of the density operator
p'(n) over all possible transmission coefficients of the fading
channel, giving the ensemble-averaged state of [107]

pi= [ i) an

Now, let us consider the initial two-mode entangled state
p at the transmitter being a Gaussian state [102], [103],
[105], [106], [184]. In this case the resultant ensemble-
averaged state p} is a non-Gaussian mixture of the Gaussian
states p’(n) obtained for each realization of 7. Since the
resultant ensemble-averaged state shared by the ground sta-
tion and the satellite is a non-Gaussian state, it cannot
be completely described by its first and second moments.
Therefore, the final entanglement computed based on the
covariance matrix of the resultant ensemble-averaged state
will represent only the Gaussian entanglement between the
ground station and the satellite, but not the total distributed
entanglement [102], [103], [105], [184]. In order to calculate
the total shared entanglement between the stations, the entan-
glement has to be computed based on the density operator of
the resultant ensemble-averaged state [107].

Note that if we use the shared entanglement created for sub-
sequent use in QKD, i.e., a EB CV-QKD protocols operating
over atmospheric fading channels,”® then the same concept
(use of ensemble averaged states) is invoked when the quan-
tum key rate is calculated. Note that when the quantum key
rate is in fact calculated based on the covariance matrix of the
resultant ensemble-averaged state j}, the key rate computed is
only related to the Gaussian component of p} [106].

Two-mode transfer: In this setting we assume that the satel-
lite initially possesses a two-mode entangled state p, with
mode 1 transmitted to ground station 1 over a fading down-
link obeying the probability distribution of p;(n1) and having
the maximum transmission coefficient of 7y, while mode 2 is
transmitted to ground station 2 over a different fading down-
link characterized by the probability distribution pz(72) and

(42)

20Note that in [185], a fast-fading channel has been considered where the
users are only able to estimate the probability distribution of the channel’s
transmission coefficient but not its instantaneous values, while the eaves-
dropper has full control of the fast-fading channel, so that she chooses the
instantaneous transmission coefficient of the channel.

having the maximum transmission coefficient of 792. Here,
the two fading downlinks are assumed to be independent.
The density operator of the two-mode state at the ground
stations for each realization of the transmission coefficients
n1 and 72 is given by p'(n1,72). The elements of the total
density operator of the resultant mixed state p} are cal-
culated by averaging the elements of the density operator
p'(n1,m2) over all possible transmission coefficients of the
two separate fading channels, giving the ensemble-averaged
state of [107]

N 701 102 ,
pt:/o /0 p1(m)p2(n2)p’ (m,n2) dnidne.  (43)

2) Scenario 2 (The Transmission Coefficient of the Fading
Channel Can Be Measured): Let us now assume a modified
scenario, in which the variable transmission coefficient of the
atmospheric fading channel is measured with the aid of a sep-
arate coherent signal. For example, when a local oscillator
in a polarized mode orthogonal to the signal is sent through
the channel. Although this increases the complexity of the
system, the grade of entanglement (and hence the quantum
key rate of the EB CV-QKD protocols implemented based
on this entanglement) generated between the stations will be
increased.

When considering this scenario in the single-mode transfer
setting where the transmission coefficient 7 is measured at
the receiving station, the final entanglement can be calculated
as [107]

70
E =/0 p(n) E[p' ()] dn, (44)
where E|[p/(n)] is the grade of entanglement of a state received
through the channel of transmission coefficient 7.

In this scenario, when the initial two-mode entangled state
p at the transmitter is a Gaussian state, the mixed states p’ (1)
collected at the receiver during each transmission coefficient
window remain Gaussian, because within each (small) fad-
ing bin we can assume that the transmission coefficient is
constant and therefore the states during that particular bin
remain Gaussian. In this case, the grade of entanglement of
the mixed Gaussian state p’(n), i.e., E[p/(n)] can be calculated
based on the covariance matrix of p’(n), which results in E of
Eq. (44) representing the total entanglement shared between
the stations [107].

Considering this scenario in the EB CV-QKD protocols
communicating over atmospheric fading channels, which are
implemented based on the shared entangled states between
the stations, the same concept is true when the quantum
key rate is calculated. In fact, due to the relatively long
coherence time of the atmospheric channel, it may be pos-
sible to devise a scheme, in which quantum key rates
are derived for each realization of the fading (each fad-
ing bin realized), and summed [107]-[109], [186]. Indeed,
the quantum key rate K|[p'(n)] resulting from the mixed
Gaussian state p/(n) can be calculated based on the covari-
ance matrix of p'(n), and then the total key rate shared
between the stations is calculated by K = [ p(n) K[p'(n)]
dn [107]-[109].
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Similarly, considering this scenario in the two-mode trans-
fer setting, where the transmission coefficients 7 and 79 are
measured at the two receiving stations, the final grade of
entanglement can be calculated as [107]

01 (702 )
E:/U /0 p1(n1)p2(n2) E[p (1, m2)] dnidnz, (45)

where E[p/(n1,72)] is the entanglement of a state that has
traversed two channels having the transmission coefficients of
1 and 79 [107]-[109].

D. Enhancement of Quantum Communication Performance

Satellite-based communication channels tend to suffer from
high uplink losses on the order of 25-30 dB (and beyond)
for a LEO satellite receiver [40], [52], [145], while single
downlink channels are anticipated to have losses of 5-10 dB
for a LEO satellite transmitter [40], [52], [145]. Under such
high losses, entanglement distribution and QKD via satellite
will remain a fruitless endeavor without the beneficial inter-
vention of the post-selection strategy [102] and entanglement
distillation techniques [184] detailed below.

1) Post-Selection: Although atmospheric fading degrades
both the entanglement and the quantum key rate, its
effects may be mitigated. Post-selection of high transmission-
coefficient windows, as introduced in [102] for the case of a
single point-to-point fading channel, is capable of improving
both the entanglement and the quantum key rate. To elaborate a
little further, in the post-selection strategy, a subset of the chan-
nel transmittance distribution, namely that associated with the
high transmission coefficient, is selected to contribute to the
resultant post-selected state and to the post-selected key rate.

To elaborate on the post-selection strategy, in addition to
the quantum states, coherent (classical) light pulses are trans-
mitted through the channel in order to estimate the channel’s
transmission coefficient 7 at the receiver. The received quan-
tum state is either retained or discarded, conditioned on the
channel’s transmission coefficient being higher or lower than
the post-selection threshold 7;,. Although this post-selection
strategy can be invoked for enhancing the grade of entangle-
ment and the quantum key rate between the transmitter and
receiver, estimation of the channel’s transmission coefficient
will impose additional complexity on both the transmitter and
receiver. The operation of this form of post-selection in the
scheme (c) of Fig. 21 has been invoked in [105] for enhancing
the grade of Gaussian entanglement and in [106] for increasing
the quantum key rates between the ground stations.

2) Entanglement Distillation: The other strategy, which
can be used in order to enhance the grade of entanglement
between the transmitter and receiver is entanglement distilla-
tion that is based on quantum measurement techniques without
relying on channel estimation. Entanglement distillation rep-
resents the protocol of extracting a subset of states with a
higher degree of entanglement from an ensemble of entangled
states [187]. In fact, entanglement distillation may be viewed
as a purifying protocol that selects highly entangled pure states
from a set of entangled states that have become mixed as
a result of imperfect transmission [188]-[191]. It has been
shown that if the entangled states are Gaussian, entanglement

distillation cannot be performed using only Gaussian opera-
tions carried out by linear optical components, such as beam
splitters and phase shifters, homodyne detection and classi-
cal communication [192]-[194]. However, when the Gaussian
entangled states are transmitted through a fading channel,
the state at the output of the channel is a non-Gaussian
mixed state (a non-Gaussian mixture of Gaussian states), and
therefore the aforementioned no-go theorem does not apply.
In [184], a method has been proposed for distilling entangle-
ment from (initially) Gaussian entangled states received over a
single point-to-point fading channel. This is achieved by car-
rying out a weak measurement (based on a beam splitter and
a homodyne detector) applied to the received non-Gaussian
mixed state. The entanglement distillation is implemented at
the receiver by extracting a small portion of the received
mixed state using a tap beam splitter. A single quadrature
(for instance, the ¢ quadrature) is then measured by applying
homodyne detection to the tapped beam. If the measurement
outcome is above the threshold value g, then the remaining
state is retained, otherwise it is discarded. The operation of this
form of entanglement distillation in the scheme (c) of Fig. 21
has been invoked in [105] for enhancing the Gaussian entan-
glement between the ground stations (which consequently
leads to an improvement in the quantum key rates of the EB
CV-QKD protocols).

Note that when entangled states are conveyed over a fading
channel, both the above-mentioned post-selection and entan-
glement distillation strategies act as “Gaussification” methods
in the sense that the resultant conditioned states approach a
Gaussian form due to the enhanced concentration of low-loss
states in the final ensemble-averaged state. Note also that using
the above-mentioned post-selection and entanglement distil-
lation strategies, the entanglement established between the
transmitter and receiver is only probabilistically increased.

Another entanglement distillation technique is based on
applying an initial non-Gaussian operation to the Gaussian
entangled states (that again increases the entanglement proba-
bilistically), which is followed by a Gaussification step that
iteratively drives the output non-Gaussian state towards a
Gaussian state. Non-deterministic noiseless linear amplifica-
tion has been identified as a method of distilling Gaussian
entanglement [196] and [195], [197]-[203]. It has been shown
that the non-deterministic noiseless linear amplification is
capable of distilling improved CV entanglement [196], [199],
[200] and enhancing CV-QKD performance [201]-[203], when
applied after the lossy channel to the quantum states received.
The non-Gaussian operations which result in the generation
of non-Gaussian entangled states will be discussed in detail in
the next section.

VII. NON-GAUSSIAN CV QUANTUM COMMUNICATION
OVER ATMOSPHERIC CHANNELS

In the CV domain, previous efforts invested in entan-
glement distribution and QKD over atmospheric channels
have been predominately focussed on Gaussian states [16],
[98], [102], [103], [105], [106], [108], [110], [111].
Although Gaussian quantum states are well understood
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both from a theoretical and from an experimental
perspective [86], [87], [114], the employment of CV
non-Gaussian quantum states?! for quantum communication
has also garnered interest [204]-[224]. Non-Gaussian quantum
states are valuable resource for a range of protocols, including
teleportation [204]-[208], [212]-[214], cloning [222], [223]
and CV-QKD protocols [219]-[221], [224]. For two impor-
tant reasons, entangled non-Gaussian states are particularly
interesting in the context of quantum communication via
satellite. The first of these reasons is that the distillation of
Gaussian entanglement is impossible using only Gaussian
operations [192]-[194]. However, mixed non-Gaussian states
can undergo entanglement distillation without any addi-
tional requirements. The second reason is that, relative to
Gaussian entanglement, non-Gaussian entanglement can be
shown in some circumstances to be more robust against
decoherence [212], [217], [218].

A. Non-Gaussian Entangled States

CV non-Gaussian states are mostly generated by applying
non-Gaussian operations, such as photon subtraction [204],
[205], [207]-[210], [213], [214], photon addition [206], [207],
[209], [211], [214] and photon replacement [212], [214] to
incoming Gaussian states. We discuss here non-Gaussian
entangled states which are created probabilistically by
applying non-Gaussian operations to (i.e., at the receiver)
Gaussian TMSV states. Note that a non-Gaussian operation
can be applied to either a single mode, or to both modes,
of the incoming Gaussian entangled state. Also note the
non-Gaussian operation can be applied to the incoming mode
at the sender (i.e., incoming from the local TMSV production
site), or at the receiver side (after propagation through the
atmosphere). Unless otherwise stated, we will consider the
former process in the following.

For the generation of an entangled photon-subtracted
squeezed (PSS) state [204], [205], [207]-[210], [213], [214],
each mode of an incoming TMSV state interacts with a vac-
uum mode in a beam splitter. One of the outputs of each
beam splitter feeds a photon number resolving detector. When
both detectors simultaneously register k photons, which are
considered to be non-Gaussian measurements, a pure non-
Gaussian state is heralded with a probability of 0 < Py, < 1.
This photon-subtraction operation is shown in Fig. 23(a) for
k = 1. A PSS state can also be generated by applying the pho-
ton subtraction technique described above to a single mode
of the TMSV state [214]. The generation of non-Gaussian
states via photon subtraction as described above has been
experimentally demonstrated in [225]-[227]. Note that in the
photon-subtraction operation, other types of photon detectors
such as on/off photon detectors (which only distinguish the
presence and absence of photons, and are considered a non-
Gaussian measurement) can also be used for generating a
PSS state from a TMSV state [205], [208]. In this case the
non-Gaussian output state is a mixed state.

2INote that only pure states having a positive Wigner function are Gaussian
states. However, the Wigner function of non-Gaussian pure states takes on
negative values.

An entangled photon-added squeezed (PAS) state [206],
[207], [209], [211], [214] is generated by adding a single pho-
ton to each mode of a TMSYV state. This single-photon addition
is performed at a beam splitter, as shown in Fig. 23(b), with
one of the outputs of each beam splitter being detected by
an on/off photon detector. A pure non-Gaussian state is then
generated (with a probability of 0< P, <1) when a vacuum
state is registered in both detectors simultaneously. Note that
the final creation probability of a PAS state is obtained by
multiplying P,; by the probability of creating the two addi-
tional photons required. A PAS state can also be generated by
applying the photon addition technique described above to a
single mode of the TMSV state [214]. Note that the addition
of single photons to coherent states and to thermal states of
light has been experimentally realized in [228] and [229].

By contrast, an entangled photon-replaced squeezed (PRS)
state [212], [214] is generated according to Fig. 23(c), where
each mode of a TMSV state interacts with a single photon
in a beam splitter, with one of the outputs of each beam
splitter being detected by a photon number resolving detector.
When both detectors register a single photon simultaneously,
a pure non-Gaussian state is heralded with a probability of
0< P,y <1. The final creation probability of a PRS state is
obtained by multiplying P,; by the probability of creating the
two additional photons required. A PRS state can also be gen-
erated by applying the photon replacement process described
above to a single mode of the TMSV state [214].

B. Evolution of Non-Gaussian Entangled States Over a
Lossy Channel

Unlike Gaussian states, the evolution of non-Gaussian
states cannot be analysed solely through the covariance
matrix. Previous contributions have analysed the evolution
of non-Gaussian states for transmission over fixed-attenuation
channels relying on the so-called Master equation approach
of [215], the characteristic function approach of [212] or
the Kraus operator approach of [217]. Here we discuss
the general approach of Kraus representation [230] of the
channel in order to directly analyze the evolution of the
entangled states (Gaussian or non-Gaussian) through the chan-
nel. Considering a quantum state associated with the density
operator j;, as the input of a trace-preserving?? completely
positive channel, the output density operator of the channel
can be described in an operator-sum representation of the form
Pout = Do Gepin Gg, where the Kraus operators Gy sat-
isfy Y 2 Gy Gg = I, with [ being the identity operator.
In [230], the Kraus operators of a wide range of channels
including a fixed-attenuation channel subject to vacuum noise
(i.e., Vi, = 1in Fig. 10) are given. In [217], the Kraus opera-
tors of a fixed-attenuation channel subject to vacuum noise but
with additional Gaussian noise is given. The results of [230]
have been generalized to a fixed-attenuation channel subject
to thermal noise (i.e., V,, > 1 in Fig. 10) in [132].

21 a trace-preserving channel, the trace of the density operator is
preserved, which means the trace of the output density operator of the channel
remains one.
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Fig. 23. Implementation of non-Gaussian operations on the Gaussian TMSV
state. (a) Photon subtraction: each mode of the input TMSV state interacts
with a vacuum mode in a beam splitter, with one output of the each beam
splitter feeding a photon detector. If the two detectors simultaneously detect
a single photon, a PSS state is heralded on the non-measured outputs. (b)
Photon addition: each mode of the input TMSV state interacts with a single
photon in a beam splitter, with one output of the each beam splitter feeding
a photon detector. If the two detectors simultaneously detect vacuum state, a
PAS state is heralded on the non-measured outputs. (c) Photon replacement:
each mode of the input TMSV state interacts with a single photon in a beam
splitter, with one output of the each beam splitter feeding a photon detector. If
the two detectors simultaneously detect single photons, a PRS state is heralded
on the non-measured outputs.

C. Entanglement Determination and Quantum Key Rate
Computation

Following the evolution of pure non-Gaussian states over
the lossy channel(s), the quantum state of the channel output

is a non-Gaussian mixed state. In general it is not possible
to analytically determine the total grade of entanglement of
the mixed non-Gaussian states after transmission over a lossy
channel. Since the grade of entanglement is determined by
the output density operator py:, which possesses an infi-
nite number of elements, a numerical method is required for
approximating the matrix poq¢ by its truncated-dimensional
version, as discussed in [107], [109], [132], and [205] whilst
ensuring that the trace of the truncated matrix is close to 1.

Given the non-deterministic nature of the non-Gaussian
operations, in the context of non-Gaussian entanglement distri-
bution, there are two key performance indicators, namely the
grade of entanglement E between two stations following the
transmission of a pulse through the lossy channel(s), and the
entanglement-generation rate Ry, where we have Rp = P, E,
with P. being the creation probability of the initial non-
Gaussian state. The evolution of a wide range of non-Gaussian
entangled states in both single-mode and two-mode transfer
over atmospheric fading channels has been investigated both
when the transmission coefficient of the atmospheric fading
channel is unknown and when it is estimated in real time [107].
The work of [107] considered operational scenarios where the
non-Gaussian entangled states transmitted through the atmo-
spheric channel are created “just-in-time” via non-Gaussian
operations applied to the Gaussian entangled input states that
would otherwise be transmitted directly over the communi-
cation channel. In this scenario transmitting the incoming
Gaussian state directly over the atmospheric channel would
be the best option in terms of maximizing the entanglement-
generation rate. However, if the transmission rates of all the
states through the channel could be equalized for example with
the aid of quantum memory (see [107] for more details), some
non-Gaussian states lead to enhanced entanglement transfer
relative to that obtained by Gaussian state transfer.

The performance of CV-QKD protocols has been analysed
in [109] for transmission over atmospheric fading channels,
where the source is constituted by PSS states in the con-
text of EB CV-QKD protocols. In [109], one mode of the
PSS state remains at the ground station (satellite), while the
other photon-subtracted mode is transmitted to the satellite
(ground station) over the fading uplink (downlink) channel
characterized by the probability distribution p(n) and max-
imum transmission coefficient of 79. When the transmission
coefficient of the atmospheric channel can be measured in real
time, after acquiring each realization of 7, the key rate K(n) is
calculated based on the covariance matrix of the mixed non-
Gaussian state at the output of the channel. The final key rate
is then computed as K = P. [ K(n)p(n) dn in units of bits
per pulse, with P, being the creation probability of the initial
non-Gaussian entangled state. The resultant key rate repre-
sents a lower bound on the actual key rate of the CV-QKD
protocol. However, to determine the actual resultant key rates
(not just its lower bounds), K(7) must be computed based on
the density operator of the mixed non-Gaussian output state.

In [107] and [109] the non-Gaussian operations are first
applied to the initial Gaussian states, with the resultant non-
Gaussian states being transmitted through the atmospheric fad-
ing channel. An alternative approach would be to transmit the
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initial Gaussian states through the atmospheric channel, and
then apply the non-Gaussian operations after the atmospheric
channel to the quantum states received. In [212], the distil-
lation of CV entanglement using a coherent superposition-
based non-Gaussian operation has been studied, where the
non-Gaussian operation is the superposition of the photon
subtraction and of the photon addition operations, and where
the non-Gaussian operation is applied either before or after a
fixed-attenuation channel.

VIII. COMPARISON WITH DISCRETE-VARIABLE
TECHNOLOGIES

The family of DV systems invoked for satellite-based quan-
tum communications constitutes an alternative technology,
which has been deployed in Micius [66]-[68]. In space-based
deployment, a range of pragmatic issues comes into play when
considering the pros and cons of DV vs. CV implementations.
Perhaps the strongest argument in favour of DV systems in
the space-based context is that photon losses have a less grave
impact on quantum information processing in DV systems. In
CV systems the photon losses in the channel introduce vacuum
noise, leading to a reduction in the correlation between Alice
and Bob’s data. By contrast, in DV systems, photon losses
reduce the communication efficiency, but they do not trigger a
false single-photon detection event. A photon is either lost in
the channel, in which case Bob does not register anything, or
it is simply detected at Bob’s detector. In high-loss scenarios,
this effect can lead to advantages for DV systems. However,
this benefit may by outweighed by other considerations, as
discussed briefly below. More details on satellite-based DV
quantum communication can be found elsewhere, for example
in [40].

The performance of DV-QKD [231] is limited both by
the difficulty of single-photon generation, as well as by
the expense of single-photon detectors. It is a challenge to
construct a true single-photon source owing to implementa-
tion challenges. Alternatively, single-photon sources can be
approximated using an attenuated laser (weak coherent state
pulses) [232], [233]. By contrast, CV-QKD systems rely
on low-cost implementations and are potentially capable of
supporting higher key rates than DV-QKD systems. Recall
that CV-QKD can be implemented by modulating both the
amplitude and phase quadratures of a coherent laser and
can be subsequently measured in the receivers using homo-
dyne detectors, which operate faster and more efficiently than
the single-photon detectors. Moreover, CV-QKD systems are
more compatible with standard telecommunication encoding,
transmission and detection techniques. All these advantages
potentially allow CV-QKD protocols to achieve higher secret
key rates than DV-QKD systems.

Furthermore, the single-photon detectors of DV systems
are very sensitive to background light sources. By contrast,
the homodyne detectors used for CV systems offer beneficial
robustness to background light. Indeed, an explicit advantage
of using a local oscillator is that it has an ‘automatic’ spectral-
domain filtering effect. Consequently, homodyne detectors
remain to a large extent unimpaired in daylight conditions

TABLE VI
COMPARISON OF DV-QKD AND CV-QKD

DV-QKD CV-QKD
Preparation o Difficult to implement e Low-cost implementation
Channel e Photon losses do not trigger ePhoton losses introduce vac-
false detection events uum noise
Measurement e Expensive el ow-cost implementation
e Sensitive to background e Robust to background light
light
o Efficient (high key rates)
o Facilitates FSO channel es-
timation
Performance e Generates higher key rates e Generates higher key rates
in high-loss channels in low-loss channels

without the extra filtering that are needed by the single-photon
detectors [16]. Furthermore, in CV systems, a tapped compo-
nent of the local oscillator can be simply obtained and mea-
sured, thereby allowing for direct monitoring of atmospheric
fluctuations effects, such as beam wandering (which can then
be compensated for using adaptive optics [16], [98], [110]).

Both DV and CV-QKD systems have protocols which are
able to generate unconditional secure key [76]. However, the
performance of QKD systems can be evaluated in terms of the
generation “rate” of the final secure key. Due to the fact that
the impact of photon losses on QKD performance is different
for DV and CV systems (as discussed earlier), for low-loss
channels where CV-QKD is secure (i.e., generates positive key
rates), the key rate generated from CV-QKD can be higher
than the key rate from DV-QKD [163] (due to the use of
faster and more efficient transmission and detection technol-
ogy in CV-QKD systems). However, for high-loss (and noisy)
channels where CV-QKD is not secure (i.e., not able to gener-
ate positive key rates), DV-QKD can be secure, and generate
positive key rates. Thus, the secure transmission range (or the
maximum transmission distance) of DV-QKD systems can be
higher than CV-QKD systems.

Table VI summarizes the pros and cons of DV-QKD and
CV-QKD. Nonetheless, the issue of whether DV or CV
systems should be deployed as the quantum information carrier
in space-based quantum communications remains very much
an open issue at the time of writing. Ultimately, it could
well be that hybrid DV+CV architectures, accommodating
time-variant atmospheric conditions, turn out to be the most
beneficial in many circumstances. The employment of such
hybrid architectures has been extensively studied for example
in [234].

IX. FUTURE DIRECTIONS

Quantum communication via satellite is in its infancy.
Building on the early work and verification studies (both
experimental and theoretical) of many researchers, e.g., [16],
[32]-[69], [78], [79], [93]-[112], [235], and [236] the pioneer-
ing experimental result of the Micius [66]-[68] collaboration
has now provided us with the first glimpse of what is truly
achievable via space-based platforms. However, there remains
much to do before quantum communications via satellites can
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be considered mainstream. This is especially so in the CV
quantum domain, where no space-based deployments have
yet been achieved, despite the numerous theoretical studies,
e.g., [16] and [98]-[111]. We briefly mention here some of
the research topics within space-based CV quantum com-
munications that we consider of particular interest to any
multi-disciplinary engineering community.

A. Channel Transmissivity Measurements

The Micius [66]-[68] data provides us with our first real
insight into the channel conditions experienced by quantum
states, as they traverse through the turbulent atmosphere, to
and from Earth. The measured photonic losses in the down-
link [66], [67] and in the uplink [68] are now available (the
losses in the latter case were a minimum of 41 dB). Leveraging
this data for better understanding the channel conditions expe-
rienced by CV states as they travel to and from Earth would
be an insightful, but costly endeavour. As discussed earlier
in Section VIII, the loss of photons in the CV context fun-
damentally affects any subsequent information processing, as
opposed to the DV case, where photons not received can be
simply ignored. Ultimately, the study of how the CV states are
affected by the atmosphere reduces to a determination of the
statistical distribution of the channel transmissivity. Detailed
knowledge of this distribution has wide ranging implications
for studies pertaining to non-classical signatures of CV states
traversing through atmospheric channels [104], as well as for a
host of CV-based applications. The latter outcome is due to the
fact that many applications are very sensitive to the channel’s
transmissivity [105]-[109]. As discussed previously, beyond
the dominant effects of beam wandering and beam broaden-
ing, other more subtle effects induced by the atmosphere can
play a non-negligible role. These effects include beam defor-
mation, attenuation, absorption and scattering. Sophisticated
theoretical studies of these effects are now becoming avail-
able, and in general these models are found to be consistent
with terrestrial experiments carried out over a wide range
of turbulence conditions [101], [237], [238]. Experimental
confirmations of existing turbulence models in the realm of
Earth-to-satellite (and vice versa) channels would be very
important. Of particular importance would be a robust valida-
tion of the beam-wandering models used for the transmissivity
statistics in the Earth-to satellite channels [100]-[102], and
the validation of the beam-broadening models expected to
dominate the satellite-to-Earth channels [57].

B. Error Reconciliation

The reconciliation phase of any QKD protocol is perhaps
the area of quantum communications most closely associ-
ated with classical communications. In the DV scenario, long
LDPC codes can be used to correct transmission errors.
For scenarios, where DV quantum measurements are mapped
directly to binary outcomes, the transmission of bits via a
classical binary symmetric channel can be adopted as the
underlying model. A range of high-performance LDPC codes
which approach reconciliation factors close to 1 in the large
key length limit are known for such channels [239]-[241].

However, in the CV setting the extraction of binary infor-
mation is substantially more involved. Currently, there are
two main techniques that are widely adopted in this regard,
namely, slice reconciliation [20], [242], and multi-dimensional
reconciliation [24], [243]. For the low signal to noise ratios
(SNRs) routinely anticipated for satellite communications, the
multi-dimensional reconciliation technique is likely to be more
appropriate. In this context, multi-dimensional reconciliation
via multi-edge LDPC codes is considered by many as the most
appropriate path due to the high performance of such codes
at low SNRs [24].

Nonetheless, numerous open research issues remain.
Perhaps the most important of these is constituted by the
finite key effects. Much of the work in formally determin-
ing the security of a key within QKD systems assumes having
an infinite key length. However, in reality, this assumption is
never satisfied and the consideration of the finite-length key
effects must be analysed. This is an issue that affects both
the DV [244] and CV security analyses [181], [245]-[248].
This problem is of particular concern for space-based QKD
due to the short transit times of LEO satellites. Hence, the
finite-length key processing invoked in the context of CV-QKD
conceived for satellites has to be considered. Naturally, this
analysis will be strongly dependent on the specific CV-QKD
protocol adopted. Finite-length key based analyses of standard
coherent state protocols [249], of MDI protocols [250], [251]
and of full device-independent protocols [252] follow quite
distinct paths.

Beyond the finite-length effects within the reconciliation
decoding phase, the construction of near-capacity adaptive-rate
LDPC codes for CV space-based implementations would be
useful. Again, these issues are particularly relevant to satellite-
based communication due to the time-variant properties of the
channel. For LEO satellites we can expect the SNR to exhibit
quite rapid variations versus time, as the satellite appears above
the horizon and disappears again. Furthermore, for a given set
of orbital parameters, we could anticipate the SNR’s evolu-
tion versus time to be reasonably predictable. Adaptive-rate
LDPC codes well suited for counteracting the SNR vs time
evolution should be constructed. The employment of punctur-
ing techniques [253] used for multi-edge LDPC codes appears
to be an appropriate pathway to achieving this [254]. These
studies are only in their early phases of development, hence
further research into the design of adaptive-rate codes as a
path to low-complexity CV-QKD via satellites is expected to
be fruitful. An important focus of such future studies should
be the maintenance of high reconciliation efficiencies over the
anticipated range of SNRs [255].

Finally, we note that in principle other codes beyond LDPC
codes could be used in the CV-QKD reconciliation phase.
Currently, however, limited work has been reported in this
area. Nonetheless, we do note some work on turbo codes [256]
applied to the CV domain, as reported in [257] (for use of such
codes in the DV domain see [258], [259]). Furthermore, polar
codes [260] have recently been invoked for CV-QKD in [261].
These contributions suggest that further performance compar-
isons using various error correction codes for the CV-QKD
reconciliation phase may become fruitful.
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C. CV Quantum Error Correction Codes

Of special importance for CV quantum communications
are the non-Gaussian operations that form the basis of quan-
tum error correction. Such operations are required due to the
no-go theorem, stipulating that Gaussian errors cannot be cor-
rected by purely Gaussian operations [262]. It is possible to
build a pathway from standard classical LDPC codes to qubit
error correction codes, and then to CV error correction codes.
Following on from the original CV error correction protocols
of [263]-[265], there are several examples of CV quantum
error correction codes appearing in [197] and [266]-[272].
However, in the context of space-based implementations there
is evidence to suggest that direct non-Gaussian measurement
at the receiver is likely to be the most fruitful pathway to CV
error correction - at least in the short term.

In Section VII-A we have discussed a host of non-Gaussian
operations in the form of photon subtraction and addition
techniques that were used to form our non-Gaussian states,
as seen in Fig. 23. Such operations can also be used for
producing CV entanglement distillation - a form of quan-
tum error correction for CV variables. Photon subtraction
and addition techniques are becoming mainstream in labora-
tories throughout the world and the imminent integration of
such techniques directly into future satellite communications
is expected. In QKD implementations though, a balance must
be struck between the relatively low probabilities of success
for the subtraction/addition operations required and the resul-
tant degradation of the key rates. More detailed studies of these
design options for space-based communications are warranted.

D. The Interface With Classical Terrestrial Networks

Although fundamentally a breakthrough, the birth of space-
based quantum communications can be seen from a more
pragmatic perspective - it will allow for the creation of the
global “Quantum Internet”. This new Internet will interconnect
a vast range of devices, from mobile devices all the way
through to the much anticipated quantum computers. These
devices will be able to transfer quantum information and
communicate with each other in an unconditionally secure
manner. Importantly, this new network will consist of not only
quantum communication channels but also of classical com-
munication channels. As such, consideration of how best to
accommodate integration of the quantum information received
via satellites into a wider integrated network will be required.
Currently, very little detailed thought has been given to this
ambitious enterprise, and therefore there is much opportunity
for high-impact future research in the context of the integrated
system-oriented vision of Fig. 1.

In the CV setting, perhaps the integration of CV quantum
information into the microwave setting is the most important
example. The implementation of quantum communication pro-
tocols in the optical frequency domain is usually preferred,
which is an explicit benefit of the negligible background
thermal radiation at optical frequencies, hence all of our dis-
cussions have been in this domain. However, the advent of
super-conducting microwave quantum circuits have led to an

increasing interest in the implementation of quantum com-
munication protocols in the microwave regime [129]-[131],
[273]-[279]. These interests are further fuelled by advances
in macro electro-optomechanical resonators that are capable
of coupling quantum information with the microwave-optical
interface [276], [278], [279]. With the advent of this tech-
nology, quantum information created via super-conducting
circuits may be readily upconverted to the optical regime for
direct transfer to an overhead satellite. The satellite could then
communicate that information optically to a second terrestrial
receiver with subsequent conversion back to the microwave
regime for storage, error correction or further information
processing. Such a scenario could well represent how future
quantum computers will share information globally through
the quantum Internet. We also note that it is even possible to
directly transmit quantum information via microwave carriers
to nearby wireless receivers [132]. The development of such
integration techniques for the quantum Internet is still in its
infancy.

X. CONCLUSION

We have discussed the recent research advances that are
most relevant to CV quantum communication via low-Earth-
orbit satellites. Recent experimental results gleaned from the
Micius satellite on a range of DV-based quantum commu-
nication protocols indicate that CV quantum communication
via large distances over the ether has become entirely plau-
sible. We have outlined many of the technical advances in
the field of CV quantum communication encompasses and
highlighted a range of technical challenges it faces. As com-
pared to the DV technology, CV systems bring with them the
compelling benefit of inherent compatibility with the state-of-
the-art optical technology. Explicitly, while DV sources and
detectors are difficult to implement and expensive, CV systems
can be easily implemented with the aid of off-the-shelf lasers
and homodyne (or heterodyne) detectors. Hence, the many
advantages of this intriguing technology warrant its experi-
mental deployment to make the vision of the perfectly secure
future quantum-communications scenario portrayed in Fig. 1
a reality.

Our hope is valued Colleague that you would join this
community-effort...
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Abstract—Adaptive optics (AO) has the potential to mitigate
the effect of atmospheric turbulence and improve the per-
formance of orbital angular momentum (OAM)-based optical
wireless communication (OAM-OWC) links. Here, we propose a
single-intensity-measurement phase retrieval algorithm (SPRA)-
based AO technique of compensating for the distortion of the
OAM beam. The only parameter required by the SPRA wave-
front sensor is the intensity of the probe beam in the Fourier
domain, which substantially simplifies the AO system. We first
derive an analytical expression to characterize the expansion
of probe beam in OAM-OWC links and then determine the
diameter constraints as the apriori information of the SPRA
required for guaranteeing a certain compensation performance.
The simulation results illustrate that the SPRA-AO approach can
indeed correct a distorted OAM beam both in a single-channel
scenario and in multiplexed OAM-OWC systems. The bit error
rate can be improved by orders of magnitude with the aid of
SPRA-AO compensation. Furthermore, we establish noise models
of AO-based OAM-OWC systems and analyze the robustness of
the SPRA-AQ technique. In a nutshell, this paper provides new
insights for the applications of AO and forms the theoretical basis
of employing probe beams in OAM-OWC systems.
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I. INTRODUCTION

S the demand for data increases, there is keen interest

in increasing the transmission capacity in a range of
fields [1], [2]. High-capacity optical wireless communication
(OWCQ) is receiving increasing attention in various areas [3]-
[5] because of the substantial demands for data transmission.
Optical vortex beams carrying orbital angular momentum
(OAM) characterized by a particular helical phase structure of
exp(il¢g), have been introduced to meet the growing demand
for large-capacity OWC [1], [6], [7] where the OAM state
index [ represents the number of 27 phase shifts across the
beam and ¢ is the azimuthal angle. The OAM beams having a
distinct [ are orthogonal to each other, and the state index [ is
an infinite integer [8]. Therefore, the OAM beams are capable
of substantially increasing the capacity of communication
systems by either encoding information as OAM beam states
or using OAM beams as information carriers for multiplexing
[91-{11].

The atmospheric turbulence (AT) effects, which are caused
by random variations in temperature and convective motion
induced by the random variations of the air’s refractive in-
dex [12], constitute unavoidable impairments in OAM-aided
OWC systems. In practical scenarios the atmospheric tur-
bulence gives rise to phase distortion, which induces in-
termodal crosstalk among different states and degrades the
performance of OAM-aided communication systems [13],
[14]. Both experiments and simulations have verified that
adaptive optics (AO) efficiently mitigates the distortion of
OAM-OWC systems [15]. However, for OAM beams having
helical phase fronts, one of the challenges is to directly
detect the phase front using typical wave-front sensors due
to the associated phase singularity [16]. To circumvent this,
the phase retrieval algorithm (PRA)-based AO has gained
increasing attention [17]. The Gerchberg-Saxton algorithm
(GSA)-based phase correction method has been shown to
efficiently mitigate the turbulent aberration of OAM beams
both by simulations and experiments [18], [19]. Then, Fu
et al. [20] used a probing Gaussian beam and the GSA
for the pre-compensation of turbulence-infested OAM beams.
In 2018, Yin et al. [21] proposed the hybrid-input-output-
algorithm (HIOA) to compensate for the distortion of OAM
beams in OAM-OWC systems.
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TABLE I
COMPARISON OF THE PROPOSED SCHEME TO THE LITERATURE

Our paper  [13]-2020  [4]-2019  [5]-2018  [20]-2017  [19]-2016  [13]-2015  [18]-2012  [33]-2010
Optical Wireless Communication v v v v v v v v
Orbital Angular Momentum v v v v v v v
Atmospheric Turbulence Simulation v v v v
Adaptive Optics v v v v v v
Shack-Hartmann wave-front Y
Sensing technique
Phase Retrieval Algorithm-based v / v Y
Wave-front sensing technique
Probe Expansion v v
Experimental AO analysis v v v
Simulation AO analysis v v v v
Noise Model v v

The phase retrieval algorithm (PRA) has been conceived
for reconstructing the phase from intensity information by
exploiting any partial constraints, such as those observed in
the object and Fourier domains. Explicitly, we have to infer
the intensity of the probing beam in both the object and
the Fourier domain as the input information of the algorithm
to reconstruct the wave-front of the probe beam, which can
be collectively termed as double-intensity measurements PRA
(DPRA)-based AO (DPRA-AO) approaches [22], for both the
HIOA and GSA [23]. These DPRA-AO systems require at
least one beam splitter (BS) and two charge-coupled devices
(CCDs). The BS halves the intensity of the probe beam, and
the two CCDs constitute two detector-noise sources. On the
other hand, compared to focused probe detection in the Fourier
domain, optical detection in the object domain requires a wide
field and imposes more detection noise.

We observe that in most cases of practical interest, the
atmospheric phase is uniquely related to the Fourier intensity
measurements [24]. Furthermore, AO in the communication
links should ideally be miniaturized at a low cost [25], [26].
It is possible to recover the wave-front of the probe beam
by solely relying on the intensity in the Fourier domain,
provided that sufficient prior information is available about
the probe beam [27]. Therefore, in this paper, we propose
a low-complexity single-intensity-measurement PRA (SPRA)-
based wave-front sensing technique for reconstructing the
wave-front information of the probe beam relying on a low-
complexity SPRA-based AO (SPRA-AO) system. The primary
contributions of this paper are summarized as follows.

e We conceive a low-complexity and yet robust SPRA-
AO technique which only has to detect a single Fourier
intensity of the probe beam.

e An analytical expression is derived for characterizing
the expansion of the OAM probe beam in an AO-based
OAM-OWC system. Moreover, since there is a paucity
of literature on this subject, the models of both the

background noise and of the CCD detector noise of
DPRA-AO and SPRA-AO based OAM-OWC systems are
established.

e Extensive simulations have been conducted for evaluating
the performance of our proposed SPRA-AO, demonstrat-
ing that it improves the bit error rate (BER) by orders of
magnitude. Furthermore, we demonstrate that SPRA-AO
has better robustness than DPRA-AO in the face of both
background noise and detector noise.

Our new contributions are boldly and explicitly contrasted
to the literature at a glance in Table 1.

The rest of this paper is organized as follows. Section II A
describes the OAM-OWC system relying on the SPRA-AO
technique. Section II B derives the analytical expression of
the probe beam expansion in OAM-OWC links. Furthermore,
the SPRA principle is introduced and its constraint setting
is detailed in Section II C. Then, the models of both the
background noise and of the detector noise of the PRA-
AO approach are established in Section II D. Finally, Sec-
tion III evaluates the compensation performance attained by
the SPRA-AO technique, while Section IV concludes the

paper.

II. CONCEPT AND PRINCIPLE

A. Schematic of an OAM-OWC system relying on the SPRA-
AO technique

The schematic of our OAM-OWC system is shown in Fig. 1.
At the transmitter, the OAM beam used for the desired signal
and the probe beam are polarization-multiplexed by a polariz-
ing beam splitter (PBS) and propagated collinearly through the
atmospheric turbulence channel, where the probe beam is used
for estimating the turbulence-induced distortions which can
then be exploited for decontaminating the OAM beams [12].
The probe beam used for sampling the AT is expanded to a
predetermined size as wide as that of the signal OAM beam
relying on a beam expander [19]. During the propagation, the
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Fig. 1. Schematic of our OAM-OWC system equipped with an SPRA-AO module. (PBS: polarizing beam splitter, AT: atmospheric turbulence, L1: Fourier

lens, fo: back focal length of L1.)

atmospheric turbulence impairs the propagation modes and
spreads the emitted modes into adjacent modes. As shown in
Fig. 1, the OAM beams having clear doughnut-like intensity
distribution would become distorted [28], hence each particu-
lar OAM mode may become coupled with its neighbouring
modes, and therefore the communication performance may
be degraded [15]. The distorted multiplexed beams are then
partitioned into the OAM signalling beam and the probe beam
by using a PBS at the receiver. The probe beam is then entered
into the AO module, which consists of the wave-front sensor,
wave-front controller and wave-front corrector. The wave-front
sensor surrounded by a dashed line in Fig. 1 is composed
of the Fourier lens L1, a CCD camera and a data processor.
The Fourier lens L1 of Fig. 1 is used here to focus the beam
and to estimate the spatial spectral distribution of the probe
beam. The CCD camera of Fig. 1 in the focal plane of L1 is
used for capturing the Fourier intensity pattern of the probe
beam. Then, the data processor retrieves the phase of the
probe beam from the focal plane intensity information with
the aid of the SPRA and estimates the phase-change induced
by turbulence. Finally, the estimated phase-correction signal
is forwarded by the controller to the wave-front corrector of
Fig. 1 for decontaminating the signal beam.

The Laguerre-Gaussian (LG) beam is a simple and widely
used vortex beam, which can be characterized by a pair of
indices, i.e. the azimuthal index / and the radial index p [29].
Hence, we consider it as an example in our analysis. The LG

1=7

©

I=1 1=3 =5

© J© j ©

B KK

Fig. 2. Intensity and phase distributions of LG beams with different azimuthal
state indexes.

Intensity

modes having different / values or p values are orthogonal
to each other. In the classical domain, mode multiplexing
(i.e., each mode carries an independent data stream) and data
encoding (i.e., each pulse occupies a given LG mode state)
using different / or p values have the potential of substantially
increasing the capacity of communication systems [30]. The
intensity and phase distributions of LG beams associated with
different azimuthal state indices are shown in Fig. 2, where the
doughnut-shaped intensity profiles are clearly visible because
of the phase singularity at the beam center. The definition of
an LG mode [30] that gives the intensity distribution for the
lowest-order radial LG mode p = 0 can be formulated as:
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I(r,¢,2) =

w2(Z)m ]! |w(z) w?(z)

which is normalized as fooo 02 I(r,¢,z)rdddr =1.In (1), r
is the radial cylindrical coordinate, ¢ represents the azimuthal
angle and [ is the azimuthal state index. Moreover, w(z)
denotes the beam radius at the propagation distance z, which
can be expressed as

2(1) ,
2 lrﬂ] exp{_%y (1)

w(z) = \/w§ + (2/2r)?, 2

where ) is the optical wavelength, while zr = 7wd/\ is
the Rayleigh range and wq represents the 1\e radius of the
Gaussian term of the LG beam, which is also termed as the
beam waist [31]. In the AO-based OAM-OWC system of Fig.
1 we utilize the OAM beam as the probe beam, because the
OAM beam associated with hollow intensity and used as a
probe beam outperforms the Gaussian probe beam in AO-
based OAM systems [22].

B. The expansion scheme of the probe beam in OAM-OWC
systems

In an AO-based OAM-OWC system, the phase-change
imposed by atmospheric turbulence is estimated by the probe
beam and then used for the decontamination of the signal
beam. For achieving more accurate phase compensation, the
expanded probe beam should remain as wide as the signal
beam during their collinear propagation in order to satisfy
the assumption that the OAM signalling beam and probe
beam undergo similar wave-front aberrations because of tur-
bulence [32]. However, if the probe beam is much wider
than the signal beam, the probe beam will experience more
severe turbulence-induced distortion than the signal beam. It
has been demonstrated that the degree of wave-front aberration
similarity between the signal and probe beam depends to some
extent on the intensity distribution similarity of these two
beams. In other words, the AO compensation performance
is also affected by the intensity distribution similarity of the
signal and the expanded probe beam. Fig. 3 shows the intensity
distributions of the OAM signalling beam and expanded probe
beam during their propagation. Therefore, in this section, we
conceive a beneficial scheme for ensuring that the intensity
distributions of the two beams remain similar.

For convenience, the notations used in the following deriva-
tion are summarized at a glance in Table II. We define the
intensity correlation coefficient [33] between the signal beam
and the expanded probe beam as follows:

fo (r,d,2) - Is(r, ¢, 2)r dop dr
"I2(r, gb, )rqudr fo

wo i

where I,(r, ¢, z) and I(r, ¢, z) are the intensities of the probe
beam and signal beam, respectively. Combined with (1) and
(3), C can be reformulated as

2T I2(r, ¢, 2)r do dr

4
TABLE I

THE EXPLANATION OF NOTATIONS IN THE FOLLOWING DERIVATION.
Notation Declarations Notation Declarations

The intensity of the The intensity of the
I, I .

probe beam signal beam
I The state number of The state number of

P the probe beam ® the signal beam

The beam radius of The beam radius of
wp(2) s(2) .

the probe beam the signal beam

The beam waist of The beam waist of
Wo_p Wo_s .

the probe beam the signal beam

142|1s —1—|ls|—|1
oo ( 1 ) +2|1s| ( 1 N 1 > [Ls1=1lp]
ws(2) wi(z)  wi(2)
1 1+2[lp |
. ( ) QLI+ )
wp(z)
AN
)
VI F2]L) T+ 2[5))

where I'(+) represents the classical gamma function.
We can derive the optimal beam waist wy_p of the probe
beam for maximizing C by solving the following equation
aC oC

Owo_p &up

Owp,

=0. 5

aLUQ_p ( )
Upon combining (2) and (5), and solving (5), we can

determine the relationship between wp(z) and w;(z)

20+t

The mathematical expression of the probe beam broadening
in an OAM-OWC link is shown in (6). When the beam radii
of the probe and signal beam satisfy the relationship shown
in (6), the correlation coefficient C is maximized, as is the
intensity distribution similarity of the two beams.

Note that the optimal beam waist of the probe beam is
calculated by (2) and (6) based on the longest propagation
distance. The above derivation describes a single OAM chan-
nel associated with the transmission state index [/,. By contrast,
for multiple links, |I,| represents the maximum absolute value
of the state index in the transmitted OAM beams [22].

C. Single-intensity-measurement based phase retrieval algo-
rithm

In this section, we describe an SPRA that estimates the
wave-front of an OAM beam based on its Fourier intensity
and on the knowledge of the object constraints. The flow-chart
of the SPRA is shown in Fig. 4.

Let us denote the optical field of the received probe beam
in the object domain as f(z,y) and in the Fourier domain
as F'(u,v), where (x,y) are the associated spatial coordinates
and (u,v) are the spatial frequency coordinates. The object
domain represents here the distorted probe beam f(x,y) of
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Transmitter

Fig. 3. Stylized propagation of both the OAM signalling beam and expanded probe beam.

the OAM-OWC system, which corresponds to the optical
field distribution in the front focal plane of L1 in Fig. 1.
Furthermore, |F'(u, v)]| is the real-valued modulus obtained by
taking the square root of the Fourier intensity of the object,
which is measured by the CCD of Fig. 1.

Appropriate initialization assists in prompt and accurate
convergence. We set the initial estimated object of the SPRA
to go(z,y) = FH{|F(u,v)| - 7%}, where 6 is set to
the phase distribution of the no-turbulence probe beam in the
Fourier domain. As shown in Fig. 4, the SPRA consists of the
following four steps at the k-th iteration [24]:

(1) From gj to Gy: Fourier transform gg;

Receiver
> Probe beam
) Sicnal beam
Object domain Fourier domain
FT > 6
& > G, =|G,|e™
A
k=k+1
Gatisfy Object satisfy Fourie”
Constraints constraints
A
v IFT .
gklz‘gk! el¢k < Gk’:|F|€jk

(2) From Gy to G,: Replace the modulus of the resultant
Fourier transform (Gj with the aid of the measured
Fourier modulus |F'(u,v)| in order to form an estimate
of the Fourier transform G/k ;

(3) From G;C to g;c : Inverse Fourier transform the estimate
of the Fourier transform G}, in order to form an estimate
of the object g;;

(4) From g, to gy : Calculate the input of the next iteration
gr+1 that satisfies the object constraints [23]. The fourth
step is designed by referring to the negative feedback,
which can be expressed as

(z,y) €7,
(z,y) €7,

(N
where 7y represents the object constraints and [ is a constant
feedback parameter having typical values between 0.5 and 1.

The algorithm terminates when the iterations satisfy the
termination criterion or reach a given number.

In the proposed SPRA the only known information is the
modulus in the Fourier domain |F'(u, v)|, hence we need suf-
ficient prior information about the object in order to estimate
its phase accurately [34]. The OAM beam has the unique
characteristic that the beam width is related both to the state
index and to the beam waist [31]. In order to achieve accurate
compensation, we rely on the diameter constraints as the prior
information in the SPRA.

For considering the intensity distribution of the OAM beam,
we introduce the diameter constraints as partial constraints of

g5.(z,y),

gr1(2,y) = { 9i(,y) — Bgy(z,y),

Fig. 4. The flow-chart of the SPRA. (FT: Fourier transformation; IFT: inverse
Fourier transformation.)

the object quantified by the centrosymmetric circular region
~, which contains more than 99% of the transmitted intensity
of the probe beam. The radius of the circular region can be

expressed as
Reo = 2w, (2)4/|lp| + 1, (8)

where wp(z) and [, represent the beam radius and state index
of the probe beam, respectively [24]. An example of the object
constraint is given in Fig. 5 from the perspectives of the
intensity distribution and the line intensity profile '. As shown
in Fig. 5, for (z,y) € ~ of the distorted probe beam, the
next estimated object giy1 is equal to g;. We assume that
the intensity of the probe beam in the absence of turbulence
in (x,y) ¢ v is zero. Therefore, for (x,y) ¢ 7, the SPRA
provides negative feedback from the most recently estimated
object gy, to drive the next estimated object g1 towards zero,
as shown in (7) [22].

D. Robustness analysis of PRA-AO techniques
Sensing light intensity is fundamental to any wave-front
sensor technique [27]. As mentioned above, both the DPRA-

ILine intensity profile is defined as the teo-deminsional intensity distribu-
tion along the horizontal radial vortex centers of the OAM beam.
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Fig. 5. (a) The object constraints and the intensity distribution of the broadened probe beam. (b) Diagram of the constraints and the line intensity profile

along the center of the probe beam. (N: the number of grid points.)

TABLE III
THE EXPLANATIONS OF THE NOISE TYPES USED IN THE NOISE MODEL

Noise type Notation Noise model
Background noise No Complex Gaussian white noise
Detector noise N; Shot noise and readout noise
Shot noise N Poisson noise

Readout noise N, Gaussian white noise

AO and SPRA-AO estimate the phase impairment from the
measured intensity information, and it is vitally important to
analyze the detector-noise resistance of PRAs. At the time
of writing there is a paucity of literature on the robustness
of the AO approach in OAM-OWC links. We commence
our evaluation of the robustness of SPRA-AO techniques by
establishing the noise model of the SPRA-AO and DPRA-AO.
The principle of GSA-AO has been detailed in [21], while
the schematic of the DPRA-AO and SPRA-AO techniques
and their noise models are shown in Fig. 6(a) and Fig. 6(b),
respectively.

The noise components contaminating the detectors are as-
sumed to be independently and identically distributed and their
features are shown at a glance in Table III. The background
noise, denoted as Ny, is modeled by a complex Gaussian white
noise process of mean 0 and variance o3 [35], [36]. As for
the CCD detector noise, we consider the situation in which
the detector noise consists of a combination of shot noise
and readout noise. The shot noise is mainly a combination
of photon noise and dark noise, both exhibiting a Poisson
distribution, since they are based on the random arrival of
photos at the CCD of Fig. 6 [37]. The readout noise is imposed
on the signal during the process of measuring the signal and
it is also assumed to be Gaussian white noise of mean 0 and
variance O'% [38]. The detector noise IV; is given by [39]

Nj=Ns, +N,, i=(1,2,3), ©))
where j represents the CCD index of Fig. 6. Note that there
is no extra parameter associated with the Poisson noise, but
the noise magnitude depends on the intensity of the signal
entering the CCD [40].

At the receiver, the contaminated probe beam is denoted as
u,(r, ¢, z), which contains the additive background noise Ng
perturbing the multiplexed beam. For the DPRA-AO technique
associated with the noise model of Fig. 6(a), the two inputs
of the DPRA can be expressed as [21]

2
f(xay”\/ICCDl\/WJFNh (10

2
+ Ny, (11

|F(u, )] = Ioops = \/’gz {u(f;b)]

For the SPRA-AO technique having the noise model of Fig.
6(b), one of the SPRA inputs is expressed as

|Fs(u,v)| = VIcops = \/W [wr(r, 6, 2)]|* + N3, (12)

where Iccp, represents the intensity captured by the CCD3 of
Fig. 6(b) and N3 is the additive detector noise contaminating
the magnitude of the probe beam in the Fourier domain for
the SPRA.

ITII. SIMULATIONS AND DISCUSSIONS

In the following, we simulate the propagation of the
OAM beam in AT with random phase screens based on
Kolmogorov’s turbulence theory along the propagation path.
The random process of turbulence is typically characterized
in statistical theory, because the complexity of the atmosphere
does not lend itself to prediction and numerical analysis.
Kolmogorov’s turbulence theory describes the average effects
of total beam wander, beam spreading, and scintillation [41].
In our study, the propagation of the OAM beams through a
locally homogeneous and isotropic turbulent medium, which
exhibits modified Von-Karman atmospheric phase characteris-
tics [42], is modeled relying on the simulation tool MATLAB.
The structure constant of the refractive index C?2 is varied
in the range of 1 x 10710 ~ 1 x 10~*m~2/3. As for the
simulation parameters, the number of grid points per side is
756. The wavelength A is set to 532nm. The number of random
phase screens is 11 along the propagation path. Furthermore,
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Fig. 6. Schematic of the AO system and its noise model. (BS: beam splitter (50:50).)

the outer and inner scale of turbulence are 50m and 0.01m,
respectively. The receiver aperture size is set to 0.3m and
the S factor of the SPRA is set to 0.7 [31]. For a given
propagation distance, we set the waist of the signal beam to
wo_s = \/Az/7 at the transmitter [43]. As for the parameters
of the probe beam, the probe beam is an OAM beam associated
with /, = 1 and the waist of the expanded probe beam follows
(6). As an example, for z = 400m and /; = 3, the waist of
the signal beam wy_ is 0.0082m and the waist of probe beam
wo_p can be calculated as 0.017m.

A. Compensation performance analysis of the SPRA-AO tech-
nique

The OAM spectrum is calculated by relying on the so-called
modal decomposition method to characterize the ratio of the
power retained by the original transmit state and of the power
spread into the adjacent channels. The power associated with
the OAM spectrum characterizes the specific proportion of
each state [44]. We define the mode purity as the relative power
of the desired transmit state in the OAM spectrum, and define
the crosstalk as the relative power of the undesired state. The
values of mode purity and crosstalk are between 0 and 1,
where high mode purity and low crosstalk correspond to a
better quality of the OAM beam. Moreover, we define the
squared error (SE) function for quantifying the compensation
performance, which can be expressed as

SE =" Ipw(i) — po(i)|?, (13)
where the variable i represents the state index of the OAM
beam; p,, (i) is the relative power of the OAM state index i
of the OAM beam with/without SPRA-AO compensation; and
po(?) is the relative power of the OAM state index i of the
desired OAM beam in the absence of turbulence. A smaller
SE value corresponds to a better correction performance.

We consider the OAM states | = 3 and [ = {—1,+2}
as examples of single-channel and multiplexed-channel com-
munication, respectively, for characterizing the compensation
performance of the SPRA-AO technique. Fig. 7 shows the

spectrum of the OAM signal beams both with and without
SPRA-AO compensation under different turbulence strengths.
The SE values are labeled in Fig. 7(a) - 7(f), where SEjg
corresponds to the SE values before compensation, while SE;
corresponds to the values after SPRA-AO compensation. The
SPRA-AO technique has substantial advantages in terms of
accuracy by mitigating the impairments of both single-channel
and multiplexed OAM-OWC systems. After SPRA-AO com-
pensation, the relative power of the desired state increases,
while the crosstalk between adjacent states is mitigated, hence
the SE values are significantly reduced. Explicitly, the mode
purity is improved from 0.52 to 0.74 after compensation, as
shown in Fig. 7(b). In Fig. 7(c), the crosstalk of [ = 3 imposed
on the adjacent mode [ = 2 is significantly reduced from 0.37
to 0.13 after compensation. Furthermore, the squared error is
reduced from 0.11 to 0.04 after compensation, as seen in Fig.
7(e).

To illustrate the improvement of system’s power penalty,
the bit error rate (BER) both with and without SPRA-AO
compensation is calculated based on [28], when an OAM beam
associated with [ = 3 is transmitted under the atmospheric
structure constants of C2 = 1 x 10~*m~2/3 and C?
1 x 10~"*m~=2/3, The traditional GSA-AO scheme is used
for benchmarking the BER improvement of the SPRA-AO
and DPRA-AO techniques. During the BER calculations, we
assume that on-off keying or binary pulse position modulation
is used [30]. Fig. 8 presents the BER curves as a function of
the optical signal-to-noise ratio (OSNR), when an OAM beam
with [ = 3 is transmitted [11]. Fig. 8(a) and 8(b) show that
after SPRA-AO compensation, the BER performance improves
as a benefit of the corrected OAM beam, and the BER falls
below the forward error correction (FEC) limit of 3.8 x 1073,
Furthermore, the BER is considerably reduced from 0.275 to
1.2x107% and 3.1 x 10~* relying on SPRA-AO and GSA-AO
compensation, when the OSNR is set to 17dB, as shown in
Fig. 8(b). It can be concluded from Fig. 8(a) and (b) that our
low-complexity SPRA-AO achieves a similar compensation
performance to that of GSA-AO.

The convergence performance is a critical performance
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Fig. 7. OAM spectrum of the OAM beam with or without SPRA-AO compensation. (a)-(c) In the case of a single-OAM link for [ = 3. (d)-(f) In the case
of a multiplexed-channel link for [ = {—1, +2}. The propagation distance is 400 m.

criterion of the algorithm. The traditional GSA-AO scheme
is used for benchmarking the convergence performance of the
SPRA and GSA. The OAM spectrum of the signal beam using
I = 3 before and after SPRA-AO and GSA-AO compensation
is shown in Fig. 9(a), while the corresponding convergence
curve is shown in Fig. 9(b). It can be concluded from Fig. 9(a)
and 9(b) that SPRA-AO and GSA-AO can achieve a similar
compensation performance and then the SPRA exhibits better
convergence speed than the GSA.

B. Discussion of the probe beam expansion

Recall from Section II B that for accurate phase-
compensation the expanded probe beam has to remain wider
than the signal beam during their collinear propagation. Hence,
to reflect the benefits of the probe beam expansion, we now
carry out a detailed comparative analysis of three different
expansion schemes. The beam waist of the probe beam asso-
ciated with the different expansion schemes is listed in Table
IV, where wyq_, is the beam waist of the signal beam and wq_,,
is that of the expanded probe beam calculated according to
(8). As shown in Table IV, the beam waist of the probe is
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TABLE IV

THE BEAM WAIST OF THE PROBE BEAM WITH DIFFERENT EXPANSION
SCHEME
Expansion scheme  Without expansion  Expansion 1  Expansion 2
Beam waist of
wo_s wo_p 2wo_p

probe beam

TABLE V

THE DETAILED PARAMETERS OF THE DIFFERENT EXPANSION SCHEMES

Parameter Type Value
State index of signal beam 3
State index of probe beam 1
Beam waist of signal beam 0.0082m
Beam waist of probe beam without expansion  0.0082m
Beam waist of probe beam with Expansion 1 0.0173m
Beam waist of probe beam with Expansion 2 0.0346m

equal to that of the signal if there is no probe expansion. In
this context, Expansion 1 represents the scheme we proposed
in Section II B, while Expansion 2 represents an oversized
probe beam. The detailed parameters with different expansion
scheme are shown in Table V.

The curves of the mode purity and the OAM state index
recorded both before and after compensation are shown in
Fig. 10. The curve marked by stars represents the mode purity
after SPRA-AO compensation using Expansion 1, while the
curves marked by triangles and squares represent the mode
purity after compensation without probe expansion and with
Expansion 2, respectively. The results show that the SPRA-
AO relying on the proposed expansion scheme substantially
improves the mode purity of OAM beams having different
state indices and reduces the distortion of the OAM beam.
Furthermore, Fig. 10 shows that the mode purity recorded
either after compensation without expansion or by using
an inappropriate oversized expansion (Expansion 2) is even
lower than that without compensation, confirming that beam
expansion is necessary in a high-performance AO system.

This phenomenon of Fig. 10 can be explained as follows
by relying on a signal beam associated with [ = 7 as an
example. Fig. 11 shows the line intensity profiles > along the
vortex centers of the signal beam and probe beam both with
and without expansion. Compared to the probe beam without
expansion or to that with oversized expansion, the probe beam
using the proposed expansion has a more similar cross section
of the intensity distribution to that of the signal beam and
undergoes more similar wave-front aberration, when propa-
gating collinearly with the signal beam through atmospheric
turbulence.

The relationship between the propagation distance and mode
purity of the signal beam of [ = 7 before and after compensa-
tion is shown in Fig. 12. Each value of mode purity represents
an average of 100 realizations. The curve marked with stars
in Fig. 12 shows that the SPRA-AO technique compensates
the distorted OAM beam quite effectively within 800 m. Fig.

2How these were generated was discussed in a footnote in Section II C.
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12 also indicates the importance of using the most appropriate
expansion of the probe beam in an AO system.

C. Robustness analysis of the SPRA-AO technique

Having verified the efficiency of the SPRA-AO technique
and the benefits of probe expansion, we now further analyze
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Fig. 12. Mode purity of the signal beam versus the propagation distance
with/without SPRA-AO compensation. (Cfl =2x10"¥m—2/ 3)

the robustness of the SPRA-AO against both the background
noise and the CCD detector noise.

We first qualify how the background noise affects the
compensation performance of the PRA-AO systems. Fig. 13(a)
shows the mode purity as a function of o2 using the SPRA-AO
and DPRA-AO techniques when only the background noise
Np exists. We run the tests 100 times under different o2
values and take the average of the mode purity results. Fig.
13(a) shows that despite AO compensation, the mode purity is
reduced upon increasing o3, which means that the background
noise degrades the AO compensation performance regardless
of whether the SPRA-AO or the DPRA-AO technique is used.
In Fig. 13(a), the mode purity equals to 0.65, 0.72 and 0.77
before compensation as well as after SPRA-AO and DPRA-
AO compensation, respectively, when o7 = 2. This trend
is indeed expected because the intensities in both the object
and the Fourier domain are exploited as prior information by
the DPRA, while the SPRA uses only the intensity in the
Fourier domain as its measured input. It can be concluded that
the SPRA-based AO technique exhibits eroded compensation
performance with less prior information in exchange for its
simplicity.

The curves of the mode purity vs o3 are shown in Fig. 13(b),
when both the background noise and the shot noise of the
detector exist. Observe that the mode purity seen in Fig. 13(a)
and Fig. 13(b) both with and without shot noise are similar.
Therefore, the shot noise is not the dominant factor that affects
the compensation performance. It can be concluded that both
SPRA-AO and DPRA-AQO are robust against shot noise.

Let us now introduce both background noise and detector
noise - including shot noise and readout noise - into the
AO module. The mode purity vs the readout Gaussian noise
variance 0% is shown in Fig. 14, where we observe that upon
increasing o2, the mode purity of SPRA-AO compensation is
seen to be more stable than that having DPRA-AO compensa-
tion. We conclude that SPRA-AO exhibits unique robustness
than DPRA-AO in AO-based OAM-OWC systems.

This phenomenon can be explained as follows. Recall from
Fig. 6 that in the DPRA-AO system, the contaminated probe
beam is split by a BS into two copies for detecting the
intensities in the object and Fourier domain. The split input



IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY

=——@— w/o0 Comp
—fl— w/ SPRA-AO
—fe— w/ DPRA-AO

0 1 2 3 4 5
Variance of the Gaussian noise ag

(a) Only background noise exists

0.9 ;
088 K=k *
"
~
2076 @ —0- ¢ o Ok L
5 Bt 2N
o 0.6
) S "\
ks m
§ 0.5 |= @ w/o Comp N,
— B W/ SPRA-AO 5
0.4 | =y +w/ DPRA-AO
0.3f
0 1 2 3 4 5

2

Variance of the Gaussian noise %

(b) Both the background noise and the shot noise of the CCD
detector exist

Fig. 13. Mode purity versus the background noise variance o'g for the SPRA
and DPRA-AO techniques, when an OAM beam associated with [ = 3 is
transmitted. (C2 = 3 x 10~ ®m=2/3, 2 = 400m.)

0.9
é‘ 0.8
& e
o 0.7
° @
<}
=06
—@— w/o Comp
0.5 |==k—w/ SPRA-AO
—— w/ DPRA-AO
0.4 : ; ;
0 10 20 30 40

Variance of the Gaussian noise af

Fig. 14. Mode purity as a function of the Gaussian noise variance when
an OAM beam with [ = 3 is transmitted. (C? = 3 x 10~m=2/3, » =
400m,02 = 2.)

intensity of the DPRA is halved and the use of two CCD
detectors - instead of a single one - increases the number
of noise sources. As for the SPRA-AO module, the probe
beam does not have to be split, and only a single detector-
noise component is considered. Additionally, the intensity in
the Fourier domain is concentrated on the focal domain by
the Fourier lens. Compared to the influence of the readout
noise on the intensity in the object domain, the effect of noise
having the same variance imposed on the Fourier intensity
in the back focal plane is lower. This is also the reason
that the mode purity associated with SPRA-AO compensation
remains almost unchanged. From this perspective, the SPRA-
AO system is more robust than the DPRA-AO system.

IV. CONCLUSIONS

In conclusion, we conceived and characterized a low-
complexity and high-robustness SPRA-based AO technique
capable of compensating for the distortion of the OAM beam
in OWC links. Only the intensity of the probe beam in
the Fourier domain is required as the measured data of the
SPRA wave-front sensor. Moreover, a probe beam expansion
scheme was proposed for OAM-OWC links for enhancing the
performance of the SPRA. Our simulation results illustrate
that the SPRA-AO technique advocated is capable of decon-
taminating the OAM beam, ameliorating its mode purity and
reducing the crosstalk, hence improving the BER performance
of OAM-OWC links. Compared to GSA-AQO, the SPRA-AO
achieves a similar compensation performance at a lower sys-
tem complexity. Additionally, the results show that the SPRA-
AO relying on the proposed expansion scheme accurately
improves the mode purity of OAM beams associated with
different state indices. Finally, we mathematically analyzed
the robustness of the SPRA-AO. Our simulation results show
that the background noise degrades the AO compensation
performance, regardless whether the SPRA-AO or DPRA-AO
approach is used. Under the conditions that both background
noise and detector noise are experienced, SPRA-AO exhibits
better robustness than DPRA-AO in AO-based OAM-OWC
systems.

Our future research may focus on the improvement of
the SPRA-AO compensation to make miniaturized low-cost
implementations a reality. Moreover, the feasibility of the
transmission vector OAM mode will also be explored in our
further research. Our work paves the way toward the practical
application of PRA-based compensation in the AO field and
in OAM-OWC systems.
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Duality of Quantum and Classical Error Correction
Codes: Design Principles & Examples

Zunaira Babar, Hung Viet Nguyen, Panagiotis Botsinis, Dimitrios Alanis, Daryus Chandra, Soon Xin Ng and Lajos

Hanzo

Abstract—Quantum Error Correction Codes (QECCs) can
be constructed from the known classical coding paradigm by
exploiting the inherent isomorphism between the classical and
quantum regimes, while also addressing the challenges imposed
by the strange laws of quantum physics. In this spirit, this
paper provides deep insights into the duality of quantum and
classical coding theory, hence aiming for bridging the gap between
them. Explicitly, we survey the rich history of both classical
as well as quantum codes. We then provide a comprehensive
slow-paced tutorial for constructing stabilizer-based QECCs from
arbitrary binary as well as quaternary codes, as exemplified by
the dual-containing and non-dual-containing Calderbank-Shor-
Steane (CSS) codes, non-CSS codes and entanglement-assisted
codes. Finally, we apply our discussions to two popular code
families, namely to the family of Bose-Chaudhuri-Hocquenghem
(BCH) as well as of convolutional codes and provide detailed
design examples for both their classical as well as their quantum
versions.

Keywords—Channel Coding, Quantum Error Correction, BCH
Codes, Convolutional Codes.
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FPQTD Fully-Parallel Quantum Turbo Decoder
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IRCC IRregular Convolutional Code
LDPC Low Density Parity Check
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LIST OF SYMBOLS

General Notation

e The notation |.) is used to indicate a quantum state.
Therefore, |1)) represents a qubit having the state .

e The notation |.| is used to indicate a magnitude op-
eration. Therefore, |a| represents the magnitude of a
complex number a.

e The notation * is used to indicate the symplectic product.
e The notation ® is used to indicate the tensor product.

e The notation ® is used to indicate the discrete convolu-
tion operation.

e The notation > is used to indicate the sum operation.
e The notation (,) is used to represent the inner product.

e The GF(4) variables are represented with a” on top, e.g.

e The notation (n,k) is used for a classical code, while
the notation [n, k] is used for a quantum code.

e The superscript 7 is used to indicate the matrix transpose
operation. Therefore, x” represents the transpose of the
matrix X.



Special Symbols

Spectral efficiency.

Classical channel bandwidth.

Number of pre-share entangled qubits (ebits).
Classical code space.

Quantum code space.

Set of complex numbers.

Classical channel channel.

Quantum channel capacity.

Entanglement consumption rate.

Galois field GF(q).

Generator matrix.

n-qubit Pauli group.

tth stabilizer generator.

Parity check matrix.

Stabilizer group.

Binary entropy function.

Hadamard gate.

Pauli-I operator.

Length of information word.

Length of codeword.

Classical noise power.

Channel error (or flip) rate, e.g. channel depo-
larizing probability.

Pauli error inflicted on the transmitted code-
word.

Equivalent classical coding rate of a quantum
code.

Quantum coding rate.

Classical signal power.

Trace operator.

Clifford encoder.

Pauli-X operator.

Pauli-Y operator.

Pauli-Z operator.

aONAaANOd WS

=
< Q

T Y B2 WHEE;&ES?:'QQ

o

Q

N X< H 0y

I. INTRODUCTION

Then spies everywhere will all want ’em.

Our codes will all fail,
And they’ll read our email,
Till we get crypto that’s quantum, and daunt ’em.
Jennifer and Peter Shor

If computers that you build are quantum,

In the midst of the fast technological advances seen over
the last several decades, ‘Quantum Technology’ has emerged
as a promising candidate, which has the potential of radically
revolutionizing the way we compute as well as communicate.
Quantum technology derives its strengths from harnessing the
peculiar laws of quantum physics, namely the superposition
and entanglement. The fundamental postulates of quantum
physics are rather different from the widely known and well-
understood laws of classical physics, as exemplified by New-
ton’s laws and Maxwell’s equations. Explicitly, a quantum bit

(qubit!), which is the integral constituent unit of a quantum
system, exists in ‘superposition’ of the states |0) and |1) until
it is ‘measured’ or ‘observed’. The superimposed state of a
qubit is expressed as ) = «|0) + 5|1), where | ) is called
the Ket or Dirac notation [1], which is used for denoting a
quantum state. Furthermore, the complex coefficients a and
(3 may take any arbitrary value as long as |a|? + |B]? = 1.
Upon ‘measurement’ or ‘observation’ invoked for finding out
its value, the qubit |¢) either collapses to the state |0) or to
the state |1), which may happen with a probability of |«|? and
|3]2, respectively. Hence, a qubit is basically a 2-dimensional
vector, while an IN-qubit composite system may be represented
as a 2"V-dimensional vector, which is formulated as:

agl00...0) +01[00...1) + -+ agv_4[11...1), (1)
N

where a; € C and ) \041“2 =

1. By contrast, ‘entan-

glement’, which Einstéin0 termed as a ‘spooky action at a
distance’ [2], is the mysterious, correlation-like property of
two or more qubits, which implies that the entangled N-qubit
state cannot be expressed as tensor product of the individual
qubits. For example, consider a 2-qubit state |1)) given by:

|¥) = a|00) + B[11), 2

and having non-zero coefficients o and . It is impossible to
express |1¢) as the tensor product of constituent qubits, because
we have [3]:

al00) + B[11) # (a1]0) + B1[1)) ® (a2|0) + B2(1)), (3)

for any choice of a; and B; subject to normalization, where
® denotes the tensor product’. Consequently, a strange rela-
tionship exists between the two entangled qubits, which entails
that measuring one of them also reveals the value of the other,
even if they are geographically separated. Explicitly, if the first
qubit of Eq. (2) collapses to the state |0) upon measurement,
which may happen with a probability |a|?, then the second
qubit is definitely |0). Similarly, if the first qubit collapses to
the state |1), which may occur with a probability |3|?, then
the second qubit is also |1).

The phenomenon of ‘superposition’ as well as ‘entangle-
ment’ have no counterparts in the classical domain, but they
give rise to a new range of powerful computing and secure
communication paradigms. For example, quantum comput-
ing algorithms have the potential to solve problems often
deemed intractable at a substantially reduced complexity, as
exemplified by Shor’s pioneering factorization algorithm [4]
and Grover’s search algorithm [5]. This astounding processing
power is derived from the inherent quantum parallelism result-
ing from quantum-domain superposition. More specifically, in

"' A qubit can take different forms, for example two energy levels of an atom,
different alignments of a nuclear spin, two different photon polarizations, or
the charge/current/energy of a Josephson junction.

2The right hand side of Eq. (3) can be expanded as follows:

@|00) + B|11) # a102|00) + o1 82[01) + Bra2|10) + B182[11).



contrast to an /V-bit classical register, which can only store one
of the 2%V possible values, an N-qubit quantum register can
hold all the 2V possible values (or states) concurrently, hence
facilitating parallel processing, whose complexity is deemed
equivalent to a single classical evaluation. This massive parallel
processing potential may be beneficially exploited in large-
scale communication systems’ processes, for example in multi-
user detection [6], [7] and in routing optimization [8], [9], as
well as in diverse other applications, such as data mining [10]
and Gait Recognition [11], [12], just to name a few.

It is anticipated that the enormous processing capability
of quantum computing algorithms may threaten the integrity
of the state-of-the-art trusted classical public key encryption,
which relies on the computational complexity of the under-
lying mathematical functions. While classical cryptography
is at risk of being deciphered due to quantum computing,
quantum communications support secure data dissemination,
since any ‘measurement’ or ‘observation’ by an eavesdrop-
per perturbs the quantum superposition, hence intimating
the parties concerned [3], [13]. Some of the main applica-
tions of secure quantum communications are Quantum Key
Distribution (QKD) techniques [14], [15], Quantum Secure
Direct Communication (QSDC) [16]-[18], and unconditional
quantum location verification [19] for the future driverless
‘Quantum Car’ [20] and quantum geo encryption [21]. De-
ploying quantum communications further is also imperative
for making the future ‘Quantum Internet’ (Qinternet) [22]
a reality. Explicitly, the Qinternet is envisaged as a global
network of heterogeneous quantum systems, which may be in-
terconnected through quantum channels in pursuit of building
larger quantum systems, for example ultra-powerful distributed
quantum computers [23], [24], long-haul secure QKD, QKD
and quantum based location verification aided secure banking
transactions, as well as ultra-precise quantum clocks for global
synchronization, as illustrated in Fig. 1. It is pertinent to
mention here that the quantum backhaul, which is likely to
be a combination of free-space wireless channels and optical
fibers, is particularly suitable for the Qinternet owing to the
inherent quantum parallelism [22]. More specifically, an N-
qubit quantum state would require only [V uses of the quantum
channel for transmitting the complete state information, while
2N channel uses would be required if classical transmission is
invoked. Similarly, if & N-qubit quantum nodes are entangled,
then their overall capacity will be that of a (kN)-qubit system
having a 2*V-dimensional state space. By contrast, if the k
N-qubit nodes are classically connected, they will have an
effective state space of k2™. Hence, quantum connectivity
guarantees an exponentially larger state space compared to
classical connectivity.

Unfortunately, the quantum channels as well as the quan-
tum systems of Fig. 1 are not perfect, which is a major
impediment to the practical realization of a global Qinternet.
More specifically, qubits may experience both channel-induced
as well as quantum processing impairments [25]. Explic-
itly, the deleterious quantum channel attenuation measured in
dB per km severely limits the reliable transmission rate, or
equivalently the transmission range. For example, the secret
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Fig. 1: Stylized illustration of the global ‘Qinternet’ intercon-
necting heterogeneous quantum processing and communica-
tion nodes over large distances, for example for distributed
quantum computing, long-haul QKD, QKD and location veri-
fication aided secure banking transactions, as well as for quan-
tum clock aided ultra-precise synchronization and navigation.

key transmission rate of a QKD system decays exponentially
with the distance [26]. By contrast, the quantum processing
impairments are inflicted by the imperfections in the quantum
hardware, such as the quantum gates.

Quantum-based communication systems support the trans-
mission of both classical as well as of quantum information.
When the information to be transmitted is classical, we may
invoke the family of classical error correction techniques for
counteracting the impact of quantum impairments [27], [28].
More specifically, the classical information is first encoded
using a classical error correction code. The encoded bits are
then mapped onto the qubits, which are transmitted over a
quantum channel. The mapping of classical bits to qubits may
be carried out for example by the so-called superdense coding
protocol [27], [29]. Likewise, QKD also relies on classical
error correction codes [30], [31]. By contrast, for a more gen-
eral communication system, which supports the transmission of
both classical as well as quantum information, and for reliable
quantum computation, we have to resort to Quantum Error
Correction Codes (QECCs), which exploit redundancy in the
quantum domain. More explicitly, similar to the classical error
correction codes, QECCs redress the perturbations resulting
from quantum impairments, hence enabling qubits to retain
their coherent quantum states for longer durations with a
high probability. This has been experimentally demonstrated
in [32]-[34].

QECCs relying on the quantum-domain redundancy are
indispensable for conceiving a quantum communication system
supporting the transmission of quantum information and also
for quantum computing. Therefore, in this paper, we survey the
intricate journey from the realm of classical channel coding
theory to that of the QECCs, while also providing a slow-



paced tutorial on the duality of these two seemingly different
coding regimes. In particular, we provide deeper insights into
the subtle similarities and differences between them.

A. Outline

Fig. 2 provides overview of this paper at a glance. We
commence our discourse in Section II, where we detail the
various quantum channel models and highlight the duality
between the widely used quantum depolarizing channel and
the classical discrete quaternary channel. We then survey the
rich history of classical and quantum codes in Section III. In
Section IV, we detail the transition from the classical to the
quantum code designs with the help of simple design examples.
Specifically, we design the quantum counterpart of the simple
classical rate-1/3 repetition code. We then generalize our
discussions in Section V, where we present the quantum
version of classical linear block codes by relying on the so-
called stabilizer formalism, which is a theoretical framework
conceived for constructing quantum codes from the existing
families of classical error correction codes. Continuing further
our discussions, we next detail the quantum to classical iso-
morphism in Section VI, which is a useful analysis technique
for mapping quantum codes onto the equivalent classical codes
and vice versa. The quantum-to-classical mapping allows us to
use the state-of-the-art classical syndrome decoding techniques
in the quantum realm, while the inverse mapping, i.e. the
classical-to-quantum mapping, helps in importing arbitrary
classical codes into the quantum domain. Furthermore, based
on this isomorphism, we present the taxonomy of stabilizer
codes in Section VII. We also detail the associated design
principles with examples. In Section VIII, we delve deeper
into a pair of popular code families, explicitly the Bose-
Chaudhuri-Hocquenghem (BCH) codes and the convolutional
codes, by providing tutorial insights into their classical as well
as quantum counterparts. Finally, we conclude our discourse
in Section IX.

II. QUANTUM DECOHERENCE

Environmental decoherence generally constitutes a major
source of quantum impairments, which may occur for example
during quantum transmission or quantum processing as well as
in quantum memories. In this section, we review the quantum
channels of Fig. 3, which are widely used for modeling envi-
ronmental decoherence. Explicitly, our intention is to help the
readers understand the duality between quantum and classical
channels.

A. Amplitude Damping Channel

In the simple terms, environmental decoherence may be
described as the undesired interaction, or more specifically
entanglement, of the qubit with the environment, which per-
turbs its coherent superposition of basis states. In one such
instance, the qubit (or quantum system) loses energy due to
its interaction with the environment, for example the excited
state of the qubit decays due to the spontaneous emission
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Fig. 2: Paper Structure.

of a photon or the photon is lost (or absorbed) during its
transmission through optical fibers [35], [36]. This decoher-
ence process can be conveniently modeled using an amplitude
damping channel. Let us consider a qubit realized using a two-
level atom having the ground state |0) and the excited state
|1). Furthermore, let |0)z and |1) g be the basis states of the
environment initialized to the vacuum state |0)g. Then, the
amplitude damping channel characterizes the evolution of the
resultant system as follows [36]:

10)[0)e — |0)]0) &,
IDI0)E — /1 —=~1)[0)r + 7|0)[1)E, “)

where ~v is the damping probability, or more specifically the
probability of losing a photon. In physically tangible terms,
Eq. (4) implies that the state of the qubit remains the same if
it is in the ground state |0), while it looses a photon with a
probability of +, when in the excited state |1). Explicitly, in
the event of a photon loss, the state of the qubit changes from
|1) to |0), while that of the environment changes from |0) g
to |1) g; hence resulting in the state |0)|1) of Eq. (4), which
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may occur with a probability of . Based on Eq. (4), a qubit
[t)) = «|0) + /|1), which is in coherent superposition of the
basis states, entangles with the environment as:

)0} — (al0) + By/T=A11)) 005 + VABI0) )& (5)

It is pertinent to mention here that |¢)) is generally not an
isolated qubit. It may be entangled with other qubits as part
of an N-qubit composite quantum system. Hence, slightly
‘abusing’ the usual notation, the coefficient o and 3 represent
the (N — 1)-qubit states orthogonal to the states |0) and |1),
respectively, of the qubit undergoing decoherence. We fur-
thermore assume that each qubit interacts independently with
the environment, hence the associated decoherence process is
temporally and spatially uncorrelated. We can readily infer
from Eq. (5) that if the environment is found to be in state |0) g,
then [¢) decoheres to (a|0) + 51/T —7|1)), which reduces
to NG fwﬁ |0) + 5‘1/_1’7:2 [1) | upon normalization, otherwise
|1) collapses to |0). Hence, the loss of energy may be modeled
using an amplitude damping channel Np, which maps an
input state, having the density operator® p, as follows:

Nap(p) = EopE{ + E1pE], (6)

where the error operators (also called Kraus operators* ) Eg
and E; are given by [3]:

(i) B0

The decohered state of a qubit may be readily described by
using the error operators of Eq. (7). Resuming our previous
example of |b) = «|0) + 3|1}, the error operator Eq corrupts
|1) as follows:

o= (3 ) ()

o
- (v I- 75>
= a|0) + 1 =98[1), ®)
which occurs with a probability of [Eg|t)|? = (1 — v5?).
Upon normalization, the corrupted state of Eq. (8) is reduced
to: N | N ByT—7
N AN T

Similarly, the error operator E; acts on |¢)) as follows:

sio-(3 %))
(7
= /7810), (10)

which happens with a probability of |E;|1)|? = 32 and is
equivalent to the classical bit |0). In realistic systems, 7 at
time instant ¢ is characterized by the qubit relaxation time 7}
as follows [37]:

Eoly) = 0) 1) 9)

y=1—e /T, (11)

B. Phase Damping Channel

Another instantiation of environmental decoherence, known
as dephasing or phase damping, characterizes the loss of
quantum information without the loss of energy, which may
occur for example due to the scattering of photons, or the
perturbation of electronic states caused by stray electrical
charges. The error operators of the resultant phase damping
channel App are defined as follows [3]:

1 0 0 O
Eo( Jﬁ) El(o ﬁ>, (12)

where ) is the scattering probability of a photon (without loss
of energy). We may observe that Ey of Eq. (12) is similar

3If a quantum system is an ensemble of pure states |¢;), then it may be
represented by the density operator (also called density matrix) p, which is
defined as:

p= ZPz‘WOWz‘\:

where p; denotes the probability of occurrence of the ith state |1);).

4A quantum channel A is a completely positive, trace-preserving linear
mapping, which maps an input state having the density p as [3]:

Np)=>" EyoE],
k

where the matrices Ej are known as the Kraus operators or error operators
of the channel. Furthermore, we have Z k EL E, =1, where I is an identity
matrix.



to the Eq of the amplitude damping channel, while the error
operator Eq acts on |¢)) as follows:

-3 )9

N <¢%ﬂ)
= Vg8|1), (13)

which occurs with a probability of |E;[¢)|? = A3? and it is
equivalent to the classical state |1). The probability A relies on
the relaxation time 77 as well as on the dephasing time 75,
i.e. we have [37]:

2t

A=1-efi Ts, (14)
Intuitively, Eq. (11) and Eq. (14) imply that the qubit is likely
to decohere if the operation time (transmission or processing
or storage) t is comparable to the relaxation time 7} and the
dephasing time 75. Equivalently, 77 and 75, characterize the
life-time of a reliable qubit.

C. Pauli Channel

The environmental decoherence can be completely modeled
using a combined amplitude and phase damping channel.
However, it is not feasible to classically simulate such channels
for an N-qubit composite system, since the resultant system
has a 2"V -dimensional Hilbert space. For the sake of facilitating
efficient classical simulations, the combined amplitude and
phase damping channel can be approximated using a so-called
Pauli channel Ap, which maps an input state, having the
density operator p, as follows [38]:

No(p) = (1 = po — pu — py)p + PZpZ + p. XpX + p, YpY,

(15)
where I, X, Y and Z are single-qubit Pauli operators (or gates)
of Fig. 4 defined as:

10 01
t=(p 1) x=(1 o).

1 0 0 —i
Z(o —1)’Y(z’ 0>’ (16)

while p., p, and p, are the probabilities of encountering Z,
X and Y Pauli errors, respectively, which rely on the qubit
relaxation and dephasing time as given below:

1
Pe =Py =7 (1 - e—t/Tl)
1
P =7 (1 e tT 2e*t/T2) . (17

Explicitly, I is an identity operator, or merely a repeat gate,
which leaves the state |t)) intact, as shown below:

wi=(o 1) (3)

= (§) =alo)+ 5 ()

al0) + (1) I al0) + B|1)
al0) + B|1) z alo) - B|1)
a)0) + 4|1) X B810) + 1)
al0) + B)1) Y —i30) + ia1)

Fig. 4: Schematic of Pauli-I, Pauli-Z, Pauli-X and Pauli-Y
gates.

The operator Z is a phase-flip operator, which acts as:

- (3 4)()
= (%) = a|0) — B|1), 19)

while X is a bit-flip operator analogous to the classical NOT
gate, which yields:

(2 )
_ (g) = 810) + a|1). (20)

By contrast, Y is a combined bit-and-phase-flip operator (Y =
iXZ), which acts on |¢) as:

ot 0
_ (‘Z.z'f) = _i(80) — a|1)). @

Hence, the Pauli channel of Eq. (15) maps the input state
|t)) onto a linear combination of the original state (Pauli-I
operation), phase-flipped state (Pauli-Z operation), bit-flipped
state (Pauli-X operation), as well as bit-and-phase-flipped state
(Pauli-Y operation) during the process of decoherence. In
essence, the resultant quantum error is continuous in nature.
We may observe in Eq. (17) furthermore that the time T}
affects bit-flips, phase-flips as well as bit-and-phase-flips. By
contrast, the time 7% is only related to the phase-flip errors.
This is because the bit-flip as well as bit-and-phase-flip errors
are associated with amplitude damping, while the phase-flip
errors result from phase damping. In most practical systems,
the value of 77 is several orders of magnitude higher than
that of T [39], [40]. Consequently, most practical quantum
systems behave as so-called asymmetric channels and they
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experience more phase-flips than bit-flips as well as bit-and-
phase-flips. Furthermore, a special class of Pauli channels,
known as the ‘depolarizing channel’, models the worst-case
scenario by assuming that all three errors are equally likely, i.e.
(p- = p= = py). Explicitly, a depolarizing channel having the
probability p inflicts a phase-flip (Pauli-Z) or a bit-flip (Pauli-
X)) or bit-and-phase-flip (Pauli-Y) error with a probability of
p/3 each, which may be mathematically encapsulated as:

Nop(p) = (1 =p)p+

In this treatise, we will only consider the widely used depo-
larizing channel model.

The aforementioned quantum channel models are summa-
rized in Fig. 5. We may observe in Fig. 5 that the Pauli
channel may be deemed to be the quantum analogue of
the classical discrete quaternary channel. However, while the
classical quaternary channel may inflict only one of the four
possible errors, the error inflicted by the Pauli channel may
be in superposition of the four possible errors, i.e. I, Z, X
and Y. The Pauli channel may further be simplified by using
two independent bit-flip and phase-flip channels, which are
analogous to classical binary symmetric channels having cross-
over probabilities of (p, + py) and (p, + p, ), respectively.

g (ZpZ + XpX +YpY).  (22)

III. HISTORICAL OVERVIEW OF CLASSICAL & QUANTUM
ERROR CORRECTION CODES

In this section, we survey the major milestones both in the
realm of classical as well as in quantum coding theory, which
are chronologically arranged in Table .

A. Classical Coding Theory

1) Design Objectives: Shannon’s pioneering work [41] on
classical channel capacity marks the beginning of classical
coding theory. Explicitly, Shannon predicted that sophisticated
channel coding techniques, having coding rate R lower than
the Shannon limit (or channel capacity) C, may be invoked
for the sake of achieving reliable transmission over a noisy
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Fig. 6: Shannon capacity limit for AWGN channel character-
ized by Eq. (24).

bandwidth-limited channel. Intuitively, this implies that it is
possible to transmit information virtually free from errors,
as long as the coding rate does not exceed the Shannon
limit,which is characterized by the channel bandwidth B (Hz),
the signal power S (Watts) and the uncorrelated Additive
White Gaussian Noise (AWGN) power N (Watts) as follows:

S
C = Blog, (1 + N> , (23)

or equivalently in terms of the spectral efficiency (bits/s/Hz)

as:
C S
=5 =log, (1+N). (24)

Hence, the Shannon limit of Eq. (23) (and equivalently
Eq. (24)) quantifies the highest possible coding rates still
capable of ensuring error-free transmission, as illustrated in
Fig. 6. Furthermore, we may infer from Eq. (23) that the
resultant information transfer rate of a system is limited by
the channel bandwidth B as well as the system’s Signal-
to-Noise Ratio (SNR) S/N. As demonstrated in Fig. 6, the
capacity limit increases upon increasing the SNR. Ultimately,
when the SNR approaches infinity in the noiseless scenario,
it is possible to achieve an infinite transmission rate even
for a very low bandwidth. Similarly, the capacity limit also
increases upon increasing the bandwidth. Hence, we may strike
a trade off between the bandwidth and the SNR, as detailed
and exemplified in Section 2.13.1 of [133]. However, an
infinite bandwidth does not guarantee an infinite transmission
rate, because the noise power also increases upon increasing
bandwidth, as shown mathematically in [133].

Shannon did not provide any explicit code constructions
in his seminal work [41]. However, his work inspired the
research community to design practical codes in line with
the achievable code design region of Fig. 6. This in turn



Classical
Shannon Limit [41]

Hamming Codes [42]

Reed-Muller (RM) Codes [43], [44], Wagner decoding [45]
Convolutional Codes [46]

Cyclic codes [47]

Bose-Chaudhuri-Hocquenghem (BCH) Codes [48], [49]
Reed-Solomon (RS) codes [50]

Peterson-Gorenstein-Zierler (PGZ) decoding algorithm [51]
Low Density Parity Check (LDPC) codes [52]

Berlekamp-Massey algorithm [53]-[56]
Redundant Residue Number System (RRNS) codes [57], [58]
Viterbi algorithm [59]

Chase algorithm [60]

Maximum A Posteriori (MAP) algorithm [61]

Trellis decoding of block codes [62]

Trellis Coded Modulation (TCM) [63]-[65]

Soft-Output Viterbi Algorithm (SOVA) [66]
Max-Log-MAP algorithm [67]

Bit-Interleaved Coded Modulation (BICM) [68], [69]

Turbo Codes [70], [71]

Soft-In Soft-Out (SISO) Chase algorithm [72], [73]

Log-MAP algorithm [74], Rediscovery of LDPC codes [75], [76]
Turbo BCH code [78]

Turbo Hamming code [86], BICM with Iterative Decoding (BICM)-ID [87]

Turbo Trellis Coded Modulation (TTCM) [97]
Punctured turbo codes [98]

Unity Rate Code (URC) [101]

EXtrinsic Information Transfer (EXIT) chart [102]
IRregular Convolutional Codes (IRCC) [104]

Reduced-complexity non-binary EXIT chart [107]

Near-capacity TTCM [111]
Polar codes [117], Near-capacity BICM-ID [118]

Fully-Parallel Turbo Decoder (FPTD) [128]

Quantum

Shor’s code [77]

Calderbank-Shor-Steane (CSS) codes [79]-[81], 5-qubit code [82], [83], Quantum
Stabilizer codes (QSC) [84], [85]

Hashing bound [88], Quantum BCH (QBCH) codes [89]-[94], Toric codes [95],
[96]

Quantum Reed-Muller codes [99], Quantum Reed-Solomon codes [100]

Quantum LDPC (QLDPC) codes [103]
Entanglement-Assisted Quantum Error Correction Codes (EA-QECC) [105]
Quantum Convolutional Codes (QCC) [106]

Entanglement-Assisted QSC (EA-QSC) [108]-[110]

Quantum Turbo Codes (QTC) [112], [113], Improved QLDPC decoder [114]-[116]
Entanglement-Assisted QLDPC (EA-QLDPC) codes [119]

Entanglement-Assisted QCC (EA-QCC) [120]

Entanglement-Assisted QTC (EA-QTC) [121], [122]

Entanglement-assisted polar codes [123]-[125]

Degenerate Viterbi decoding [126], Near-capacity codes for entanglement-assisted
classical communication [27]

EXIT chart [127]

Quantum IRCC (QIRCC) [129], Unassisted qauntum polar codes [130]

Quantum URC (QURC) [131], Fully-Parallel Quantum Turbo Decoder
(FPQTD) [132]

TABLE : Major achievements in the classical and quantum coding paradigms.
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highlighted various other conflicting design trade-offs, which
are captured in Fig. 7. For example, given particular channel
conditions, a code may be optimized to achieve a lower
Bit Error Ratio (BER) or a higher coding gain’. However,
this typically imposes an increased decoding complexity and
transmission delay, or reduced effective throughput, as detailed
in [133], [134].

2) Error Correction Codes: In 1950, Hamming conceived
the first practical family of classical error correction codes [42].
More specifically, Hamming proposed an infinite family of
binary linear block codes capable of encoding k = (2" —1—7)
information bits into n = (2" — 1) coded bits for » > 2.
The resultant codewords had a minimum Hamming distance
of dmin = 3, hence correcting ¢t = (dmin — 1)/2 = 1 errors. The
Hamming codes may be classified as being ‘perfect’ codes,
since the associated coding rate R = k/n =1—r/(2" — 1)
is the maximum coding rate achievable for d,;, = 3 and for a
block length of n = (2" — 1). Following these developments,
in 1954, Reed [43] and Muller [44] independently conceived a
class of multiple error correcting block codes, known as Reed-
Muller (RM) codes. Reed also introduced a simple majority-
logic based hard-decision decoder for RM codes in [43]. The
same year, a soft-decision based decoding algorithm, known
as Wagner decoding [45], was developed for a special class of
RM codes.

The afore-mentioned linear block codes primarily relied on
maximizing the minimum distance for a given pair of (n, k)
codewords encoding k bits into n, or equivalently maximizing
the coding rate given the dpi, and n. The resultant families
of Hamming and RM codes only support a limited range
of code parameters given by (n,k,dmpn). For the sake of
designing more codes capable of approaching the Shannon

5Coding gain quantifies the reduction in bit-energy achieved at a certain
BER, when error correction is invoked.

limit for a wider range of code parameters at an affordable
implementation complexity, Elias discovered convolutional
codes in 1955 [46], which marks the commencement of
the so-called probabilistic coding era. Convolutional codes
are capable of supporting encoding and decoding procedures
operating in a sliding window, hence resulting in lower la-
tencies than the above block codes. In this spirit, Viterbi
invented a Maximum Likelihood Sequence Estimation (MLSE)
(or equivalently minimum Euclidean distance) algorithm for
convolutional codes [59]. Explicitly, the Viterbi Algorithm
(VA) aim for finding the most likely error sequence at an
affordable decoding complexity. Although the VA is an MLSE
algorithm, the resultant BER of the system is close to the
minimum possible BER, but the latter was only achievable by a
complex Maximum Likelihood (ML) decoder, which evaluates
all valid coded sequences. To circumvent the high complexity
of the latter ML decoder, Bahl et al. proposed the minimum
BER decoding algorithm in 1974 [61], which was named the
Maximum A Posteriori (MAP) algorithm. It is also known as
BCIJR after its inventors Bahl, Cocke, Jelinek and Raviv.

Pursuing further the realm of block codes, Prange inves-
tigated cyclic codes in 1957 [47]. Since the cyclic shift of
codewords of cyclic codes are also legitimate codewords, the
associated encoding and decoding procedures can be efficiently
implemented using shift registers. Inspired by these develop-
ments, Hocquenghem [48] as well as Bose and Chaudhuri [49],
[135] independently discovered the family of Bose-Chaudhuri-
Hocquenghem (BCH) codes in 1959 and 1960, respectively.
Specifically, BCH codes constitute the family of multiple-error
correcting cyclic block codes, which encode k > (n — rt)
information bits into n = (2" — 1) coded bits, so that the
resultant codewords exhibit the maximum possible minimum
Hamming distance. In 1960, Reed and Solomon conceived a
non-binary version of BCH codes referred to as Reed-Solomon
(RS) codes [50], while the following year Gorenstein and Zier-
ler developed the Peterson-Gorenstein-Zierler (PGZ) decoding
scheme for non-binary RS/BCH codes. Later, Berlekamp and
Massey developed the Berlekamp-Massey decoding algorithm
for cyclic RS/BCH codes in [53]-[56], while a soft-decision
aided Chase decoder was proposed in [60]. Both these decod-
ing algorithms are widely adopted for decoding BCH as well
as RS codes. Unfortunately BCH codes did not find much
practical applications, except as Cyclic Redundancy Check
(CRC) codes in Automatic-Repeat-reQuest (ARQ) systems. By
contrast, RS codes have found several practical applications
owing to their inherent capability of correcting both random
as well as burst of errors. Explicitly, RS codes are widely em-
ployed in magnetic tape and disk storage, which are susceptible
to burst errors. Furthermore, they are also used as outer codes
in concatenated coding schemes, which have been integrated
in various standardized systems, such as the deep-space coding
standard [136]. Another major milestone in algebraic coding
was achieved with the development of non-binary Redundant
Residue Number System (RRNS) codes [57], [58], which are
are also maximum minimum-distance codes and hence exhibit
similar distance properties to RS codes.

By 1980, error correction codes were successfully deployed



in various deep-space, satellite and mobile communications
systems in conjunction with modulation schemes. However,
the error correction and modulation modules were treated
independently and the redundancy of the codes extended the
bandwidth requirement, when the signal constellation size
was fixed. For the sake of circumventing this disadvantage
of coding, Ungerboeck invented a bandwidth-efficient trellis-
based joint coding and modulation scheme called Trellis-
Coded Modulation (TCM) [63]-[65]. Explicitly, TCM is a
joint channel coding and modulation scheme, which absorbs
the redundant coding bits by expanding the constellation size
to accommodate more bits/symbols and hence maintains a
fixed bandwidth. TCM provides attractive performance gains
over convolutional codes, while incurring a similar decod-
ing complexity. In 1992, another coded modulation scheme
termed as Bit-Interleaved Coded Modulation (BICM) [68],
[69] was conceived for transmission over fading channels,
which invoked bit-based interleavers in conjunction with Gray-
coded bit-to-symbol mapping. More specifically, parallel bit
interleavers are used at the output of a convolutional code
in this joint coding and modulation scheme for the sake of
increasing the resultant diversity gain by exploiting the fading
of the bits in a multi-bit symbol; hence enhancing the system’s
performance over fading channels. However, BICM does not
outperform TCM over AWGN channels, since it exhibits a
reduced minimum Euclidean distance.

Despite being into the fifth decade of coding theory, the
notion of operating near the Shannon limit was far from real-
ization until Berrou et al. conceived turbo codes in 1993 [70],
[71]. More specifically, turbo code rely on a parallel concatena-
tion of Recursive Systematic Convolutional (RSC) codes with
an interleaver between them. At the decoder, soft iterative
decoding is invoked, which relies on the Soft-In Soft-Out
(SISO) MAP algorithm of [61]. It is pertinent to mention
here that the MAP algorithm only slightly outperforms the VA
in terms of the achievable BER for non-iteratively decoded
convolutional codes, while imposing a substantially higher
complexity. Consequently, MAP decoding was rarely used for
decoding convolutional codes, until turbo codes were invented.
But given that turbo decoders require bit-by-bit soft-metrics,
they required complex MAP decoding. Fortubately, the com-
plexity of turbo decoders may be reduced by invoking less
complex SISO decoders, for example the Soft-Output Viterbi
Algorithm (SOVA) [66], the Max-Log-MAP algorithm [67]
and the Log-MAP algorithm [74].

Berrou’s turbo revolution triggered intensive research efforts
directed towards designing iterative ‘turbo-like’ codes. In par-
ticular, it led to the renaissance of Low Density Parity Check
(LDPC) codes in 1995 [75], [76]. LDPC codes were proposed
by Gallager as early as 1962 [52]. However, the associated
complexity was deemed enormous in that era. Consequently,
LDPC codes were abandoned for decades to come. However,
the invention of turbo codes revived the research interest
in LDPC codes. Turbo revolution also led to other iterative
coding schemes, which include for example Turbo BCH
codes [78], Turbo Hamming codes [86], BICM with Iterative
Decoding (BICM)-ID [87], Turbo Trellis Coded Modulation

(TTCM) [97], punctured turbo codes [98] and Unity Rate Code
(URC) assisted concatenated coding schemes [101]. The in-
vention of EXtrinsic Information Transfer (EXIT) charts [102],
[107] by Ten Brink in 2001 marks another important milestone
in the realm of the afore-mentioned concatenated schemes
relying on iterative decoding. More specifically, EXIT charts
constitute a semi-analytical tool, which aids the design of near-
capacity iterative schemes [134], [137]. Quantitatively, the re-
sultant systems may operate within 1 dB of the Shannon limit,
see for example the IRregular Convolutional Code (IRCC)
assisted concatenated schemes of [104], the TTCM of [111]
and the BICM-ID of [118].

With the help of intensive research efforts, turbo coding
was successfully commercialized within just a few years
and was incorporated into various standardized systems, such
as mobile communication systems and video broadcast sys-
tems [134]. In particular, turbo coding was incorporated in
the 3G UMTS [138] and 4G LTE [139] mobile standards.
However, the high latency associated with turbo codes is an-
ticipated to be a major impediment in next-generation systems
supporting ‘tactile services’. Consequently, a Fully-Parallel
Turbo Decoder (FPTD) was recently conceived by Maunder
in [128], which significantly reduces the associated latencys;
hence making turbo codes a promising candidate for next-
generation systems. Over the years, the LDPC coding scheme
has proved to be a fierce competitor of turbo codes, which has
also been adopted by various standards, for example WiMax,
IEEE 802.11n, IEEE 802.3an, and DVB-S2.

Arikan’s polar code [117] conceived in 2009 sparked another
wave of excitement within the coding community, since it is
the first class of channel codes, which provably achieves the
capacity of symmetric memoryless channels, while imposing
only a modest encoding and decoding complexity. Polar codes
invoke a short and simple kernel code, so that the physical
channels are polarized into virtual channels, which are either
perfectly noiseless or completely random, provided that the
block length is sufficiently long. At practical block lengths,
the channels are polarized into a set of high-reliability and
low-reliability virtual channels. Finally, the information bits
are sent across the high-reliability channels, while dummy
bits, called ‘frozen bits’, are transmitted via the low-reliability
channels. If the block lengths are sufficiently long, then the
fraction of high reliability virtual channels is equivalent to
the achievable channel capacity. At the receiver, the polar
decoder invokes a low-complexity successive cancellation de-
coding algorithm, which processes the received bits serially.
Despite having a low encoding and decoding complexity, Polar
codes, relying on cyclic redundancy check-aided successive
cancellation list decoding, are capable of outperforming the
standardized LTE turbo and WiMax LDPC codes at moderate
block lengths, as demonstrated in [140]. Furthermore, the cod-
ing rate of polar codes can be varied almost continuously by
changing the number of frozen bits, hence making them ideal
for rate-compatible scenarios. However, a major limitation of
polar codes is the high latency associated with the polar de-
coder, since it sequentially processes the received information.
Nonetheless, polar codes have already found their way into the



5G system for enhanced mobile broadband communications,
where polar codes and LDPC codes have been chosen for the
control and data channels, respectively.

B. Quantum Coding Theory

1) Design Objectives: With around seven decades of rich
history, classical coding theory is already quite mature. By
contrast, quantum coding theory is still in its infancy, since
the implementation of quantum technology has not been com-
mercialized. Researchers have been actively working on dis-
covering the quantum versions of the existing classical codes.
In duality to the classical coding theory, QECCs are designed
to achieve the quantum channel capacity [88], [141], [142],
or more precisely the hashing bound. Explicitly, the hashing
bound is only a lower bound, because the actual capacity of a
quantum channel may be higher due to the ‘degenerate’ nature
of quantum codes [143], [144]. To elaborate further, the notion
of degeneracy implies that different error patterns may yield
the same corrupted quantum state. For instance, let us consider
the state |¢)) = |00)+|11), which may experience the channel-
induced error IZ or ZI. We may observe that both these error
patterns result in the same channel output, i.e. (|00) — |11)).
Consequently, the error patterns IZ and ZI are classified as
degenerate errors, as further discussed in Section V. Similarly,
the error pattern ZZ leaves the state |¢) intact analogous to
the error-free scenario; hence ZZ and IT are also degenerate
errors.

In duality to the Shannon limit of Eq. (23), the hashing
bound is completely specified by the channel’s depolarizing
probability p as follows [82], [122]:

Cq(p) =1 — Ha(p) — plogy(3), (25)

where Hy(p) denotes the binary entropy function. Explicitly,
a random quantum code C may exhibit an arbitrarily low
Quantum Bit Error Ratio (QBER) at a depolarizing probability
of p, if its coding rate does not exceed the hashing limit Cq (p)
of Eq. (25) and the codeword has a sufficiently long length.

The Hashing bound of Eq. (25) is only valid for unas-
sisted quantum codes. Explicitly, there exists a a family of
Entanglement-Assisted (EA) quantum codes [105], [108]-
[110], which does not exist in the classical domain. In contrast
to the unassisted quantum codes, the EA quantum codes
rely on pre-shared noiseless entangled qubits, which naturally
increases the achievable capacity. Given that ¢ entangled qubits
are pre-shared with the receiver over a noiseless channel, the
associated EA hashing bound is given by [122], [145]:

Cq(p) =1— Ha(p) — plogy(3) +E, (26)
where E denotes the ‘entanglement consumption’ rate, which is
equivalent to E = £ for a code having & information qubits, n
coded qubits and 0 < ¢ < (n—k) pre-shared qubits. Explicitly,
when ¢ = 0, Eq. (26) reduces to the unassisted hashing bound
of Eq. (25). By contrast, when ¢ has the maximum value of
(n — k), we get the maximally-entangled quantum codes and
the associated maximally-entangled hashing bound is [122],
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Fig. 9: Stylized representation of conflicting design parameters
affecting the design of quantum codes.

[145]:
Hs(p)

— plogy(3)

5 .
Hence, as shown in Fig. 8, an EA quantum code can operate
anywhere in the hashing region, which is bounded by Eq. (25)
and Eq. (27). Furthermore, in duality to Fig. 7, the parameters
involved in the design of QECCs are illustrated in Fig. 9.

2) Error Correction Codes: The rate-1/3 repetition code
is the simplest single-error correcting code in the classical
coding paradigm, which relies on the cloning of information

Colp) =1~ 27)



bits. Unfortunately, qubits cannot be cloned owing to the
existence of the no-cloning theorem. Hence, it was generally
believed that QECCs are infeasible, until Shor pioneered the
first quantum code in 1995 [77]. Shor’s code of [77] is a
rate-1/9 code capable of correcting a single bit-flip, phase-
flip as well as bit-and-phase-flip error. Motivated by this
breakthrough, Calderbank and Shor [80] as well as Steane [79],
[81] independently conceived a generalized framework for
constructing quantum codes from classical binary linear codes,
which constitutes the popular family of Calderbank-Shor-
Steane (CSS) codes. Explicitly, the CSS construction relies
on a pair of classical binary linear block codes Cj and
C5, which satisfy the criterion Co C (. Furthermore, a
special class of CSS codes, called dual-containing CSS codes,
was also introduced, which was derived from dual-containing
binary codes. Explicitly, dual-containing CSS codes constitute
a special type of CSS codes having Cy = C{-, where Cf is
the dual code® of C;. Following these principles, Steane [81]
constructed a rate-1/7 single-error correcting code from the
classical [7,4,3] Hamming code. In the spirit of further im-
proving the coding rate, Laflamme e al. [83] and Bennett et
al. [82] independently designed the rate-1/5 quantum code,
which is the optimal single-error correcting quantum code.

The CSS construction of [79]-[81] does not exploit the
redundant qubits efficiently, since the bit-flip and the phase-
flip errors are corrected independently by concatenating a pair
of classical binary codes. For the sake of designing an optimal
code, similar to the rate-1/5 code of [82], [83], it is important
to jointly correct bit-flip and phase-flip errors. In pursuit of
designing such optimized codes, Gottesman established the
theory of Quantum Stabilizer Codes (QSCs) [84] during his
Ph.D [85]. Explicitly, Gottesman presented a more general
formalism, called stabilizer formalism, capable of facilitating
the design of quantum codes from the classical binary and
quaternary codes. As compared to the CSS codes, the stabilizer
formalism imposes a more relaxed constraint, generally called
the ‘symplectic product’ criterion, on the underlying classical
codes; hence, the resultant QECCs can have either a CSS or a
non-CSS (also called unrestricted) structure. In simple terms,
the symplectic product criterion is the constraint imposed on
the constituent classical code (or codes), which ensures that the
resultant quantum code is a valid stabilizer code’. Furthermore,
while the CSS-type codes independently correct bit-flip and
phase-flip errors, the non-CSS codes jointly correct bit-flip and
phase-flip errors. The advent of stabilizer formalism sparked
a major revolution in the history of quantum coding, leading
to the development of various code families, which includes
Quantum Bose-Chaudhuri-Hocquenghem (QBCH) codes [89]-
[94], toric codes [95], [96], Quantum Reed-Muller codes [99],
Quantum Reed-Solomon codes (QRS) [100], Quantum Low
Density Parity Check (QLDPC) codes [103], [146]-[148],
Quantum Convolutional Codes (QCC) [106], [149]-[151],
Quantum Turbo Codes (QTC) [112], [113], Quantum IRregular

Let C be a classical linear block code having the generator matrix G and
the PCM H, then the dual code C\ is the code having the generator matrix
HT and the PCM GT.

Further details are given in Section VI.

Convolutional Codes (QIRCC) [129] as well Quantum Unity
Rate Codes (QURC) [131].

The Quantum research fraternity has invested the last three
decades in designing the quantum counterparts of the existing
families of classical codes. Except for the parallel concatenated
codes as well as for the joint coding and modulation schemes
of the classical regime, virtually all major families of classical
codes have a quantum counterpart. Amongst these, short
block codes are particularly important from an implementation
perspective, since the quantum technology is still in its infancy
and hence decoherence would prevent the implementation of
long codes. However, the desire to approach the hashing bound
of Fig. 9 motivated researchers to design QLDPC [103], [146]—
[148] codes and QTCs [112], [113], which exploit iterative
decoding. In particular, the sparse nature of LDPC matrix is
particularly important in the quantum domain for achieving
fault-tolerant decoding, since the qubits interact with only a
limited number of other qubits during the syndrome computa-
tion process. Furthermore, since the LDPC matrix is sparse, the
resultant QLDPC codes exhibit high degeneracy. However, the
strict symplectic product criterion associated with the design
of stabilizer codes severely limits the performance of QLDPC
codes. More specifically, owing to the symplectic criterion,
the QLDPC matrix consists of numerous short cycles, which
have a length of 4. This in turn degrades the performance of
the LDPC decoder relying on the message passing algorithm,
as detailed in [116]. Unfortunately, the LDPC decoder is
not capable of capturing the impact of degenerate errors. In
fact, the LDPC decoder suffers from the so-called ‘symmetric
degeneracy error’ [116], which results from the degenerate
errors. For the sake of improving the performance of the LDPC
decoder in the wake of length-4 cycles and the symmetric
degeneracy error, Poulin et al. conceived heuristic methods
in [114]. These methods primarily relied on introducing ran-
dom perturbations for triggering decoding convergence. Then
the QLDPC decoding methods were further improved in [115],
[116]. Despite these developments, the performance of QLDPC
codes is still not comparable to that of classical LDPC codes.

In 2008, Poulin et al. constructed the quantum counterparts
of turbo codes in [112], [113]. While classical turbo codes gen-
erally rely on the parallel concatenation of convolutional codes,
the QTCs of [112], [113] rely on the serial concatenation of
QCCs. As compared to QLDPC codes, QTCs offer more flexi-
ble code parameters, for example the frame length, coding rate,
constraint length as well as the interleaver type. Furthermore,
the iterative decoding of QTCs takes into account the impact of
degenerate errors. However, the stabilizer-based QCCs cannot
be concurrently recursive as well as noncatastrophic® [112],
[113], [152]. Both these properties are essential for con-
structing good turbo codes. Explicitly, a recursive inner code

8 An encoder is catastrophic if it outputs a finite-weight coded sequence
for an infinite-weight input sequence. Consequently, a catastrophic code may
result in catastrophic error propagation, since a finite number of errors on the
coded sequence may yield infinite number of errors on the decoded sequence.
This in turn implies that the constituent codes of a concatenated code must
be non-catastrophic for the sake of achieving decoding convergence.



is required for achieving an unbounded minimum distance’,

while both component codes of a serially concatenated code
must be noncatastrophic for ensuring decoding convergence to
an infinitesimally low error rate. Hence, the QTCs of [112],
[113] exhibit a bounded minimum distance, since they rely on
non-recursive non-catastrophic QCCs. For the sake of design-
ing near-capacity QTCs, Babar et al. [127] developed EXIT
charts for the quantum domain, while a Quantum IrRegular
Convolutional Code (QIRCC) structure and Quantum Unity
Rate Code (QURC) were proposed in [129] and [131], re-
spectively. Recently, a Fully-Parallel Quantum Turbo Decoder
(FPQTD) was conceived in [132], which substantially reduces
the decoding latency, without degrading the performance.

Recall that stabilizer codes must satisfy the stringent sym-
plectic product criterion. Consequently, not every classical
code can be ‘imported’ into the quantum realm. Furthermore,
the symplectic product criterion results in undesired code
characteristics, for example the unavoidable length-4 cycles of
QLDPC codes and the non-recursive nature of non-catastrophic
QCC:s. For the sake of overcoming the issues associated with
the symplectic product criterion, the theory of EA quantum
codes was developed in [105], [108]-[110], which relies on
the pre-sharing of entanglement between the transmitter and
the receiver. The notion of EA codes was adopted for nearly
all coding families, including EA-QLDPC codes [119], EA-
QCCs [120] and EA-QTCs [121], [122], hence alleviating the
issues arising from the symplectic product criterion. Explicitly,
EA-QLDPC codes may be designed with no length-4 cycles in
the binary formalism. Consequently, the resultant performance
is comparable to that of the classical LDPC codes. Similarly,
EA-QCCs can be concurrently recursive as well as non-
catastrophic [121], [122]. Consequently, EA-QTCs are capable
of having an unbounded minimum distance. Hence, the family
of EA quantum codes finally brought the performance of
quantum codes in line with that of their classical counterparts.

Polar codes have also attracted considerable attention within
the quantum research fraternity. Inspired by the provably
capacity achieving nature of Arikan’s polar codes as well as
their efficient encoding and decoding structures, Wilde and
Guha demonstrated the existence of the quantum channel
polarization phenomenon for classical and quantum infor-
mation in [123] and [124], respectively. The quantum polar
codes of [123], [124] invoked a quantum-domain successive
cancellation decoder, which is based on the notion of quantum
hypothesis testing. The resultant decoder failed to match
the decoding complexity of Arikan’s successive cancellation
decoder. This issue was addressed by Renes et al. in [125],
where CSS-type quantum polar codes were constructed from
the classical polar codes, resulting in quantum codes having
efficient encoders as well as decoders. However, the quantum
polar codes of [123]-[125] rely on the sharing of noiseless
entanglement between the transmitter and the receiver. In this
context, the first unassisted quantum polar codes were recently
conceived in [130], which marks another major milestone in

9A code exhibits an ‘unbounded minimum distance’, if its minimum
distance increases almost linearly with increasing the block (or equivalently
frame) length.

the development of quantum codes.

IV. CLASSICAL-TO-QUANTUM TRANSITION

The peculiar laws of quantum mechanics make quantum
coding intrinsically different from their classical counterparts.
Nevertheless, efficient quantum codes can be designed from the
existing families of classical codes by cautiously addressing
the following challenges, which do not exist in the classical
realm.

1) No-Cloning Theorem: Most classical error correction
codes rely on cloning. Explicitly, multiple copies of
the information bits are transmitted for the sake of
providing redundancy. Unfortunately, it is not possible
to clone an arbitrary unknown qubit due to the no-
cloning theorem [153].

2) Measurement Operation: Classical codes rely on mea-
suring (or observing) the values of the received bits for
hard-decision as well as soft-decision aided decoding.
Unfortunately, it is not possible to measure (or observe)
a qubit without perturbing it, which would result in the
superimposed quantum states collapsing to the classical
domain upon measurement.

3) Nature of Quantum Errors: Classical channels only
impose bit-flip errors. By contrast, quantum channels
inflict both bit-flips as well as phase-flip errors. Further-
more, quantum impairments are continuous in nature,
since the received qubit may assume any value on the
Bloch sphere.

In this Section, we elaborate on these challenges by designing
the quantum counterparts of the simple rate-1/3 classical
repetition code, which can only correct a single classical error.
The overall evolution is summarized in Fig. 10 at a glance.

1) No-Cloning Theorem: Quantum codes exploit quantum-
domain redundancy without cloning the information qubits.

The encoder of a 3-bit classical repetition code copies each
information bit thrice. Explicitly, the information bits 0 and 1
are encoded as follows:

0 — (000) 1— (111). (28)

The encoding process of Eq. (28) does not have a quantum
equivalent, because quantum information processing does not
permit cloning. Let I/ be a hypothetical cloning (or copying)
operation described as:

Ulp) = [v) ® [¢). 29
Eq. (29) can be expanded as:

Ulp) = (al0) + BI1)) ® (a]0) + B[1))
= a?|00) + aB]01) + aB[10) + £3[11). (30)

Alternatively, Eq. (29) can also be evaluated by considering
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Fig. 10: Transition of error correction codes from the classical to the quantum domain [129]. Encoder: Classical encoders copy the
information bits. Unfortunately, no quantum cloning operator exists. Consequently, quantum codes entangle the information qubits
with the auxiliary qubits, so that the information is cloned in the basis states. Channel: Classical information may experience
only bit-flip errors, while qubits may experience bit-flip as well as phase-flip errors. The additional phase-flip errors of the
quantum domain may be corrected by using the Hadamard basis {|+),|—)}. Decoder: Classical decoders measure the received
bits for estimating the transmitted information. Unfortunately, qubits cannot be measured without perturbing their superimposed
quantum state. As an alternate, quantum codes rely on the PCM-based syndrome decoding, hence estimating the channel-induced

error patterns without measuring the received qubits.

the linearity of the cloning operator. Consequently, we have:

Uly) = U (a|0) + 5I1))

= a U|0) + 5 U|0)
= «|00) + S5|11). (€2))
It can be readily seen in Eq. (30) and Eq. (31) that:
U (al0) + BI1)) # o U|0) + B U|0), (32)

which violates the linearity of cloning operation. Hence, no
cloning operator U exists in the quantum domain. Conse-
quently, |1) cannot be encoded to (|¢) ® |¢) ® |[¢)). The 3-
qubit bit-flip repetition code overcomes the cloning constraint
by cloning the basis states rather than the state [¢)), i.e. the
computational basis states |0) and |1) are encoded as follows:

|0) — [0) = [000),
1) — [T) = [111). 33)

Explicitly, two auxiliary qubits in state |0) are entangled with
the information qubit [¢)) with the aid of Controlled-NOT
(CNOT) gates, as shown in the circuit of Fig. 11. CNOT
represents a two-qubit gate, which takes as its input a control
qubit and a target qubit. When the control qubit is in state |1),
the target qubit is flipped; otherwise, the target qubit is left
unchanged. This can be mathematically expressed as:

CNOT ([t0), [¥1)) = [v0) @ 1o © 1), (34

‘o
Y

Fig. 11: Encoding circuit of 3-qubit bit-flip repetition code,
where the information qubit |4} is encoded into [¢)) with the
help of two auxiliary qubits.

where [¢)g) is the control qubit, while |¢)1) is the target
qubit. Consequently, the encoder of Fig. 11 replicates the
computational basis states |0) and |1) three times in the
encoded 3-qubit output [¢)), which is given by:

) @]0)? = [¢) = a[0) + B|T)
= |000) + B|111). 35)



Syndrome Error
s e
(00) (000)
(11) (100)
(10) (010)
(01) (001)

TABLE I: Look-up table for the rate-1/3 classical repetition
code.

2) Measurement Operation: Quantum codes have to
estimate the channel errors imposed without measuring (or
observing) the received qubits.

At the receiver, the decoder of a 3-bit classical repetition
code reads the received bits and decodes on the basis of
majority voting. For example, the received codeword (011)
is decoded to 1, while (100) is decoded to 0. This requires
measuring (or observing) the received sequence, which is
unfortunately not possible in the quantum domain. Explicitly,
if the received qubit («|0) 4+ §|1)) is measured in the compu-
tational basis, it will collapse to the states |0) and |1) with a
probability of ||? and |3|?, respectively.

Alternatively, an (n, k) classical linear block code can be
decoded using an (n — k) X n-element Parity Check Matrix
(PCM) H, so that all error-free legitimate codewords X yield:

xHT =0, (36)

Given a received codeword y = X+ e, where e is the channel-
induced error vector, the associated (n — k)-bit syndrome
vector, which uniquely and unambiguously identifies the error
vector (if the number of channel-induced errors is within the
error correction capability of the code), is computed as:

s=yH? = (x+e)H' =xH” + eH” =eHT. (37)

Hence, the syndrome can be used for estimating the error
vector e using a pre-computed Look-Up Table (LUT). More
explicitly, since an (n, k) linear block code has (n — k) parity
bits, we have 2("~*) unique syndromes. Consequently, we can
estimate 2("~%) unique n-bit error patterns, which are pre-
computed and stored in an LUT. Similarly, a 3-bit classical
repetition code can also be decoded using the PCM-based
syndrome decoding!®. The associated PCM is given by:

1 1 0
H<1 0 1>, (38)

which yields a zero-valued syndrome vector for both valid
codewords (111) and (000), while at least one of the two syn-
drome elements is 1 when a single bit-flip error is experienced.
The resultant LUT is given in Table I, which records all the
single bit-flip errors that may be estimated with the help of a
3-bit classical repetition code. Intuitively, the first row of H
compares the first two received bits of y. If both bits are equal,

101 contrast to the conventional codeword decoding, which finds the most
likely codeword, having the minimum Hamming distance, syndrome decoding
finds the most likely error, having the minimum Hamming weight.

Fig. 12: Decoding circuit of 3-qubit bit-flip repetition code.

the associated syndrome bit is 0, while if they are different,
then the syndrome bit is 1. Similarly, the second row of H
compares the first and third bit of y.

Working along similar lines, a 3-qubit bit-flip repetition
code can be decoded using a syndrome decoder, which simply
compares the qubits without actually knowing their specific
values. This is achieved by using two additional auxiliary
qubits and the CNOT gates of Eq. (34), as shown in the
‘Syndrome Processing’ block of Fig. 12. Explicitly, it may
be observed in Fig. 12 that the first auxiliary qubit is flipped,
if the first two qubits are different, while the second auxiliary
qubit is flipped, when the first and third qubits are different.
Explicitly, if [¢)) is transmitted, then we may receive one of
the following four codewords |¢)), assuming that only a single
bit-flip is incurred during transmission:

]000) + B|111) _III _ «|000
]000) + B|111)  XII | «|100
al000) + B[111) _IXI  «|010
]000) + B|111) IIX |00l

+ B|111),
+ B|011),
+ B|101)
+B[110). (39

)

—_—— =

The syndrome computation process operates on each of the
possible received codeword |1) as follows. Firstly, if both the
first and second qubits as well as the first and third qubits
remain identical, as in the case of error vector ITI, the auxiliary
qubits remain unaltered:

@|000) + B|111) ® |0)®? — «|00000) + B|11111)
= («|000) 4+ B]111)) |00). (40)
Secondly, when both the first and second qubits as well as the

first and third qubits are different, as in the case of error vector
XII, both auxiliary qubits are flipped:

a[100) + B|011) ® [0)®? — «[10011) + B|01111)
= («]100) 4+ 5]011)) [11). (4D
Thirdly, when the first and second qubits are different, but the
first and third qubits are identical, as in the case of error vector
IXI, only the first auxiliary qubit is flipped.
«|010) + B|101) ® |0>®2 — «|01010) + 8|10110)
= («|010) 4+ 5]|101)) |10). (42)



Finally, when the first and second qubits are identical, but the
first and third qubits are different, as in the case of error vector
ITX, only the second auxiliary qubit is flipped.

a|001) + B]110) ® |0)®? — «|00101) + B|11001)
= (a]001) + B[110)) [01). (43)

Then the auxiliary qubits of Eq. (40) Eq. (43) are measured
in the block M of Fig. 12 to yield the classical syndrome s,
which can take one of the four possible values, i.e. 00, 11,
10 and 01. The syndrome s can then be used for estimating
the error P using the LUT of Fig. 12 seen in Table I
Thereafter, the transmitted codeword is recovered by applying
the recovery operation R of Fig. 12, which aims for correcting
the channel-induced flips based on the estimated error P.
Explicitly, in the context of the 3-qubit bit-flip repetition
code, Pauli-X gates are applied during the recovery process
for counteracting the impact of the estimated channel error
patterns of Table I. Finally, the estimated information word

|1} is retrieved by feeding the recovered codeword |1)) to the
inverse encoder circuit, which is the same as that in Fig. 11,
but operates from right to left, hence mapping the recovered
encoded qubits onto the information qubits. It is pertinent to
mention here that a classical repetition code is systematic in
nature. Consequently, the information bit can be extracted from
the received codeword without invoking an inverse encoding
operation. By contrast, the information qubit of a quantum
repetition code is entangled with auxiliary qubits and hence
cannot be separated without an inverse encoder. For example,
if [1)) = «|000) + $|111), then applying the two CNOT gates
of the inverse encoder of Fig. 11 yields:

@|000) + 3|100) = («|0) + $3|1))|00)
= [¢)|00), (44)

hence separating the information qubit |1/~1> from the auxiliary
qubits |00).

3) Nature of Quantum Errors: Quantum codes correct
quantum bit-flip, phase-flip as well as bit-and-phase-flip errors.

When the classical coded bits (000) or (111) are transmitted,
a 0 may be flipped to a 1 and a 1 may be flipped to a 0.
Consequently, only discrete bit-flip errors are imposed on the
transmitted codewords. By contrast, when a qubit is transmitted
over the depolarizing channel of Section II-C, it may experi-
ence bit-flip, phase-flip as well as bit-and-phase flip errors, as
discussed in Section II. A 3-qubit phase-flip repetition code
may be designed analogous to the bit-flip repetition code,
since phase-flips and bit-flips only differ in their basis of
operation. More specifically, bit-flips flip the computational
basis {|0),|1)}, while phase-flips flip the Hadamard basis
{|4),|—)} defined as:

_ _ o) +11)
_ _ o) —-11)
|-) =H|1) = 7 (45)

1) ml
gy
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Fig. 13: Encoding circuit of 3-qubit phase-flip repetition code,
where the information qubit |¢)) is encoded into [¢)) with the
help of two auxiliary qubits.

where H represents a Hadamard gate acting on a single qubit
and specified by the matrix [3]:

1
H= NG G _11) . (46)

Therefore, a phase-flip (Pauli-Z) switches the Hadamard basis
states as follows:

Zl+) = =),
Z|-) = [+), 7

while a bit-flip (Pauli-X) switches the computational basis, i.e.
we have:

X10) = 1),
X|1) = |0). (48)

Hence, a 3-qubit phase-flip repetition code protects against
single phase-flip errors by replicating the Hadamard basis
states rather than the information qubit as follows:

|0) — |0) = | + ++),
) =0 =|-—). (49)

This can be achieved by using the encoding circuit of Fig. 13,
which entangles two auxiliary qubits with the information
qubit |¢) using CNOT and Hadamard gates. The circuit of
Fig. 11 is similar to that of the bit-flip repetition code. How-
ever, it invokes additional Hadamard gates, which transform
the computational basis to the Hadamard basis. Consequently,
|1} is encoded as:

[¥) ©10)%* = [¢) = a[0) + BIT)
=al+++)+ 6] ———). (50)

Analogous to the 3-qubit bit-flip repetition decoder, the de-
coder of a 3-qubit phase-flip repetition code also uses two
auxiliary qubits for computing the associated 2-bit syndromes.
The first syndrome compares the phase of the first and second
qubits, while the second syndrome compares the phase of
the first and third qubits. This may be achieved using the
decoding circuit of Fig. 14, which is the same as that of the
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Fig. 14: Decoding circuit of 3-qubit phase-flip repetition code.

3-qubit bit-flip repetition code with the additional Hadamard
gates invoked for transforming the Hadamard basis back to
the computational basis. In other words, we may say that
Hadamard gates are used at the input and output of the channel
to transform the phase-flips to bit-flips. Hence, both bit-flip
and phase-flip errors can be corrected by concatenating the
3-qubit phase-flip and bit-flip repetition codes, which actually
constitutes the rate-1/9 Shor code [77] capable of correcting a
single bit-flip, or phase-flip or alternatively a bit-and-phase-flip
error. More specifically, the information qubit is first encoded
in Hadamard basis using the mapping of Eq. (50). The resultant
three coded qubits are then independently encoded using the
bit-flip repetition code of Eq. (35). Hence, the basis states are
mapped onto three 3-qubit blocks as follows:

0) = 7 (J000) + |111)) @ % (J000) + |111))
7 (1000) + [111)),

Hﬁ7ﬂm>mm®%mwwm»
\ﬁ (I000) — J111)). s51)

where the three qubits within a block are the codewords of a
bit-flip repetition code, while the three blocks are the result
of phase-flip repetition encoding. Taking the tensor product in
Eq. (51) yields:

0) = f(|ooooooooo> + |000000111) + |000111000)

+(000111111) + |111000000) + [111000111)
+[111111000) 4 [111111111)),
1

(1000000000) —

= ﬁ
+1000111111) —

+[111111000) —

1) 1000000111) — [000111000)

|111000000) + |111000111)
|111111111)). (52)

Consequently, the encoded state [1)) is equivalent to:

al0) + B[1) = i(a + £)(]000000000) + |000111111)

NG
1
+[111000111) 4 [111111000)) + —— (a —
| )+ | ) ¢g( B)
(1000000111) + [000111000) + |111000000)
+[111111111)), (53)

which may be decoded by concatenating the decoding circuits
of Fig. 12 and Fig. 14. Explicitly, the three 3-qubit blocks of
Eq. (51) are first independently decoded using the 3-qubit bit-
flip repetition decoder of Fig. 12, resulting in three information
qubits, which constitute the received codeword for the 3-
qubit phase-flip repetition decoder. Consequently, the resultant
three qubits are decoded using the 3-qubit phase-flip repetition
decoder of Fig. 14.

Furthermore, as encapsulated in Eq. (22), the received qubit
may be in the superposition of all the possible errors. In
essence, an (n, k) classical code, designed to protect a k-
bit message by encoding it into an n-bit codeword, aims for
restoring one of the 2* valid codewords. By contrast, since
a k-qubit information word is completely described by 2*
continuous-valued complex coefficients, quantum codes have
to restore all the 2¥ complex coefficients [146]. Fortunately,
this continuous search space is reduced to a discrete one upon
the measurement of the auxiliary qubits used for computing
the syndrome. More specifically, although the 2* coefficients
are continuous-valued, some what serendipitously, the entire
continuum of errors can be rectified, if the code is capable of
correcting discrete bit-flip, phase-flip as well as bit-and-phase-
flip errors acting on the constituent qubits. For example, let us
assume that only a single bit-flip error may be inflicted during
transmission. Then the received codeword of a 3-bit repetition
code can be expressed as:

1) = poIIL[ih) + pi XII[Y) + poIXI[4) + psIIX[1), (54)

where pg is the probability of error-free transmission, while
p; is the probability of encountering a bit-flip error on the ith
qubit. The syndrome computation process of Fig. 12 entangles
two auxiliary qubits with |¢) of Eq. (54) as:

) @ [0)E% —po (ITL[P)) [00) + py (XTL[P)) |11)

+ p2 (IXI[4)) [10) + p3 (IIX[¢))) |01),
(55)

which collapses to one of the four superimposed states when
the auxiliary qubits are measured. The resultant state can then
be corrected based on the specific syndrome observed.

V. STABILIZER FORMALISM

The family of Quantum Stabilizer Codes (QSCs) rely on
the same design principles as that of the repetition codes
of Section IV. In particular, QSCs rely on the PCM-based
syndrome decoding of classical linear block codes, hence,
finding the channel-induced error by measuring the auxiliary
syndrome qubits, rather than by observing the received qubits.
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Fig. 15: Schematic of a quantum communication system in-
voking a quantum stabilizer code for error correction [116].

Intuitively, the stabilizer formalism [84], [85] may be inter-
preted as the quantum-domain dual of the classical linear block
coding paradigm. Furthermore, most classical codes exploit
the same basic infrastructure as that of the classical linear
block codes. Consequently, the stabilizer formalism provides
a general theoretical framework for designing the quantum
versions of the known classical codes. In Section V-A, we
provide deeper insights into the duality of QSCs and classical
linear block codes, while in Section V-B, we discuss the
classification of error patterns for both the QSCs as well as
the classical linear block codes.

A. Stabilizer-based Code Design

Fig. 15 shows the system model of a quantum commu-
nication system relying on a QSC. A classical linear block
code C(n, k) encodes k-bit information word x into an n-bit
codeword Z with the aid of (n— k) parity bits 0" " (initialized
to zeros) as follows:

C={z= (:g : 0”*’“) v}, (56)

where V is an invertible encoding matrix of size (n x n).
Similarly, a QSC C[n, k]'! encodes a k-qubit information word
(logical qubits) |¢) into an n-qubit codeword (physical qubits)
|t)) with the help of (n — k) auxiliary qubits (also known as
ancilla), as follows:

C={l) =V(¥) ®[0n-k))}, 57

where V is an n-qubit unitary encoder. Explicitly, the auxiliary
qubits of a QSC are analogous to the classical parity bits.
The encoded qubits |i)) are transmitted over the quantum
depolarizing channel of Section II-C, which imposes an n-
qubit channel error vector P. The erroneous channel output
|1} may then be expressed as:

1) = P[). (58)

Similar to the decoders of the 3-qubit bit-flip and phase-flip
repetition codes of Fig. 12 and Fig. 14, the decoder of a QSC
invokes a 3-step process for correcting the transmission errors,
which includes syndrome processing, error recovery (R) and
the inverse encoder.

Let us now revisit the ‘syndrome processing’ block of
3-qubit bit-flip repetition code from the perspective of the

"'We consistently use round brackets (.) for classical codes, while the
square brackets [.] are used for quantum codes.

stabilizer formalism. Recall from Fig. 12 that we compute the
first syndrome bit by comparing the first and second qubits in
computational basis, while the second syndrome is obtained
by comparing the first and third qubits. This is equivalent to
measuring the eigenvalues'? corresponding to the 3-qubit Pauli
operators g1 = ZZI and go = ZIZ, which are known as
the stabilizer generators. Explicitly, Pauli-Z based stabilizer
generators are used for comparing qubits in computational
basis, because they are capable of detecting errors in the
computational basis, i.e. bit-flip errors. If the qubits, which
are being compared, are identical in computational basis, then
the Pauli-Z based stabilizer generators yield an eigenvalue of
+1, while if they are different, then the eigenvalue is —1. For
example, if the received codeword is a valid one, implying that
both the first and second qubits as well as the first and third
qubits are identical as in Eq. (40), then we have:

91 [[¥)] = ZZ1(a]000) + BI111)) = [¢),
92 [[¥)] = ZIZ (a]000) + B[111)) = [¢). (59)

Hence, the resultant eigenvalue is +1 for both g; as well as
g2, when a legitimate codeword is received. By contrast, if
the corrupted codeword of |[¢)) = [100) + B|011) is received,
implying that both the first and second qubits as well as the
first and third qubits are different as in Eq. (41), then we have:

g1 [14)] = 221 (al100) + Blo11))

—a|100) — £]011) = —|1)),

92 [[9)] = Z1Z (a[100) + plo11))

—al100) = Bl011) = —|¢),  (60)

where both g; as well as g yield an eigenvalue of —1. Recall
from Eq. (36) that the PCM of a classical linear block code
is designed so that it yields an all-zero syndrome vector for
legitimate codewords, while yielding a non-zero syndrome
vector for erroneous codewords, provided the number of
channel-induced errors is within the error correction capability
of the code. Similarly, the stabilizer generators of a QSC
have to be designed, so that they yield an eigenvalue of +1
for legitimate codewords, while resulting in an eigenvalue of
—1 for corrupted codewords. Hence, in duality to the PCM
H, which completely specifies the codes space of a classical
code C, the stabilizer generators define the code space a
QSC. Furthermore, the complete stabilizer group H of a QSC
consists of all the stabilizer generators and their products. For
example, the stabilizer group H of the 3-qubit bit-flip repetition
code consists of the independent generators g; and g2 as well
as the product of g; and go, i.e. IZZ.

The +1 and —1 eigenvalues of Eq. (60) are mapped onto the
classical syndromes 0 and 1, respectively, when the constituent
Z operators are realized using the quantum circuit of Fig. 16,
where the circuit on the left may be deemed more popular,
while the one on the right is the equivalent circuit more suitable

12The eigenvector of a linear transformation T is a non-zero vector v,
which only changes by a scaling factor when T is applied, i.e. T(v) = Av.
The associated scaling factor A is known as the eigenvalue.
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Fig. 16: Quantum circuit of measuring the Z operator acting
on the bottom qubit [3] for bit-flip correction. The top qubit
is the auxiliary qubit used for computing the syndrome. The
circuit on the left is more popular, while the one on the right
is more suitable for implementation.

[¥) = Ply) g1¥) | g2|%) | Syndrome(s) | P
«]000) + B[111) +1 +1 (00) IIT
«|100) + B|011) -1 -1 (11) XII
«|010) + B|101) -1 +1 (10) IXI
«|001) 4+ 3[110) +1 —1 (01) 1IX

TABLE II: Single-qubit bit-flip errors together with the associ-
ated eigenvalues for the 3-qubit bit-flip repetition code having
g1 = ZZ1 and g, = Z17Z.

for implementation [3]. In both circuits of Fig. 16, the top qubit
is the auxiliary qubit used for computing the syndrome, while
the bottom qubit is the coded qubit subjected to the Z operator.
The resultant syndromes are listed in Table II together with
the associated single-qubit bit-flip errors, eigenvalues and the
estimated error pattern P, which may be estimated using the
syndrome decoding approach.

Analogous to the 3-qubit bit-flip repetition code, the code-
word of a 3-qubit phase-flip repetition code is stabilized by the
generators g; = XXI and go = XIX. We may notice here that
while Pauli-Z based stabilizer generators are invoked for bit-
flip detection, Pauli-X based stabilizer generators are invoked
for comparing qubits in the Hadamard basis, because they are
capable of detecting errors in the Hadamard basis, i.e phase-
flip errors. The associated X operators can be implemented
using the circuit of Fig. 17.

Recall from Section IV that Shor’s codewords consist of
three 3-qubit blocks, so that the three qubits within each
block constitute the codeword of a 3-qubit bit-flip repetition
code. Consequently, bit-flips may be detected by independently

Fig. 17: Quantum circuit of measuring the X operator acting
on the bottom qubit [3] for phase-flip correction. The top qubit
is the auxiliary qubit used for computing the syndrome. The
circuit on the left is the more usual conceptual construction,
while the one on the right is more suitable for implementation.

applying the stabilizer generators of the 3-qubit bit-flip repe-
tition code to the three 3-qubit blocks, which is equivalent to
comparing the three qubits within each block. This results in
the following six stabilizer generators:

g1 = ZZIIIIIII,
go = ZIZIIIIII,
g3 = IIIZZIIII,
ga = IIIZIZIII,
g5 = IIITTIZZI,
g6 = IIIIT1ZIZ, (1)

which helps in detecting single bit-flip errors occurring in each
3-qubit block. By contrast, phase-flip errors may be detected by
comparing the blocks using Pauli-X operators. Explicitly, the
phase information of a 3-qubit block is extracted by applying
the XXX operator to the three qubits. For the 9-qubit Shor’s
code, which consists of three 3-qubit blocks, this may be
implemented using the following two stabilizer generators:

g7 = XXXXXXIIL,
gs = XXXIIIXXX, (62)

where g7y compares the phase of the first two blocks, while gg
compares the phase of the first and third blocks.

Based on the above discussions, the 3-step decoding process
of Fig. 15 may be generalized as follows:

1) Syndrome Processing: While the code space C of a
classical linear block code is defined by a PCM H
having (n — k) independent rows, the associated code
space C of a QSC is described by (n — k) independent
n-qubit Pauli operators g;, for 1 < i < (n — k), which
are generally termed as the stabilizer generators (or
stabilizers in short). Explicitly, stabilizers are unique
operators, which do not perturb the state of legiti-
mate codewords, hence yielding an eigenvalue of +1.
Furthermore, stabilizers yield an eigenvalue of —1 for
corrupted codewords, provided the number of channel-
induced errors is within the error correction capability
of the stabilizer code. This is equivalent to the classical
syndrome values of 0 and 1, respectively, which are
the elements of the syndrome vector of Eq. (37).
Alternatively, we may say that resulting eigenvalue
is +1, when the channel-induced error P commutes
with the stabilizer g;, while it is —1, when the error
anti-commutes with g¢;. This can be mathematically
encapsulated as:

ah) — |w>7 giP = Pgi
i) { —|¥), 9P =—Pyi, 63)

where |¢)) = P|i). The resultant eigenvalues can be
mapped onto the classical error syndrome s by invoking
the quantum circuits of Fig. 16 and Fig. 17. Hence, the
set of stabilizers constitute the quantum counterpart of
the classical PCM. However, the stabilizers must exhibit
the additional commutativity property, which states that



the stabilizers must be each other’s commutative pairs.
Explicitly, for a pair of stabilizers g; and g5, we have:

9192|¥) = g1]¥) = [¥), (64)

and similarly:

9291|0) = g2|¥b) = [4h). (65)

Hence, the commutativity criterion naturally arises,
which does not exist in the classical realm. Furthermore,
the associated stabilizer group H, which contains the
(n — k) stabilizers g; as well as all the products of g;,
forms an Abelian subgroup of G,,.
The decoder of Fig. 15 processes the syndrome of
the received sequence [¢) with the aid of the associ-
ated stabilizers, which are implemented using auxiliary
qubits. Analogous to the decoders of the 3-qubit bit-
flip and phase-flip repetition codes seen in Fig. 12 and
Fig. 14, respectively, the auxiliary qubits collapse to
classical syndromes upon measurement, hence mapping
the eigenvalues of +1 and —1 onto the classical bits 0
and 1, respectively. The resultant classical syndrome
bits are then fed to an LUT or to a classical PCM-
based syndrome decoder for estimating the channel
error vector P (discussed further in Section VI).

2) Error Recovery (R): The error recovery block R of

Fig. 15 recovers the potentially error-free codeword [1))
using the estimated error pattern P. Naturally, if the
number of errors exceeds the codes’ error-correction
capability, the recovery process becomes flawed. Hence,
its flawed corrective action actually precipitates more
errors than we originally had.

3) Inverse Encoder: Finally, the inverse encoder of

Fig. 15 maps the recovered codeword |1) onto the esti-
mated transmitted information word [¢). More specif-
ically, while an encoder maps the information words
onto the codewords, an inverse encoder works in the
reverse direction, hence mapping the codewords onto
the information words.

Recall from Eq. (64) and Eq. (65) that the (n — k) stabilizer
generators g; of a QSC always commute with each other.
This implies that the constituent X, Y and Z operations
must be selected so that all the resultant stabilizers commute.
Explicitly, the non-Identity X, Y and Z operators intrinsically
anti-commute with each other. For example, we have:

0 1\ [0 —i i
XY:(I 0><i 0>:<o
while:

0 —i\ (0 1 —i 0 )
YX:(Z. OZ> (1 0>:<OZ Z.):—zz. 67)

This implies that the operators XY and YX anti-commute,
i.e. we have:

fz.) —iZ,  (66)

XY =-YX. (68)
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Similarly, we can readily show that:

YZ =X, 2Y =1 X—=+YZ=-7ZY
ZX =1Y, XZ = —iY - ZX = -XZ. (69)

Owing to this anti-commutative nature of non-Identity Pauli
operators, the stabilizers have to be designed so that there are
only an even number of indices having different non-Identity
operators. For example, the 3-qubit Pauli operators ZZI and
XYZ commute, because they consist of two indices having
different non-Identity operators. By contrast, the operators
ZZ1 and YZI anti-commute, since there is a single index,
which has different non-identity operators.

B. Classification of Error Patterns

Based on the aforementioned discussions, we may conclude
that the stabilizer generators play the same role in quantum
error correction as the classical PCM H in classical error
correction. Explicitly, analogous to the classical PCM, stabi-
lizers yield syndrome bits, which in turn help in estimating
the quantum channel errors. More specifically, the error set
of a classical linear block code C having a PCM H can be
classified as:

1) Detected Error Patterns: These error patterns yield
a non-trivial syndrome, i.e. eH” # 0, which may be
corrected by the code.

2) Undetected Error Patterns: This class of error pat-
terns results in a trivial syndrome, i.e. eHT = 0, which
cannot be detected by the code. More specifically, an
undetected error maps the transmitted codeword onto
another valid codeword. Since the resultant codeword
still lies in the code space C, it does not trigger a non-
zero syndrome. These undetected error patterns result
from the limited minimum distance of the code.

Analogous to the classical detected error patterns, quantum-
domain detected error patterns anti-commute with at least
one of the stabilizer generators, which results in a non-trivial
syndrome. Similarly, the quantum undetected error patterns
commute with all the stabilizer generators, yielding an all-
zero syndrome. This commuting set of error patterns is also
known as the centralizer (or normalizer) of the stabilizer code
having the stabilizer group #, which is denoted as C(H) (or
N(H)). In particular, the centralizer of an [n,k] QSC is a
dual subspace consisting of n-tuple Pauli errors P € G,,
which are orthogonal to all the stabilizers of the stabilizer
group H. Furthermore, since the H is itself an Abelian group
consisting of mutually orthogonal generators, it is contained
in the centralizer, i.e. we have H C N(#). Recall that
the stabilizer generators do not modify the state of valid
codewords. This in turn implies that errors which belong to
the stabilizer group, i.e. we have P € H, do not corrupt
the transmitted codewords and therefore may be classified as
harmless undetected error patterns. This class of errors does
not have any classical counterpart. By contrast, those error
patterns, which lie in the subspace N (#)\ H, are the harmful
undetected errors, which map one valid codeword onto another.
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Fig. 18: Error pattern classification for stabilizer codes.

Hence, as depicted in Fig. 18, quantum error patterns can be
classified as follows:

1) Detected Errors Patterns: These error patterns fall
outside the normalizer subspace, i.e. they satisfy P €
G \ N(H).

2) Harmful Undetected Error Patterns: This class of
error patterns is defined as N(S) \ H.

3) Harmless Undetected Errors Patterns: These error
patterns fall in the stabilizer group .

The class of harmless undetected error patterns makes
quantum codes ‘degenerate’ [126]. More specifically, error
patterns P and P’ = g;P are said to be degenerate, because
they differ only by the elements of the stabilizer group, which
are harmless. Consequently, both P as well as P’ yield the
same output, as shown below:

P'[l¥)] = giPll¢)] = Pail[¥)]. (70)
Since g;[[))] = [¢), we get:
P'll)] = Pll)]. (71)

This in turn implies that degenerate error patterns can be
rectified by the same recovery operation.

Let us consider the error patterns P = IIX and P/ = ¢; P =
ZZX, where g; is the stabilizer of the 3-qubit bit-flip repetition
code defined in Eq. (59). When these error patterns are applied
to the legitimate codeword of Eq. (35), we get:

IIX[a]000) + 8]111)] = a|001) + B[110),  (72)
ZZX[cr|000) + B|111)] = «|001) + B|110).

Hence, P and P’ are degenerate errors, since both error
patterns yield the same corrupted codeword. Furthermore,
degeneracy enhances the achievable capacity, because the
codewords are not corrupted by the harmless undetected error
patterns; hence, the impact of quantum impairments is reduced.
Equivalently, we may say that degeneracy enables a quantum
code to pack more information as compared to the underlying
classical design, because it can operate at a higher coding rate.

VI. QUANTUM-TO-CLASSICAL ISOMORPHISM

Based on the duality of QSCs and classical linear block
codes established in Section V, in this section we present
the isomorphism between these two regimes, which in turn
helps in constructing the quantum-domain versions of the
known classical codes. Explicitly, QSCs may be designed from
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Pauli (F2)? GF(4)
I 00 0
X 01 1
Y 11 w
Z 10 w
Multiplication Bit-wise Addition Addition
Commutativity Symplectic Product | Trace Inner Product

TABLE III: Quantum-to-classical isomorphism.

binary and quaternary classical codes using the quantum-to-
classical mappings of Table III, as detailed in Sections VI-A
and VI-B, respectively. Furthermore, this quantum-to-classical
isomorphism also allows us to use the classical PCM-based
syndrome decoding procedures for decoding QSCs.

A. Pauli-to-Binary Isomorphism

Recall from Section V that stabilizers constitute the coun-
terparts of the classical PCM. Based on this duality, QSCs can
be described using an equivalent binary PCM, which in turn
aids in designing quantum codes from the existing families
of classical codes. More specifically, QSCs can be completely
characterized in the binary formalism by an equivalent binary
PCM H derived from the associated stabilizer generators. The
rows of H correspond to the stabilizers, while the constituent
I, X, Y and Z Pauli operators of the stabilizers are mapped
onto a pair of binary digits as follows:

I—(00), X-—(01), Z-—(10), Y —(11), (73)
where a binary 1 at the first index represents a Z operator,
while a binary 1 at the second index represents an X operator.
The PCM H resulting from the Pauli-to-binary mapping of
Eq. (73) can also be expressed as:

H = (H.[H,), (74)

where H, and H, are (n — k) X n binary matrices corre-
sponding to the Z and X operators, respectively. Let us recall
that the 3-qubit bit-flip repetition code relied on the stabilizers
g1 = ZZ1I and go = ZIZ. Consequently, the associated PCM

H is given by:
(1 1 0]0 0 O
H<101000>’ (75)

where H., is an all-zero matrix, since g; and g» do not contain
any Pauli-X operators. Furthermore, the H, of Eq. (75) is
identical to the PCM H of the classical repetition code given
in Eq. (38), hence both yield identical syndrome patterns in
Table I and Table II. Similarly, the PCM of the 3-qubit phase-
flip repetition code is:

00 0[1 10
H—<000101>’ (76)



TABLE IV: (F2)? Addition.

where we have g1 = XXI and g¢» XIX, while that of

Shor’s code is given in Eq. (77).

ocoOrRrHOOOO
SO OOOO
SO OOoOOO O
H,OOOoOOoOOoOo
H,OOOoOOoOOoO
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Hence, an [n, k] QSC, having (n — k) stabilizers, can be char-
acterized by a binary PCM of size (n — k) x 2n. Furthermore,
the equivalent classical coding rate R. can be determined as
follows:

2n— (n—k)
2n

n+k

2n

1 k

()

1

5 1+ Ro), (78)
where Rq is its quantum coding rate. Based on Eq. (78),
the equivalent classical coding rate of the rate-1/3 quantum
repetition code is 2/3, while that of Shor’s rate-1/9 code is
5/9.

The binary formalism of Eq. (73) transforms the multi-
plication of Pauli operators into the bit-wise addition of the
corresponding binary representation. For example, multiplying
the set of Pauli operators {I,X,Z, Y} with Pauli-X is equiv-
alent to the second column of Table IV, if the Pauli operators
are mapped onto (F3)? according to Eq. (73). Similarly, the
commutative property of stabilizers in the Pauli formalism
implies that the rows of the PCM H must be orthogonal to
each other with respect to symplectic product (also referred
to as a twisted product) in the binary formalism. Explicitly, if
the ith row of H is denoted as H; = (H,,|H,,) following the
notation of Eq. (74), then the commutativity of the stabilizers
g; and g;/ is transformed into the symplectic product of rows
H; and H;/, which is computed as follows:

R, =

H,«H, = (H,,-H,, +H,, -H,)mod 2.  (79)

The resultant symplectic product yields a value of zero, if
the number of different non-Identity operators (X, Y or Z)
in the stabilizers g; and gy is even; hence, satisfying the
commutativity criterion. Furthermore, since all stabilizers must
be commutative, the symplectic product must be zero for all
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Fig. 19: Effective error P corresponding to the n-qubit Pauli
error P.

rows of H, i.e. the PCM H should satisfy:
H.H! + H,H! = 0 mod 2. (80)

This in turn implies that any pair of classical binary codes
having the PCMs H, and H, and satisfying the symplectic
product of Eq. (80) may be used for constructing a valid QSC.

The symplectic product of Eq. (80) may also be exploited
for computing the syndrome of a QSC in the binary domain,
for example during the PCM-based syndrome decoding. More
specifically, the Pauli-to-binary isomorphism of Eq. (73) trans-
forms an n-qubit Pauli error P € G,, into an effective error
vector P of length 2n. Explicitly, analogous to the H of
Eq. (74), the effective error vector P may be expressed as
P = (P,|P,), where P, and P, denote the Pauli-Z and Pauli-
X errors, respectively. More precisely, a 1 at the ¢th index of
P, denotes a Pauli-Z (phase-flip) error on the ¢th qubit, while
a 1 at the ¢th index of P, represents the occurrence of the
Pauli-X (bit-flip) error on the ¢th qubit. Similarly, the Pauli-Y
(bit-and-phase-flip) error on the ¢th qubit yields a 1 at the t¢th
index of P, as well as P,. Finally, the syndrome of a QSC
can be computed in the binary formalism using the symplectic
product and the effective error vector P as follows:

s=HxP" = (H.P] + H,P]') mod 2, (81)

where the H, and H, are used for correcting bit-flip and
phase-flip errors, respectively, as previously discussed in the
context of 3-qubit bit-flip and phase-flip repetition codes. The
resultant syndrome has either a value of O or 1. Thus, the
quantum-domain syndrome processing may be carried out in
the binary domain using the PCM H and the effective error
P. This in turn implies that the quantum decoding process is
equivalent to the syndrome decoding of the equivalent classical
code relying on the PCM H [146]. However, since quantum
codes are degenerate, as discussed in Section V, quantum
decoding aims for estimating the most probable error coset,
while the classical syndrome decoding estimates the most
probable error.

B. Pauli-to-Quaternary Isomorphism

Analogous to the Pauli-to-binary isomorphism, the Pauli-
to-quaternary isomorphism facilitates the design of quantum
codes from the existing classical quaternary codes. Explicitly,
the I, X, Y and Z Pauli operators may be transformed into
the elements of Galois Field GF(4) using the mapping given
below:

I1-0, X—=>1, Z—-w, Y—>uw, (82)



€l € ~ o|+
€€ —~olo
€ gl orlm
—oglglg
o~ € gllg

TABLE V: GF(4) Addition.

TABLE VI: GF(4) Multiplication.

€ € ~ o|X
cocoolo
€ € ~ o
— gl € ol
€ ~ gl o|gl

where 0, 1, w and @ are the elements of GF(4). Furthermore,
the multiplication operation in the Pauli domain is equivalent
to the addition operation in GF(4), while the commutativity
(symplectic product) criterion in the Pauli domain is equivalent
to the trace!® inner product [85] in GF(4). The associated
additive and multiplicative rules of GF(4) are listed in Table V
and Table VI'4, respectively. To elaborate further, multiplying
the Pauli operators {I,X,Z,Y} with Pauli-X is equivalent to
adding the GF(4) element 1 (corresponding to Pauli-X) to each
element of GF(4), as done in the second column of Table V.
On the other han(j, the cpmmutative relationship between two
GF(4) elements A and B may be established with the help of
the trace inner product as follows'”:

Tr(A, B) = Te(A x B) = 0, (83)

where (,) denotes the Hermitian inner product, while B is
the conjugate'¢ of B. Moreover, Tr(0) = Tr(1) = 0, while
Tr(w) = Tr(w) = 1. Explicitly, both the Hermitian inner
product and the trace inner product between the elements of
GF(4) are tabulated in Table VII and Table VIII, respectively.

3The trace operator of GF(4) maps « onto (x + ), where T denotes the
conjugate of = [91].

14The addition and multiplication rules for GF(p), having a prime p, are
the same as the modulo p addition and multiplication, while the rules for
GF(p™), having m > 1, do not follow the conventional rules for modulo
p™ addition and multiplication. For example, the addition of the elements of
GF(4) is equivalent to the bitwise modulo 2 addition of the equivalent 2-bit
patterns. Hence, Table V may be obtained by mapping the 2-bit patterns of
Table IV onto the corresponding GF(4) elements.

I5GF(4) variables are denoted with a”on top, e.g. .

16The conjugate operation of GF(4) is defined as T = 22 [91]. Conse-
quently, conjugation has no impact on the GF(4) elements 0 and 1, while the
elements w and w are swapped upon taking the conjugate.
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TABLE VII: GF(4) Hermitian inner product.
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TABLE VIII: GF(4) trace inner product.

If a QSC is characterized by the classical PCM H in the
quaternary domain, then the commutativity constraint of the
stabilizers g; and g} is transformed into the trace inner product
of the ith and #'th row of H. Explicitly, this may be formulated
as:

I:Ii * I:Ii/ = TI'<I:IZ‘, I:Iz/> =Tr (Z I:Iit X I:Ii’t> = O, (84)
t=1
where I:Ith is the element in the ith row and tth column of H.

Let us now prove the equivalence of Eq. (79) and Eq. (84),
since both these equations correspond to the commutativity
requirement. Given H; = (H,,,H;,) and the mapping of
Eq. (82), H; may be expressed as:

H, =wH,, +H,,. (85)
Substituting Eq. (85) into Eq. (84) yields:

H, «H; = Tr((wH,, + H,,), (WH,, + H,,))
=Tr ((sz +Hg,) (WH., + H,,, ))

=Tr(H. H., +wH, H,, +wH, H., + H, H, )

(86)

Recall that Tr(1) = 0 and Tr(w) = Tr(w) = 1. Therefore,
Eq. (86) reduces to:

H,«Hy = H.H,, +H, H., (87)

which is the same as Eq. (79). Consequently, analogous to
Eq. (81), the syndrome in the quaternary domain is computed

as:
S; = TI‘(§Z‘) =Tr (Z I:Iit X Pt> y (88)
t=1

where s; is the syndrome corresponding to the ith row of H
and P, is the tth element of P, which represents the error
inflicted on the ¢th qubit.

Any arbitrary classical quaternary linear code, which is self-
orthogonal with respect to the trace inner product of Eq. (84),
can be used for constructing a QSC. Since a quaternary
linear code is closed under multiplication by the elements of
GF(4), this condition reduces to satisfying the Hermitian inner
product, rather than the trace inner product [91]. This can be
proved as follows.

Let C be a classical linear code in GF(4) having codewords
w and v. Furthermore, let us assume that:

(u,v) = a+ fw. (89)
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Fig. 20: Syndrome processing block of Fig. 15.

For the sake of satisfying the symplectic product, we must
have:

Tr(u,v) = 0. (90)

Since Tr(w) = 1, Eq. (90) is only valid, when [ is zero
in Eq. (89). Furthermore, since the code C is GF(4)-linear,
Eq. (90) leads to:

Tr({u,wv) = 0, (C2Y)

which in turn implies that o should also be zero in Eq. (89).
Hence, for a classical GF(4)-linear code, the Hermitian inner
product of Eq. (89) must be zero, when the trace inner product
of Eq. (90) is zero.

To conclude, the stabilizers may be mapped onto the equiv-
alent binary or quaternary representations, as summarized in
Table III. These mappings in turn help in designing quantum
codes from the existing classical codes, as discussed further in
the next section. Furthermore, since a QSC can be mapped onto
an equivalent classical binary or quaternary PCM, classical
PCM-based syndrome decoding may be invoked during the
quantum decoding process. More explicitly, the ‘syndrome
processing’ block of Fig. 15 may be expanded, as shown
in Fig. 20. The process begins with the computation of the
syndrome of the received sequence [¢)) using the stabilizer
generators, which collapse to a binary 0 or 1 upon mea-
surement. The binary syndrome sequence s is then fed to a
classical PCM-based syndrome decoder, which operates over
the equivalent classical PCM associated with the QSC for

estimating the equivalent channel error P (or P in quater-
nary domain). The classical PCM-based syndrome decoder of
Fig. 20 is exactly the same decoder, which we would use
for any conventional classical code, with the exception of the
following two differences:

1) In contrast to the syndrome of a classical code, which
is the product of the PCM and the transpose of the
channel error (HPT), the syndrome of a quantum code
is computed using the symplectic product of Eq. (81)
(or the trace inner product of Eq. (88)).

2) The conventional classical decoding aims for estimating
the most probable error, given the observed syndrome,
while quantum decoding aims for estimating the most
probable error coset, which takes into account the de-
generacy of quantum codes, as discussed in Section V.

Finally, the binary-to-Pauli mapping of Eq. (73) (or quaternary-
to-Pauli mapping of Eq. (82)) is invoked for mapping the
estimated binary (or quaternary) error onto the equivalent Pauli
error P.

24

—| Dual-Containing
% Non-Dual-
.s] ..
S Containing
.E Non-CSS H +£H,
g H= (HZ‘HJ)
2]
H.H! + H,H? =0
(N H.H, #0or

H.HT + H,HT #0

Fig. 21: Taxonomy of Stabilizer Codes (CSS: Calderbank-
Shor-Steane, EA: Entanglement-Assisted).

VII. TAXONOMY OF STABILIZER CODES

The quantum-to-classical isomorphism of Section VI pro-
vides a solid theoretical framework for building quantum codes
from the known classical codes, which have already found their
way into commercial applications. Particularly, quantum codes
can be designed from a pair of arbitrary classical binary codes,
if they meet the symplectic criterion, or from arbitrary classical
quaternary codes, if they satisfy the Hermitian inner product.
Continuing further our discussions, in this section we present
the taxonomy of stabilizer codes with the aid of Fig. 21, which
is based on the structure of the underlying equivalent classical
PCM H.

A. Calderbank-Shor-Steane Codes

Calderbank-Shor-Steane (CSS) codes [79]-[81] is a class
of stabilizer codes constructed from a pair of binary classical
codes. Specifically, the family of CSS codes may be defined
as:

An [n, ki — k2] CSS code can be designed from the binary
linear block codes C1(n, k1) and Ca(n, ka), if the code space
of Cy subsumes that of Co (Cy C C1). Furthermore, if both Cy
as well as the dual of Cs, i.e. C3-, exhibit a minimum Hamming
distance of dy,, then the resultant CSS code also exhibits a
minimum distance of d;,; hence, it is capable of concurrently
correcting (dyin — 1) /2 bit-flips as well as (dyi, — 1) /2 phase-
[ips.

Explicitly, analogous to Shor’s code, a CSS code indepen-
dently corrects bit-flip and phase-flip errors. More specifically,
the binary code C; is invoked for correcting bit-flips, while
the code Cj is used for phase-flip correction. Hence, if H/,



and H/, are the PCMs of C; and C’QL, respectively, then the
resultant CSS code has the following PCM:
H, | 0

/
- <}(I)z>, H, = (I;);)’ while H’, and
H/, are (n — k1) x n and k2 X n binary matrices, respectively.
Furthermore, since Cy; C (1, the symplectic condition of
Eq. (80) is reduced to:

where we have H,

Es
H H, =0. 93)

Hence, the process of designing a QSC is reduced to finding a
pair of binary codes whose PCMs conform to the symplectic
criterion of Eq. (93). Since the resultant PCM of Eq. (92) has
(n — k1 + ko) rows, the quantum code encodes (ki — k»)
information qubits into n qubits. Moreover, if we have H, =
H! , then the resultant code is called a dual-containing (or self-
orthogonal) code having HZ/H’ZT = 0, which is equivalent to
C’f C (. Explicitly, in case of dual-containing CSS codes,
Cy(n, k) is the dual code of C;(n,k;). Therefore, we have
ky = (n — k1) and the resultant dual-containing CSS codes
encodes (k1 — ko) = (2k1 —n) qubits into n coded qubits. We
classify the remaining CSS constructions, having H’, # H/,
as non-dual-containing CSS codes.

An [n, k1 — ko] CSS code, relying on the binary codes C
and C3-, is implemented by finding the unique cosets!” of
Cs in C1, so that each of the 2812 superimposed state can
be mapped onto a unique coset of Cy in C;. These unique
cosets are in turn derived by adding (bit-wise modulo-2) each
codeword of C; to the code space of Cy. More specifically, if
x1 € C1 and x5 € Cy, then the normalized addition operation
can be formulated as:

\xl +02> 94)

|{L‘1 + LL‘Q
Ve
Since the cardinality of Cy is |C;| = 2%, while that of Cy
is |Ca| = 2F2, we get |C1]/|C2| = 2¥*~*2 unique cosets of
Cs in Cy. Consequently, each of the 2¥1=%2 (k; — ky)-qubit
orthogonal quantum state can be mapped onto a superposition
of the codewords of the unique coset.

Let us now consider the construction of Steane’s [7,1]
code, which is derived from the dual-containing classical (7, 4)

7Assume Cq1 = (0,1,2,3) with k; = 2 and Cy = (0,2) with k2 = 1,
modulo 4 addition yields following cosets:

0+ C2 =(0,2) = Co,
1+Co=(1,3)=1+Cs,
2+C2 =(2,0) =Cyo,
340 =(3,1)=1+C,

Hence, resulting in two different cosets of C in C ie. (0,2) and (1,3).
Equivalently, we may say that the two unique cosets (0, 2) and (1, 3) of Ca
together constitute the code space of Cf.
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Coset 1 Coset 2
0000000 1111111
0111001 1000110
1011010 0100101
1100011 0011100
1101100 0010011
1010101 0101010
0110110 1001001
0001111 1110000

TABLE IX: Unique cosets of Ci- in Cy.

Hamming code having the PCM:

1101 1 0 0
H:<1011010>. (95)

0111001
The PCM H of Eq. (95) yields HH” = 0, hence lending itself
to constructing a dual-containing CSS code. More specifically,
C} is the (7 4) Hamming code, while C5 is its dual code,
i.e. Cy = Cyi-, having the parameters (7,3). Since HH” = 0,
the code space of (5 is contained in that of C, i.e. we have
Cy C Cy. Furthermore, both C; and C5- = C can correct a
single error. Consequently, a single-error correcting CSS code
can be constructed by finding the unique cosets of Ci- in C}
using Eq. (94). This results in two unique cosets, which are
listed in Table IX. These two cosets together yield the code
space of the (7,4) Hamming code. The two orthogonal states
|0) and |1) of the single qubit information word are hence
encoded as follows:

_ 1
0) = %(|0000000> +10111001) + [1011010) + |1100011)
+ |1101100) + [1010101) + |0110110) + |0001111)),

-1
1) = %(|1111111> +11000110) + [0100101) + [0011100)

+10010011) + [0101010) + [1001001) + |1110000)).
(96)

In other words, |0) and |1) are the equally weighted superpo-
sitions of all the codewords of the two cosets of Table IX.
Furthermore, H/, and H! of the resultant quantum code
space are equivalent to the binary PCM of the Hamming
code (Eq. (95)). Hence, the associated bit-flip and phase-flip
detecting stabilizers of the [7,1] Steane’s code are as follows:

g1 = ZZ1Z711
go = Z1ZZ17Z1
gs = 1ZZZ117Z

g1 = XXIXXII
g5 = XIXXIXI
g6 = IXXXIIX. 97)

We may observe in Eq. (97) as well as in Eq. (92) that
the bit-flip and phase-flip detecting stabilizers (or equivalently
syndromes) of a CSS-type quantum code are independent.
Therefore, bit-flip and phase-flip estimation may be carried
out independently by two separate classical syndrome decoders



using H/, and H/, respectively, as illustrated in Fig. 22.
Furthermore, when the simplified decoder of Fig. 22 is in-

I I
| 1
I
Pauli-Z !
Syndromes | Syndrome P,
i Decoder ;
I
! for H, |
| |
I I
I I
I I
I I
| |
Pauli-X | 3
Syndromes Syndrome : P,
} > Decoder ‘ -
I . I
! for H, !
I I
| |
I I

Fig. 22: Syndrome decoder for CSS-type Quantum Codes.

voked, the performance of CSS codes observed in the face
of the depolarizing channel of Eq. (22) is isomorphic to
their performance over two independent phase-flip and bit-
flip channels, where each has a marginalized depolarizing
probability of 2p/3. Hence, the QBER performance of CSS
codes may be approximated by adding together the BERs of
the constituent binary codes. More explicitly, given that pZ
and p? are the classical BERs for H, and H/,, respectively,
the resultant CSS code exhibits a QBER of:

QBER = p? + p? — pZp? ~ p¥ + pZ, (98)

which is equivalent to 2pZ for a dual-containing CSS code
having H,, = H,.

B. Non-CSS Codes

We observed in the previous section that CSS codes indepen-
dently correct bit-flip and phase-flip errors. This in turn results
in a low coding rate. By contrast, non-CSS stabilizer codes
are capable of exploiting the redundancy more efficiently,
since they jointly correct bit-flip and phase-flip errors. The
PCM of a non-CSS code assumes the general structure of
Eq. (74). Consequently, a pair of binary PCMs conforming
to the symplectic product criterion of Eq. (80) or a classical
quaternary PCM satisfying the trace inner product of Eq. (84)
may be used for designing a non-CSS stabilizer code.

Calderbank, Rains, Shor and Sloane conceived a special
class of non-CSS codes, called Calderbank-Rains-Shor-Sloane
(CRSS) codes, which are constructed from the known classical
quaternary codes as follows [91]:

An [nk] QSC can be designed in the quaternary domain
from a classical self-orthogonal (under the Hermitian inner
product) GF(4)-linear block code C(n,(n — k)/2). Further-
more, if the dual (also called orthogonal) code C*(n,(n +
k)/2) exhibits a minimum Hamming distance of dy,, then
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the resultant non-CSS code also exhibits a minimum dis-
tance of dyin; hence, it is capable of concurrently correcting
(dmin — 1)/2 bit-flips as well as (dyin — 1)/2 phase-flips.

Based on this formalism, the PCM of the resultant CRSS
code is characterized as:

. H,
H= (wﬂ) ) 99)

where H, is the PCM of the dual code C-(n, (n+k)/2). For
example, there exists a classical self-orthogonal GF(4)-linear
code C(5,2), whose dual code C*+(5,3) is a Hamming code
having the PCM H, given by [151]:

v (0 W w w w
HC_(wOwww)'

Consequently, the (5,1) quantum Hamming code can be
constructed as:

(100)

(101)

— o gl o
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Using the Pauli-to-GF(4) mapping of Eq. (82), the PCM H
of Eq. (101) is mapped onto the stabilizer generators listed
below:

g1 =IYZZY
go = YIYZZ
g5 = IXYYX
g1 = XIXYY. (102)

Hence, while a single-error correcting CSS-type code has a
coding rate of 1/7, a single-error correcting non-CSS code
exhibits an improved coding rate of 1/5. The resultant codes
may be decoded by invoking a classical non-binary syndrome
decoder or a binary syndrome decoder operating over the
binary PCM of Eq. (74), which exploit the correlation between
the bit-flip and phase-flip errors, hence facilitating the joint
decoding of bit-flip and phase-flip errors. This in turn provides
enhanced decoding performance, albeit at the cost of an
increased decoding complexity.

C. Entanglement-Assisted Codes

Let us recall that QSCs may be constructed from the
classical binary and quaternary codes only if the constituent
classical codes conform to the symplectic criterion of Eq. (80).
Consequently, while every QSC may have a classical coun-
terpart, we cannot claim that every classical code has a
stabilizer-based quantum version. Furthermore, the stringent
symplectic criterion may result in various design issues, such
as the unavoidable short cycles in QLDPC codes and the
non-recursive nature of non-catastrophic QCCs. For the sake
of overcoming these limitations, the entanglement-assisted
stabilizer formalism of [105], [108] was conceived, which
relies on entangled qubits pre-shared with the receiver over
a noiseless channel. Explicitly, the EA formalism helps in



transforming a set of non-commuting Pauli generators into a
set of commuting generators, which in turn constitute valid
stabilizer codes. Consequently, when the underlying classical
codes do not satisfy the symplectic criterion, the EA formalism
is invoked for making the resultant stabilizers commutative.

Fig. 23 shows the system model of a quantum communi-
cation system relying on an Entanglement-Assisted Quantum
Stabilizer Code (EA-QSC). Explicitly, an [n,k,c] EA-QSC
encodes a k-qubit information word |¢)) into an n-qubit
codeword |1/} with the help of (n — k — ¢) auxiliary qubits in
state |0) and c¢ pre-shared entangled qubits (ebits). Explicitly,
ebits may be created in the Bell state |¢™), expressed as:

|00>TXRX + |11>TXRX

\/5 )
so that the first qubit is retained at the transmitter, while the
associated entangled qubit is sent to the receiver before actual
transmission commences, for example during off-peak hours,
when the channels are under-utilized. The notations T’x and
Rx in Eq. (103) are used to identify the transmitter’s and
receiver’s half of the ebit, respectively. It is generally assumed
that the pre-sharing of ebits takes place over a noiseless
channel. Furthermore, as illustrated in Fig. 23, the transmitter
only utilizes the transmitter’s half of the ebits for encoding
the information word |¢)) into the codeword |¢). Finally, the
encoded information is sent over a noisy quantum channel.
At the receiver, the received noisy codeword [¢)) is combined
with the receiver’s half of the c ebits during the decoding
process. Specifically, the stabilizers of an EA-QSC jointly act
on |¢)) and the receiver’s ebits for computing the syndrome
vector, which is then fed to a classical syndrome decoder for
estimating the error pattern P, as previously shown in Fig. 20.

The rest of the processing at the receiver is identical to that
of the unassisted QSC of Fig. 15.

The Bell state of Eq. (103) has unique properties, which
facilitate the mapping of a set of non-commuting generators
into a set of commuting generators. More explicitly, the 2-qubit
commuting generators X X X7x and ZTxZFx stabilize the
state |¢T), i.e. we have:

[(XTxXTtx 7TxgzRx) -,

(239 (103)

(104)

However, the Pauli operators acting on the individual qubits
anti-commute with each other, i.e. we have:

(X, Z27x] # 0,

[(XFx ZBx] £, (105)

Therefore, if we have a pair of non-commutative generators
X7Tx and Z™*, which only act on the transmitter’s ebit, then
these generators can be transformed into a pair of commuting
generators by appropriately augmenting them with an addi-
tional operator acting on the receiver’s ebit. Explicitly, the
operator acting on the receiver’s ebits is specifically chosen
for ensuring that the resultant 2-qubit generators have an even
number of indices, which have different non-identity operators;
hence, resolving the anti-commutativity of the initial single
qubit operators.
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Let us now construct an EA-QSC from two binary codes
having the PCMs'8:

0100
00 0 0
H. =11 11 o) (106)
01 1 1
and:
1010
110 1
He=11 09 0 1 (107)
1110

The PCMs H, and H, may be concatenated for constructing
a non-CSS code having:

010010710
00001101
H=117 71 0/10 0 1 (108)
01 1 1|1 110

Unfortunately, the PCM of Eq. (108) does not meet the sym-
plectic product criterion of Eq. (80). Furthermore, the PCM H
may be transformed into the following non-commutative Pauli
generators using the Pauli-to-binary mapping of Eq. (73):

X Z X 1
X X I X

Hp = Y 7 7 X (109)
XY Y Z

Explicitly, the first two generators (or rows) of Hg anti-
commute, while all other generators (or rows) commute with
each other. This is because the first two generators have a
single index having different non-Identity operators. In other
words, only the operators acting on the second qubit anti-
commute, while the operators individually acting on all other
qubits commute. For the sake of making the generators of
Eq. (109) commutative, the first two rows of Hg may be
augmented with a pair of anti-commuting operators, as shown

below:
X 7z X 1|2
X X I X|X
Ho=|lv 7z z x|1 | (110)

XY Y Z|1

where the operators to the left of the vertical bar (]) act on
the n-qubit transmitted codewords, while those on the right of
the vertical bar act on the receiver’s half of the ebits. Hence,
only a single ebit is required in this design example.

VIII. DESIGN EXAMPLES

We may conclude from the above discussions that the
stabilizer formalism is a useful framework for exploiting the
known classical coding families. In this section, we extend our
discussions to the two widely used channel coding families,
i.e. the BCH codes (Section VIII-A) and the convolutional
codes (Section VIII-B), emphasizing the duality between their
classical and quantum versions.

18This is an arbitrary, random example only conceived for illustrating the
construction of EA codes from the known classical codes. The associated
classical/quantum code may not have good error correction capabilities.
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Fig. 23: System Model: Quantum communication system relying on an entanglement-assisted quantum stabilizer code

A. Bose-Chaudhuri-Hocquenghem Codes

1) Classical Bose-Chaudhuri-Hocquenghem Codes [134]:
Bose-Chaudhuri-Hocquenghem (BCH) codes are classified as
maximum minimum-distance multiple-error correcting cyclic
block codes. A classical BCH code denoted as BCH(n, k, dpin )
encodes k > (n — mt) information bits into n-bit codewords,
where n = 2™ — 1, so that the resultant code space has
an odd minimum Hamming distance of dn;,, hence it is
capable of correcting ¢t = (dmin — 1)/2 errors. Furthermore,
BCH codes can be both systematic as well as non-systematic.
However, systematic BCH codes are known to outperform
their non-systematic counterparts [134]. This is because they
can exploit their error-detection capability for disabling the
decoding operations, when this would result in correcting
the wrong symbols owing to having more than ¢ errors. In
such instances, the systematic BCH decoder simply retains
the systematic part of the codeword. Unfortunately, the non-
systematic decoder does not have separate information and
parity segments, hence it would correct the wrong symbols,
when it is overloaded by more than ¢ errors. This causes even
more errors after decoding than we had at the channel’s output.

A systematic binary BCH code encodes k information bits
into n coded bits by appending (n — k) parity bits to the
block of k information bits. The parity bits are computed from
the information bits based on the generator polynomial g(x),
which is given by:

n—k, (111)

As detailed in [134], [154], the systematic encoder operates by
first shifting the information polynomial d(x) to the highest
order position of the codeword c(x) by multiplying d(z)
with ("% and then attaching the parity segment to it.
Explicitly, the parity symbols denoted by the polynomial p(z)
are defined according to the generator polynomial g(x), so that
the resulting codeword c¢(z) is a valid codeword. The overall
systematic encoding process may be summarized as:

9(z) = go + 1T + G272 + -+ + Gp_p

c(z) = P d(z) + p(z), (112)
where p(z) is defined as:
N (k) d(x)

for the sake of ensuring that ¢(x) constitutes a valid codeword,
hence yielding a zero-valued remainder upon division by the
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Fig. 24: Schematic of the systematic BCH(n, k, dp;n) encoder.

generator polynomial g(x), i.e. we have:

] 2
s

(n—k)
= Rem z d }—FRem[p(x) =0,
g(x
(114)
since, ()
plz)|

according to Eq. (113). The corresponding polynomial multi-
plications and divisions of Eq. (112) and Eq. (113), respec-
tively, may be carried out by low-complexity shift register
based operations, as exemplified below.

The encoder of a systematic BCH code may be implemented
using shift registers, as depicted in Fig. 24, where ® denotes
the multiplication operation, while & is the modulo-2 addition.
Specifically, the information bits d(z) are encoded into the
coded bits ¢(z) as follows:

1) Switch 1 is closed during the first k£ time instants (or
clock cycles), hence allowing the information bits d(x)
to flow into the (n — k) shift registers according to
the rules defined by the generator polynomial g(z).
Explicitly, the contents of the shift registers after the
kth time instant constitute the parity bits.

2) Concurrently, Switch 2 is in the down position, so that
the k information bits d(x) constitute the first k bits of
c(x).

3) After k time instants, Switch 1 is opened, while Switch
2 is moved to the upper position. This clears the shift
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Fig. 25: Encoder of systematic BCH(15, 11, 3).

Index Input State (rorirars) Output
Bit Binary Decimal Bit
0 - 0000 0 -
1 1 1100 12 1
2 0 0110 6 0
3 0 0011 3 0
4 0 0001 1 0
5 1 1100 12 1
6 1 1010 10 1
7 1 1001 9 1
8 0 0100 4 0
9 0 0010 2 0
10 1 1101 13 1
11 1 1010 10 1
12 - 0101 5 0
13 - 0010 2 1
14 - 0001 1 0
15 0000 0 1

TABLE X: BCH(15,11,3) encoding process for d =
11001110001 (d(z) = 1+ x + 2* + 2° + 25 + 2'°), which
yields the codeword ¢ = 101011001110001 (c(z) = 22 +2* +
25+ 28 + 29 + 210 4 g4,

registers by moving their contents to the output c¢(z).

Let us consider the BCH(15, 11, 3) code having the gener-
ator polynomial':

g= 230ctal
= 10011,

glx) =z + 2+ 1. (116)

The associated encoding circuit of Fig. 25 can be easily derived
from Fig. 24 based on the generator polynomial of Eq. (116).
‘We may observe in Eq. (116) that the coefficients can only have
a value of 1 or 0. Consequently, the multiplier is replaced by a
direct hard-wire connection, if the corresponding coefficient is
1, while no connection is made, when the coefficient is 0. Let
us assume an 11-bit input sequence d = 11001110001, which
may also be represented as d(x) = 1+ +a* +2° + 2% + 210,
The encoding process proceeds as follows:

1) The shift registers are initialized to the all-zero state.
During the first £ = 11 time instances, when the Switch
1 is closed, the input bits flow into the shift registers
of Fig. 25. The resultant states are tabulated in Table X
at each time instant.

19The generator polynomial g(x) is often represented by an octal number,
so that when it is converted to the binary notation, the right-most bit constitutes
the coefficient of 20, i.e. the zero-degree coefficient.

29

Previous State Next State
(T0T17”2T3) (T0T17“27“3)
0000 x---------- - 0000 Input Bit
- 0 -----
’ T 1

\
\
\ \
\
\
\
\
\
\
\\
@

=
22
S

Y

[y

ECTEFIEFICIEIETETETETE
=
g

Fig. 26: State transition diagram for BCH(15, 11, 3).

2) Furthermore, since Switch 2 is downward position for
the first £k = 11 time instances, the coded bits of ¢(x)
are the same as the information bits d(z).

3) Thereafter, since Switch 1 is opened and Switch 2 is
moved to the upper position, the values within the shift
registers represent the coded bits, as demonstrated in
Table X. Eventually, the shift registers are returned to
the initial all-zero state.

Equivalently, the encoding process of Table X may also be
represented by using the state transition diagram of Fig. 26,
which shows all possible transitions for the BCH encoder of
Fig. 25. In its conceptually simplest form, the decoding relies
on a simple decoding table, which has a total of 2!° = 32768
entries and 2'! = 2048 legitimate codewords. Since this code
has dnin = 3, the received corrupted codeword is readily
corrected in case of a single error, but the wrong legitimate
codeword is selected in case of two errors. The state transition
diagram of Fig. 26 also facilitates trellis decoding [62] of
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Fig. 27: Coding gain versus coding rate for various families
of BCH codes at a BER of 10~% over AWGN channel [134].
Berlekamp-Massey algorithm was invoked for decoding.

BCH codes. However, the number of trellis states increases
exponentially with (n—Fk), since the trellis has a total of 2(*—%)
states. As an alternative strategy, the Berlekamp-Massey algo-
rithm [53]-[56] and Chase algorithm [60] are widely used for
efficiently decoding BCH codes. Fig. 27 portrays the coding
gain versus coding rate trend at a BER of 10~ for different-
rate BCH codes relying on the same codeword length, i.e.
for n = (15,31,63,127). We may observe in Fig. 27 that
the coding gain increases upon increasing the coding rate
(or equivalently increasing k) until it reaches the maximum
value. More specifically, the maximum coding gain is typically
achieved when the coding rate is between 0.5 and 0.6.

2) Quantum Bose-Chaudhuri-Hocquenghem Codes: Quan-
tum BCH codes [89]-[94] can be derived from the classical
dual-containing binary BCH codes as well as self-orthogonal
quaternary BCH codes. In this section, we will detail the
construction of a dual-containing BCH code, based on our
discussions of Section VII-A.

Let us recall from Section VII-A that if C' is the classical
code specified by the PCM H and having the dual code C+,
whose code space is subsumed by that of C' (C+ C C), then
the resultant [n, k'] dual-containing CSS code, having k' =
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(2k—n), maps each of the 2% superimposed states of a k’-qubit
information word onto a unique coset of the dual code C* in
the code space of C. The cosets of C in C' may be obtained
by adding a legitimate codeword of C' to all the codewords
of C+, as previously shown in Eq. (94). However, only those
codewords of C' generate a unique coset of C-, which do not
differ by an element of C*. Explicitly, the codewords z; and
x, of C are said to differ by an element of C L if their bit-wise
modulo-2 addition yields a codeword of Ctie. 11 +a) = xo,
where x5 € C*. Consequently, such codewords of C' yield the
same coset of C-.

Let us elaborate on this by constructing the single-error cor-
recting QBCH[15, 7] code from the dual-containing classical
BCH(15,11) code of Fig. 25, whose PCM is:

H =

10001111010T1100

01000111 1010T1T10

0010007171 1101011

0001111010110 01
(117)

The encoder of QBCH[15, 7] may be derived using the method
conceived by Mackay et al. in [146], which proceeds as
follows:

1) The classical dual-containing PCM H is first trans-
formed into the matrix H = [I(,,_)|P] using elemen-
tary row operations as well as column permutations.
Explicitly, the elementary row operations include row
permutations and addition of one row to the other. Since
H is an (n — k) x n matrix, the resultant matrix I,y
has dimensions (n — k) x (n — k), while P is an
(n—k) x k binary matrix. For the PCM H of Eq. (117),
we have H = H.

2) As a next step, apply row operations to P so that it is
reduced to P = [I(,,_y), Q], where Q is an (n—Fk) x &’
binary matrix. Therefore, we get

10001 111010

p_[0 10001 11101

=loo10[001 1110

000 1[1 110101
(118)

3) The associated encoder may be implemented in two
steps, as shown in Fig. 28. In the first step, the matrix
Q acts on the second block of (n—k) = 4 auxiliary (or
parity) qubits controlled by the last ¥’ = (2k — n) =
7 information qubits, which constitute the information
word. More explicitly, a Controlled NOT (CNOT) gate
acts on the ith qubit of the second block of (n — k)
qubits, which is controlled by the jth information qubit,
if Q;; = 1. This may be formulated as follows

0)2 R0} Bg) 5 0201 |Qq)lg).  (119)

The resultant states constitute the set of codewords in C,
which do not differ by any element of C* and therefore
are capable of generating unique cosets of Ct.
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Fig. 28: Encoder of QBCHJ[15, 7] [155].

TABLE XI: Stabilizers of the QBCH[15, 7].

Stabilizer

g1 | ZINIZZZZIZ1ZZIT
g2 1ZI11ZZZZ1Z1ZZ1

gs 11ZI11ZZZZ1Z1ZZ

ga 111ZZZZ1Z1ZZ11Z

gs XITIXXXXIXIXXII
ge IXITIX XX XIXIXXI
g7 IIXITIXXXXIXIXX
gs INIXXXXIXIXXIIX

4) The second stage adds the codewords of Ct to the
codewords of C generated in the previous step. More
specifically, the second stage on its own generates the
code space of C* according to the PCM H. For a
classical code C, the first (n—Fk) bits are the systematic
information bits, which can have either the value of
0 or 1. Consequently, the first (n — k) = 4 auxiliary
qubits undergo a Hadamard transformation for the sake
of generating the complete code space of the classical
code C*. Finally, the matrix P acts on the last k qubits
controlled by the first (n — k) qubits, hence generating
the code space of C*. More explicitly, a CNOT gate
acts on the jth qubit, which is controlled by the ith
qubit, if Pj; = 1.

The stabilizers of the QBCH[15,7] code are constructed
using the PCM of Eq. (117) by replacing the 1’s with Z (or
X)), while the 0’s are replaced with I. The resultant stabilizer
generators are listed in Table XI. Furthermore, due to the cyclic
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nature of BCH codes, both the encoder of Fig. 28 as well
as the stabilizer generators of Table XI can be implemented
using quantum shift registers?®, which in turn makes the
QBCH codes suitable for systems having cyclic symmetries,
for example circular ion traps [156]. The binary syndrome
values obtained by applying the stabilizers of Table XI are then
fed to a classical Berlekamp-Massey decoder, which estimates
the most likely error.

B. Convolutional Codes

1) Classical Convolutional Codes: Recall that an (n, k)
block code encodes each block of & information bits indepen-
dently into n coded bits. By contrast, an (n,k, m) convolu-
tional code exemplified in Fig. 29 encodes the entire informa-
tion sequence into a single coded sequence. More specifically,
each k-bit input is encoded into n bits, so that the encoded
output at each time instant also depends on the k& information
bits received in the m previous time instances. The resultant
convolutional code has a memory of m, or equivalently a
constraint length of (m + 1), which is implemented using
linear shift registers. Furthermore, the code is specified by n
generator polynomials, which define the topology of modulo-2
gates for generating the required coded sequence. Explicitly,
generator polynomials define the connectivity between the
current and m previous input sequences, which in turn ensures
that the encoded sequence is a legitimate coded sequence.

Let us consider the systematic (2,1,2) convolutional code
of Fig. 29, which is specified by the following generator
polynomials:

go(z) =1

g(z) =1+ 2+ 22 (120)

The generator polynomials may also be expressed as a binary
vector, where each bit signifies the presence or absence of
a link. Consequently, the generator polynomials of Eq. (120)
may also be expressed as:

go = (100)
g1 = (111),

which are seen in Fig. 29. We may observe in Eq. (121) that gg
has a single non-zero entry. This is because of the systematic
nature of the code. By contrast, a non-systematic convolutional
code would have more than one non-zero term. Consequently,
the polynomial gg of a non-systematic code would impose
more constraints on the encoded sequence, hence resulting in
a more powerful code.

Let us consider a 10-bit input sequence d = 0011011000,
which may also be represented as d(z) = 2% + 2% + 25 + 25.
This input sequence is encoded into a 20-bit coded sequence
using the encoder of Fig. 29. The associated encoding process
is illustrated in Table XII. More explicitly, the shift register
is initialized to the all-zero state. With each clock cycle, the
state of register r(y is updated with the incoming information

(121)

20Please note that implementation of quantum circuits is beyond the scope
of this paper.
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Fig. 29: Schematic of the systematic (2,1,2) convolutional
encoder.

Index | Input State (ror1) Output
Bit Binary | Decimal | Bits

0 - 00 0 -

1 0 00 0 00
2 0 00 0 00
3 0 00 0 00
4 1 10 0 11
5 1 11 2 10
6 0 01 3 00
7 1 10 1 10
8 1 11 2 10
9 0 01 3 00
10 0 00 1 01

TABLE XII: Systematic (2,1, 2) convolutional code encoding
process for d = 0011011000 (d(z) = 2%+ +x°+25), which
yields the codeword ¢ = 01001010001011000000 (c¢(x) = z+
4 26 10 4 12 4 g13y,

bit, while its previous value is shifted to the next register 7.
Furthermore, the incoming information bit d; constitutes the
systematic part of the coded bit ¢, while the output of the
modulo-2 adder of Fig. 29 constitutes the parity part.

Analogous to BCH codes, the encoding operation of a
convolution code may also be characterized using a state
transition diagram, as demonstrated in Fig. 30 for the (2, 1,2)
convolutional code of Fig. 29. Consequently, convolutional
codes invoke trellis decoding techniques, for example the
Viterbi [59] or MAP [61] algorithm, whose decoding com-
plexity is proportional to the number of trellis states 2™.

2) Quantum Convolutional Codes: Quantum Convolutional
Codes (QCCs) may be designed from the classical convolu-
tional codes by exploiting their semi-infinite block nature. Ex-
plicitly, convolutional codes may be represented as linear block
codes having a semi-infinite length [157]. This equivalence in
turn helps in constructing the stabilizer based counterparts of
the known classical codes.

Let us first elaborate on the semi-infinite block structure of
convolutional codes using a (2,1,m) classical convolutional
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Previous State Next State
(ror1) (ror1)
Input Bit
0 -----
1 —

Fig. 30: State transition diagram for systematic (2,1,2) con-
volutional code. Broken lines indicate legitimate transitions
due to a O-valued input, while continuous lines represent a
1-valued input. Furthermore, transitions are labeled with the
coded bits (cocy).

code having the generators:

g0=(9"9s" ...a4™)
g1

— (g0 glmy.

9 9 -0 (122)

In essence, the generator polynomials gy and g; describe the
encoder’s impulse response functions, which are convolved
with the input sequence [d = (dpdids...)] to yield the

encoded bit sequences [cp = (céo)cél)c(()g)...)] and [ =
(cgo)cgl)cf) ...)], respectively. This encoding process can be

mathematically encapsulated as:

co=d®go
ca=d®g, (123)

where ® represents discrete convolution (modulo 2). The
convolution process of Eq. (123) may also be expressed as:

J J 7

(124)
where j = 0,1, 1 > 0 and w;_; 2 0 for all [ < 4. Finally, the
pair of encoded sequences cy and c; are multiplexed, yielding
a single encoded sequence c as follows:

Cy) = Zdlfigj(-i) = dlg](-o) tdiagM 4+ dimgt™
i=0

(e e el ). (125

C =

The encoding process of Eq. (124) can also be represented in
matrix notation as follows:

c=dG, (126)



where the generator matrix G is constructed as follows?!:
0 1
e
m
901 Y01 -+ Y

0 1 (127)
9(()1) 9(()1)

|

and g\ 2 (g((f) g@). The resultant matrix G of Eq. (127) has
a semi-infinite length, since the input sequence d may have an
arbitrary length. Furthermore, we may observe that the ith row
of G is obtained by shifting the (¢ — 1)th row to the right by
(n = 2) places. When d is truncated to have a finite length of
N, then the matrix G of Eq. (127) is of size (N x 2(m+ N)).
For a more general convolutional code, having the parameters
(n,k,m), the generator matrix G can be expressed as:

cO g . agm
GO ag® L G(m)
G = g0 g Gm |,
(128)
where GO is defined as:
1 l l
hr G G
a® 92.,1 922 - 92,7?—1 (129)
1 1 0
gl(c,)l gl(c)Q cee gl(c,)nfl

The PCM H of a convolutional code can also be expressed
as a semi-infinite matrix similar to the generator matrix G of
Eq. (128), as shown below:

H©)
HD H(©)
H® HD H(©
H-= : : :
H(m) HOm-1)  Hm—2) L H(©)
Hm™)  Hm-1) Hm-2) H©)
(130)

where H(®) is a submatrix of size an ((n — k) x n). The
PCM H of Eq. (130) exhibits a block-band structure, which
is also illustrated in Fig. 31. More specifically, if each row
of submatrices (H"™H™-DHM=2)  HO) is viewed as
a single block, then H has a block-band structure, so that
each block is a time-shifted version of the previous block and
the successive blocks have m overlapping submatrices. This
block-band structure, which appears after the first m blocks,

may be expressed as:
hji =107 ho,], 1<i<(n—k), 0<5, (13D

where ¢ denotes the row index within a block, while j is for
the block index. Furthermore, 07*"™ is an all-zero row-vector

21Zeros indicate blank spaces in the matrix.
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Fig. 31: Semi-infinite classical PCM H having a block-band
structure.

of size (j x n). In duality to Eq. (131), the stabilizer group H
of an [n, k,m] QCC may be formulated as [149]:

H=sp{g;i =1%"®g0,:}, 1<i<(n—k), 0<j, (132)

where sp denotes a symplectic group.

Let us now design a CSS-type rate-1/3 QCC [150], [151]
from a classical self-dual rate-2/3 binary convolution code
having the PCM:

1
H- ( 0
(133)

and a minimum distance of 3. The corresponding X and Z
stabilizers of a CSS-type QCC may be obtained by replacing
the 1’s of Eq. (133) with Pauli X and Z operators, respectively.
Hence, the stabilizers of the resultant [3,1] QCC are:

1 0 0

11
0 01 1 1

go1 = [XXX, XII, XXI],
go.2 = [ZZZ,Z11, ZZ1),

(134)
(135)

which can correct a single error. The associated stabilizer
group ‘H may be constructed using Eq. (132).

Next, we design a non-CSS, or more precisely CRSS, QCC
given by Forney in [150], [151]. It is constructed from the
classical rate-2/3 quaternary convolutional code having the

PCM:
111
H<000 .>,(136)

which is self-orthogonal. The stabilizers of the corresponding
[3,1] QCC may be constructed using Eq. (99). Explicitly, the
stabilizers gg ;, for 1 <4 < 2, are obtained by multiplying the
H of Eq. (136) with the GF(4) elements w and w, and mapping
the resultant GF(4) elements onto the Pauli operators. Hence,
the resultant stabilizers are:

1 w w
1 1 1

137)
(138)

90,1 = (XXX, XZY) y
go2 = (ZZZ,7ZYX).



Analogous to other stabilizer codes, the binary syndrome
values obtained using the stabilizers of a QCC are fed to a
classical syndrome decoder. However, classical convolutional
codes generally employ either the Viterbi [59] or the MAP [61]
decoding algorithm operating over a code trellis for the sake of
estimating the most likely codeword. By contrast, QCCs invoke
the syndrome-based error trellis [158]-[162] for estimating the
most likely error pattern rather than the most likely codeword.
Explicitly, unlike the classic trellis of a convolutional code seen
in Fig. 30, which is constructed using the encoding circuit,
syndrome-based trellis is constructed using the PCM H of
Eq. (130). Furthermore, the conventional trellis, for example
the one obtained using the state transition diagram of Fig. 30,
is known as a code trellis, because each path of it is a valid
codeword. By contrast, each path of the error trellis is a legiti-
mate error sequence for a given observed syndrome. Therefore,
a code trellis is used for codeword decoding, while an error
trellis is used for syndrome decoding. However, both trellis
representations are equivalent, since every path in the error
trellis corresponds to a path in the code trellis. Furthermore, a
degenerate Viterbi decoding algorithm was also conceived for
QCCs in [126], which takes into account degenerate quantum
errors, hence improving the decoding process.

IX. CONCLUSIONS & DESIGN GUIDELINES

QECCs are essential for rectifying the undesirable pertur-
bations resulting from quantum decoherence. Unfortunately,
the well-developed classical coding theory, which has evolved
over seven decades, cannot be directly applied to the quantum
regime. Explicitly, unlike a classical bit, a qubit cannot be
copied and it collapses to a classical bit upon measurement.
Furthermore, while bit flips are the only type of errors experi-
enced during transmission over a classical channel, a quantum
channel may inflict both bit-flips as well as phase-flips. There-
fore, it is not feasible to directly map classical codes onto
their quantum counterparts. Nevertheless, quantum codes may
be designed from the existing classical codes by exploiting
the subtle similarities between these two coding regimes. In
particular, as detailed in Section II, quantum decoherence may
be modeled using the quantum depolarizing channel, which is
deemed equivalent to a pair of binary symmetric channels, or
more specifically to a classical 4-ary channel. This similarity
has helped researchers to develop the quantum versions of
the known classical codes, as evident from our survey of
Section III. For the sake of providing deeper insights into the
transition from classical to quantum coding theory, we started
our discussions in Section IV with a simple repetition code,
which brought forth three fundamental design principles:

e The copying operation of classical codes is equivalent
to quantum entanglement;

e Measurement of a qubit may be circumvented by invok-
ing the classical syndrome decoding techniques;

e Phase-flips may be corrected by using the Hadamard
basis.

Based on these design principles, we detailed the stabilizer
formalism in Section V, which is in essence the quantum-

34

domain counterpart of classical linear block codes. Since
most of the classical codes rely on the basic construction
of linear block codes, the stabilizer formalism has helped
researchers to build on most of the known families of classical
codes. In Section VI, we detailed the equivalence between
the quantum and classical parity check matrices, focusing
specifically on the Pauli-to-binary isomorphism as well as
on the Pauli-to-quaternary isomorphism. The Pauli-to-binary
isomorphism helps in designing quantum codes from arbitrary
classical binary codes, if they meet the symplectic product
criterion, while the Pauli-to-quaternary isomorphism allows
us to harness arbitrary classical quaternary codes, if they
satisfy the Hermitian inner product. Furthermore, based on
this isomorphism, we presented the taxonomy of stabilizer
codes in Section VII, namely the dual-containing and non-
dual-containing Calderbank-Shor-Steane (CSS) codes non-
CSS codes and entanglement-assisted codes, which are sum-
marized in Table XIII. Finally, in Section VIII, we applied our
discussions to a pair of popular code families of the classical
world, namely the BCH codes and the convolutional codes, for
designing their quantum counterparts.
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ABSTRACT The tradeoff between the quantum coding rate and the associated error correction capability
is characterized by the quantum coding bounds. The unique solution for this tradeoff does not exist, but
the corresponding lower and the upper bounds can be found in the literature. In this treatise, we survey
the existing quantum coding bounds and provide new insights into the classical to quantum duality for the
sake of deriving new quantum coding bounds. Moreover, we propose an appealingly simple and invertible
analytical approximation, which describes the tradeoff between the quantum coding rate and the minimum
distance of quantum stabilizer codes. For example, for a half-rate quantum stabilizer code having a code
word length of n = 128, the minimum distance is bounded by 11 < d < 22, while our formulation yields a
minimum distance of d = 16 for the above-mentioned code. Ultimately, our contributions can be used for
the characterization of quantum stabilizer codes.
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I. INTRODUCTION

Moore’s Law has remained valid for five decades, but based
on its prediction at the time of writing the classical integrated
circuits are expected to enter the nano-scale domain, where
the laws of quantum mechanics prevail [1], [2]. Quantum
computers potentially offer substantial benefits over clas-
sical computers owing to their inherent parallel processing
capability [3]-[14]. However, quantum computers are sus-
ceptible to the deleterious effect of quantum decoherence.
Hence, quantum error correction codes (QECCs) have been
proposed for correcting the bit-flips and phase-flips imposed
by the decoherence effects. Furthermore, the employment of
QECC in quantum computers is also capable of extending
the coherence time of qubits [15]. The concept of protecting
quantum information is similar to that of its classical coun-
terpart by attaching redundancy to the information, which is
then invoked later for error correction. The quest for finding
the “good” QECCs was inspired by Shor, who introduced
the 9-qubit code, which is often referred to as the Shor’s
code [16]. Shor’s code encodes a single information qubit,
which is also referred to as "’logical qubit™, into nine encoded
qubits or “physical qubits”’. The Shor’s code construction
is capable of protecting the nine physical qubits from any
type of single qubit error. Following the discovery of Shor’s
code, another QECC scheme, namely the Steane’s code, was
proposed [17]. The latter is capable of protecting any single
qubit error by encoding a single logical qubit into seven
physical qubits, instead of nine qubits. The question about
what the minimum number of physical qubits is required
in order to protect the physical qubits from any type of
single qubit error was answered when Laflamme ef al. pro-
posed the 5-qubit quantum code [18]. This 5-qubit code may
be referred to as Laflamme’s code or also shown as the
“perfect code”, since the code construction achieves the
quantum Hamming bound, which is the upper bound of quan-
tum coding rate given the minimum diatance of any QECC
construction [19], [20].

The field of QECCs entered its golden age following the
invention of quantum stabilizer codes (QSCs) [21], [22].
The QSC paradigm allows us to transform the classical
error correction codes into their quantum counterparts. The
QSCs also circumvent the problem of estimating both the
number and the position of quantum-domain errors imposed
by quantum decoherence without observing the actual quan-
tum states, since observing the quantum states would col-
lapse the qubits into classical bits. This extremely beneficial
error estimation was achieved by introducing the syndrome-
measurement based approach [21], [22]. In classical error
correction codes, the syndrome-measurement based approach
has been widely exploited for invoking the error detection and
correction procedure. Therefore, the formulation of QSCs
expanded the search space of good QECCs to a broader
horizon. This new paradigm of incorporating the classical to
quantum isomorphisms, led to the transformation of classical
codes to their quantum domain duals, such as Quantum
Bose-Chaudhuri-Hocquenghem (QBCH) codes [23], [24],
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Quantum Reed-Solomon (QRS) codes [25], Quantum
Reed-Muller (QRM) codes [26], Quantum Convolu-
tional Codes (QCC) [27], [28], Quantum Low-Density
Parity-Check (QLDPC) codes [29], Quantum Turbo
Codes (QTC) [30] and Quantum Polar Codes (QPC) [31].
Apart from exploiting the above isomorphism, there are
also significant contributions on directly developing code
constructions solely based on the pure quantum topol-
ogy and homology, as exemplified by the family of toric
codes [32]-[34], surface codes [35], [36], colour codes [37],
cubic codes [38], hyperbolic surface codes [39], [40], hyper-
bolic color codes [41], hypergraph product codes [42]—[44]
and homological product codes [45]. A timeline that portrays
the milestones of QSCs, at a glance is depicted in Fig. 1.
Although the QSC formulation creates an important class of
QECCs, we note that there are also other classes of QECCs
beside the QSCs, such as the class of decoherence-free
subspace (DFS) codes. DFS codes can be viewed as passive
QECCs, while the QSCs are a specific example of the active
ones. To elaborate a little further, DFS codes constitute a
highly degenerate class of QECCs, which rely on the fact that
the error patterns may preserve the state of physical qubits
and therefore they do not neccessarily require a recovery
procedure [46]. Due to their strong reliance on the degeneracy
property exhibited by QECCs without a classical counterpart,
the class of DFS codes bears no resemblance to any classical
error correction codes. Therefore, in this treatise we focus our
discussions purely on QSCs, which exhibit strong analogies
with classical error correction codes.

Even though intensive research efforts have been invested
in exploring the QSCs field, one of the mysteries still remains
unresolved. Since the development of the first QSC, one of
the open problems has been how to determine the realistically
achievable size of the codebook |C| = 2, given the number
of physical qubits n, the minimum distance of d, and the
quantum coding rate of r9 = k/n, where k denotes
the number of logical qubits. The minimum distance d is the
parameter that defines the error correction capability of the
corresponding code. The complete formulation of the realis-
tically achievable minimum distance d, given the number of
physical qubits z and the quantum coding rate rg is unknown
at the time of writing, but several theoretical lower and upper
bounds can be found in the literature. Naturally, finding code
constructions associated with growing minimum distances
upon reducing the coding rate is desirable, since an increased
minimum distance improves the reliability of quantum
computation [60]-[64]. From the implementational perspec-
tive, the so-called quantum topological codes are popular in
the field of fault-tolerant quantum computing. Nonetheless,
one of the substantial drawbacks of quantum topological
codes is their potentially very low quantum coding rate, tends
towards zero for long codewords. Another class suitable for
fault-tolerant QSCs is constituted by the family of QLDPC
codes, which is a benefit of their sparse parity check matri-
ces (PCMs), since the sparseness of the PCM guarantees
having a limited error propagation of the qubits within a
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Shor Code, non dual-containing CSS [16]. The pioneering work on QECC, which introduced 9-qubit code in order to

1995 +— protect a single qubit.

1996 Steane Code, dual-containing CSS [17]. A 7-qubit code was proposed to protect a single qubit.

1997 Laflamme Code, non-CSS [18]. The “perfect” 5-qubit code protecting a single qubit.

The general formulation of QSCs was proposed, which is the general concept of syndrome-based QECC [21]. An
independent framework of transforming classical error correction codes onto QECCs also proposed in [47] and later
the extended version was presented in [22].

1998

Toric Codes, non dual-containing CSS [32], [33]. The first class of QSC based on topological order, where the qubits
are arranged on a torus. They are fault-tolerant and have a growing minimum distance with codeword length.

1999

Surface Codes, non dual-containing CSS [35]. They constitute an extension of toric codes, where the qubits can be
arranged on a surface.

Quantum GF(4) Codes, non-CSS [22]. A wide range of non-CSS QSCs was derived from classical error correction
codes based on the GF(4).

2002 Quantum BCH Codes, dual-containing CSS [23]. Inspired by classical BCH codes.

2003 Quantum Reed-Solomon Codes, dual-containing CSS [25]. Inspired by classical Reed-Solomon codes.

2004 Quantum Reed-Muller Codes [26], non-CSS. Inspired by classical Reed-Muller codes.

The notion of entanglement-assisted QECC was proposed to circumventing the symplectic criterion when transforming
the classical codes into their quantum counterparts [48], [49].

Quantum Convolutional Codes, non-CSS [28] and EA [50]. QECC inspired by classical trellis-based error correction

2006 codes.

Quantum LDPC Codes, CSS [29], [51], non-CSS [52], [53] and EA [54]. The quantum version of error correction
based on sparse graph codes. A comprehensive survey of various QLDPC codes can be found in [55].

Colour Codes, dual-containing CSS [37]. A class of quantum topological codes whose stabilizer formalism is defined
by three-coloured surface-tile.

Quantum Turbo Codes, non-CSS [30] and EA [56], [57]. A QECC scheme utilizing the serial concatenation of

2009 quantum convolutional codes. For further insights on the class of QTC, we refer to [58].

Hyperbolic Surface Codes, non dual-containing CSS [39], [40]. A class of surface codes based on Cayley graphs and
having high coding rates, where the minimum distance grows slowly the with codeword length.

Hypergraph Product Codes, CSS [42]-[44]. A class of topology-inspired QLDPC codes exhibiting a high minimum
distance.

Quantum Polar Codes, CSS [31] and EA [59]. Inspired by the construction of classical polar codes.

Nl

2012

Hyperbolic Colour Codes, dual-containing CSS [41]. A class of colour codes having high coding rates whose

2013 minimum distance grows slowly with codeword length.

Homological Product Codes, CSS [45]. The fastest growing minimum distance of topology-inspired QLDPC codes
| _— known at the time of writing.

Y

2014 —

<

FIGURE 1. Timeline of important milestones in QECC field, specifically in the development of QSCs. The code construction is highlighted with bold fonts,
while the associated code type is printed in italics.

codeword. Although the QLDPC codes are capable of achiev- between the quantum coding rate and the minimum distance
ing a good performance at an adequate coding rate, they as well as the codeword length is widely recognized, but the
actually have a modest minimum distance [29]. The trade-off achievable minimum distance d of a quantum code given the
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quantum coding rate rg and codeword length 7 still remained
unresolved. For example, for a given codeword length of
n = 128 and quantum coding rate of 9 = 1/2, the achievable
minimum distance is losely bounded by 11 < d < 22,
while for n = 1024 and rg9 = 1/2, the achievable minimum
distance is bounded by 78 < d < 157. Naturally, having such
a wide range of minimum distance is undesirable. For binary
classical codes, this problem has been circumvented by the
closed-form approximation proposed by Akhtman et al. [65].

The challenge of creating the quantum counterpart of
error correction codes lies in the fact that QSC constructions
have to mitigate not only bit-flip errors, but also phase-
flip errors or in fact both bit-flip and phase-flip errors.
Based on how we mitigate those different types of errors,
we can simply categorize QSCs as being in the class of
Calderbank-Shor-Steane (CSS) codes [17], [66], [67] or as
being non-CSS codes [22]. The CSS codes handle the qubit
errors by treating the bit-flip errors and phase-flip errors as
separate entities. By contrast, the class of non-CSS codes
treat both bit-flip errors and phase-flip errors simultaneously.
Since the CSS codes treat the bit-flip and phase-flip error
correction procedures separately, in general, they exhibit a
lower coding rate than their non-CSS counterparts having
the same error correction capability. Furthermore, if we also
consider the presence of quantum entanglement, we may con-
ceive more powerful quantum code constructions. To elabo-
rate, the family of entanglement-assisted quantum stabilizer
codes (EA-QSCs) is capable of operating at a higher quan-
tum coding rate than the unassisted QSC constructions
at a given error correction capability, provided that error-
free maximally-entangled qubits have already been pre-
shared [48], [49].

Against this background, our contributions are summa-

rized as follows:

o We provide a survey of the existing quantum coding
bounds found in the literature, along with their relation-
ship to the existing quantum stabilizer code construc-
tions. Moreover, to bridge the gap between the classical
and quantum coding bounds, we provide further insights
into the classical to quantum isomorphism in the context
of the associated coding bound formulations.

o We formulate a simple invertible formulation of r(n, §)
characterizing the relationship between the quantum
coding rate and the associated achievable minimum dis-
tance of quantum stabilizer codes. The resultant closed-
Sform approximation of quantum coding bound is suit-
able both for idealized infinite and practical finite-
length codewords. More specifically, we show that using
our closed-form approximation, we become able to esti-
mate the realistically achievable minimum distance of
quantum stabilizer codes.

o We then derive the bounds for maximally-entangled
quantum stabilizer codes in conjunction with arbitrary
entanglement ratios and relate them to those of unas-
sisted quantum stabilizer codes. More explicitly, for
the entanglement ratio of 6 = 0, we arrive at the
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******************* > GV Bound
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> The Bounds on Entanglement—Assisted Quantum Stabilizer Codes

— Conclusions

FIGURE 2. The structure of the paper.

bounds of unassisted quantum stabilizer codes while for
0 = 1, we generate the quantum coding bounds for their
maximally-entangled counterparts.

The structure of the paper is described in Fig. 2 and the
rest of this paper is organized as follows. In Section II,
we commence with a brief fundamentals background on
quantum states. A review of QSC constructions is presented
in Section III, followed by Section IV, where we illustrate the
Pauli-to-Binary isomorphism in the context of QSCs that are
capable of correcting single qubit errors. By incorporating the
classical to quantum duality, we show how to derive quantum
coding bounds from their classical counterparts and we also
contrast them in Section V. We then proceed with the study
of quantum coding bounds derived both for asymptotical infi-
nite and practical finite-length codewords in Section VI and
Section VII, respectively. We then provide further insights
into the quantum coding bounds of entanglement-assisted
quantum stabilizer codes in Section VIII. Finally, we con-
clude in Section IX.

Il. A BRIEF INTRODUCTION TO QUANTUM
INFORMATION PROCESSING

In classical computation, the information is conveyed by a
binary digit or “bit”’. Each bit has a value of either logical
“0” or “1”. Similarly, in a quantum computer, a single ele-
ment of information is represented by a quantum bit (qubit).
Each of the qubits is in a superposition of the “0” and “1”.
The state of a single qubit can be represented mathematically
as

V) = @0[0) + ai[l), ey
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where we have ag, oy € C and |ag|?>+|a|*> = 1. For a single
qubit in the state of Eq. (1), the probability of obtaining |0)
upon observation is Py = loeo|? and for the state |1), itis P; =
la1|?. Representing the state of a qubit as shown in Eq. (1) is
also known as the Dirac notation or ‘“‘bra-ket” notation [68].
Apart from using the Dirac notation, we may represent the
state of a single qubit as a 2-component vector as follows:

V) = a0l0) +a1|1)

o)
)

Basically, a single qubit system may be viewed as a two-
component vector in the two-dimensional Hilbert space
and correspondingly an N-qubit string lies within the
2N _dimensional Hilbert space. More specifically, for exam-
ple, a two-qubit operand is in a superposition of four states
of 00, 01, 10, and 11 simultaneously, which can be written as

1Y) = a00l00) + 01|01) + x10/10) +a1q[11),  (3)

where the constraints of o, ao1, @10, @11 € C and |oc()0|2 +
lao1 | + |eero|2 + ee11]? = 1 still hold. If the binary represen-
tations of 00, 01, 10 and 11 are translated to their decimal
representations of 0, 1, 2 and 3 respectively, the resultant
N-qubit state can be encapsulated as

2N 1 2N 1
¥)= Y aili) wherea; € C, > s’ =1. (4
i=0 i=0
The Pauli group G; defines the unitary transformation of a
single qubit, which is closed under multiplication. The Pauli
group G is defined as

Gi={eP:Pe{lLX,Y,Z}, e e {£], £i}}, 5)

where I, X, Y and Z are the Pauli matrices, which manipulate
the two-dimensional single qubit state and each of them is
defined as follows:

1 0 0 1
Iz(o 1)’ X=(1 0)’
0 —i 1 0
Y=<i o)’ ZZ(O —1)' ©

In the context of quantum information processing, each Pauli
matrix represents the discrete set of errors that may cor-
rupt a single qubit state. Physically, they represent a bit-flip
error (X), a phase-flip error (Z), as well as a joint bit-flip and
phase-flip error (iIXZ = Y), while Pauli-I represents the iden-
tity operator corresponding to the absence of errors. However,
it is always important to bear in mind that the nature of
quantum decoherence is continuous and it can be modeled as
a linear combination of X, Z, and Y type errors. Fortunately,
due to the effect of stabilizer measurement, we can model the
continuous nature of quantum decoherence with the aid of the
bit-flip (X), phase-flip (Z), as well as a simultaneous bit-flip
and phase flip (Y) errors.

VOLUME 5, 2017

For an N-qubit operator, the general Pauli group G, is
represented by an n-fold tensor product of Gj, as defined
below:

Gn={P1®P - ®PylP; € G1}. @)

The Pauli channel inflicts an error P € G, on an N-qubit
string, where each qubit may independently experience either
a bit-flip error (X), a phase-flip error (Z), or both bit-flip
and phase-flip error (XZ = Y). For instance, let us assume
having a single qubit in the state of |Y) = «p|0) + o1]1).
A Pauli matrix X transforms a single qubit in the state of |i)
into the following state:

v’y = Xly)

_ (o
={ &y
= o1]0) + apl|1). 3)

The transformation by the Pauli matrix Z of a single qubit
state results in a phase-flip, which is defined by

ly') = ZIy)
(1 0 o
- 0 -1/ o1
—( @0
=\ _o

= al0) — a1 |1). 9

By following the same method, we can readily determine the
manipulated state of a single qubit by the Pauli matrix Y
resulting both in a simultaneous bit-flip and phase-flip as
follows:

') = YIy)
(0 i o
o\ 0 /) \a
_ iOl]
—\ =i

= o1 |0) — icr|1), (10

Let us now proceed by applying the unitary transformation
to a multi-qubit state of Eq. 7. For instance, let us assume
a two-qubit operand in the state of Eq. 3, which can be
represented as a 4-element vector as follows:

@00
)y = | % |. (11)

10
o1

For example, the quantum decoherence inflicts the two-qubit
unitary transformation of (X ® I)! upon a two-qubit state,

For the sake of simplifying the notation, a set of Pauli matrices for
defining a multi-qubit unitary transformation usually does not include the
“®” operator. For example, a unitary transformation (X ® Z ® X ® I) act-
ing upon a 4-qubit operand can simply be rewritten as XZXI. In the rest of
the paper, the latter representation is used.

11561



IEEE Access

D. Chandra et al.: Quantum Coding Bounds and a Closed-Form Approximation

which can be described as follows:

l¥) = X®D|y)

@00

-((8 é)@(é )

a1l
1 0 00
_ < 1) o1
N < ) 0 | @
(201
0O 0 1 0 00
10 0 0 1 o1
- 1 0 0 0 10
0 1 0 0 a1l
_ Olu
| @0
Qo1

= 10/00) + r1101) + go[10) + o1 [11). (12)

The final state of Eq. (12) can also be obtained without
expanding the tensor product of the unitary transformation
by flipping the state of the first qubit, since the unitary
transformation of XI means that a bit-flip error occurs on
the first qubit, while the second qubit does not experience
any impairment. More explicitly, due to the unitary transfor-
mation XI, the state of |00) is changed to state of |10). The
same transformation is also applied to the states of |01), |10},
and |11), where they are transformed to the states of |11),
|00), |10), respectively. Hence, the magnitude associated with
the state of |00) is no longer «gp and now it becomes «1g.
Therefore, the magnitudes associated with the states of |01),
[10), and |11) are «11, agg, and a1, respectively.

Since we focus our discussions on the family of QSCs,
the quantum coding bounds can be derived from their classi-
cal counterparts. Even though most of the well-known bounds
on quantum codes are derived on the basis of the classical-to-
quantum isomorphism, the pure quantum code constructions
not relying on the classical-to-quantum isomorphism, but
rather based on topological and homological orders still obey
to these quantum coding bounds, provided that they belong
to the family of non-degenerate quantum codes. To elaborate
a little further, degeneracy is one of the distinctive charac-
teristics of quantum codes, which cannot be found in their
classical counterpart. More explicitly, quantum codes inher-
ently exhibit a degeneracy property implying that different
error patterns of P € G, may yield an identical corrupted
state. For example, let us assume a two-qubit operand in the
following state:

1
= —(J00) +|11)), 13
[¥) ﬁ(l )+ 111)) (13)

and consider two different error patterns, which can be
described as a pair of two-qubit unitary transformations given
by &1 = IZ and & = ZI. The resultant state after the
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error pattern £ is imposed to the two-qubit system can be
described as follows:

V) = 1ZIy)
1 1
1 0 0 O V2 V2
1o -1 0 o0 o|_| o
1o o 1 0 ol | o
0 0 0 -I e b
V2 V2
1
—ﬁ(|00> 1), (14)

while the acts of & upon the state of |y) will result in the
following state:

l¥3) = ZI|y)
1 1
Lo oo oy () (%
10 1 0 0 0 _ 0
— 10 0 -1 0 0 - 0
o0 o )| L] | o
V2 V2
1
= — (]00) — |11)). (15)
V2
Since the error patterns & = IZ and & = ZI yield

an identical corrupted states |1pi) and [), they undoubtly
require an identical recovery procedure. Indeed, exploiting
the degeneracy property may potentially increase the error
correction capability of quantum codes. However, the ques-
tion as to whether there exist degenerate quantum codes
that are capable of operating beyond the quantum Hamming
bound remains unresolved at the time of writing. Therefore,
we limit our discussions in this treatise to the non-degenerate
QSCs, although some research on finding the bounds of
degenerate quantum codes can be found in [19], [69],
and [70].

Ill. A BRIEF REVIEW OF QUANTUM STABILIZER

CODE CONSTRUCTIONS

Let us recall the fact that qubits collapse to classical bits upon
measurement [71]. This prevents us from directly transplant-
ing the classical error correction procedures to the quantum
domain. Inspired by the PCM-based syndrome decoding phi-
losophy, the notion of QSCs was introduced in [21], where the
terminology of quantum stabilizer codes (QSCs) represents
the quantum domain counterpart of syndrome-based classical
error correction codes. Almost at the same time, an inde-
pendent framework of transforming classical error correction
codes to QECCs was proposed in [47] and later the extended
version was presented in [22]. The aforementioned proposals
are similar in terms of their concept and the terminology
of quantum stabilizer codes (QSCs) is widely recognized,
unifying both framewoks. The QSCs formulation allows us
to transform every PCM-based classical error correction code
into its quantum counterpart. Considering that QSCs have
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to handle several different types of errors, namely bit-flip
errors (X), phase-flip errors (Z), as well as both bit-flip and
phase-flip errors (iXZ = Y), the PCM of Cl[n, k1? of QSCs,
in general, can be formulated as

H = (H;|H,). (16)

The stabilizer formalism given in Eq. (16), can be inter-
preted as a pair of binary PCMs H, and H,. However,
a pair of H; and H, only can be translated into quantum
stabilizer codes, if they satisfy the symplectic criterion given
by [211, [22]

HH! + H.H! =0. (17)

The CSS codes constitute a special class of QSCs. More
specifically, the construction of a C[n, ki — k2] CSS code,
which is capable of correcting ¢ qubit errors including the
bit-flip as well as phase-flip errors, can be derived from the
pair of classical linear block codes Cj(ny, k1) and Ca(ny, k)
if C» C Cy, where both C; and the dual pair of C», denoted
by C5-, are capable of correcting  bit errors. For the CSS code
constructions, the PCM H,, is obtained from the PCM of C;
invoked for handling bit-flip errors, while the the PCM H, is
obtained from the dual CzL is used for correcting the phase-flip
errors. Since the phase-flip and bit-flip errors are treated sepa-
rately in quantum CSS code constructions, the corresponding
PCMs for/ stabilizer matrices of H; and H, are given by
H, = <}éz> and H, = <H

X

the binary PCM H is defined as

H| 0

HZ(OZH;C)' (18)
Moreover, since we have C; C (i, the symplectic crite-
rion of Eq. (17) can be reduced to H;H;T = 0. Further-
more, if the construction satisfies H, = H,, the resul-
tant codes are defined as dual-containing quantum CSS
codes, or self-orthogonal quantum CSS codes because
H;H;T = 0, or equivalent to Cf‘ cCy.

Again, the classical code constructions can be readily
transformed into their quantum version provided that they
satisfy the symplectic criterion of Eq. (17). The latter con-
straint prevents us from transplanting some well-known clas-
sical codes into the quantum domain. However, fortunately
this limitation can be relaxed by utilizing the family of
entanglement-assisted quantum stabilizer codes (EA-QSCs)
[48], [49]. The luxury of being able to transform every
type of classsical codes into quantum codes does not come
without cost. Invoking the EA-QSC construction requires
preshared maximally-entangled qubits before encoding

0/ ), respectively. Consequently,

2To avoid ambiguity concerning the classical and quantum coding nota-
tion, the notation C(n, k) will be used to address classical codes and C[n, k]
for quantum codes.

3The dual pair of the linear binary code C1 C ]Fg is defined by a linear
binary code C; = {c; € ]Fg|<cl, ) = 0,¥ep € Cy}, where (c1, c3)
represents the inner product between ¢ and ¢5.

VOLUME 5, 2017

Quantum Stabilizer Codes
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- (H|O H = (H.[H,) H H, # 0 or
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Dual-Containing

H, =H),

Non Dual-Containing

H. /£ H,

FIGURE 3. The classification and characterization of QSCs, where CSS
stands for Calderbank-Shor-Steane and EA for entanglement assisted.

procedure as detailed in [49]. However, the mechanism of
presharing the maximally-entangled qubits allows us to trans-
form a set of non-symplectic QSCs into their symplectic
counterpart. For a crystal clear illustration, the classification
and characterization of the QSCs is summarized in Fig. 3.
For more a detailed history and important milestones of the
QSC:s field, please refer to [55] and [58].

IV. PROTECTING A SINGLE QUBIT: DESIGN EXAMPLES

In Section I, we have already mentioned the three pioneering
contributions on QSCs, which are only capable of handling a
single qubit error, while in Section III, we briefly highlighted
the different types of QSC constructions. In this section,
we will link up both ideas in a more concrete context.

A. CLASSICAL AND QUANTUM 1/3-RATE

REPETITION CODES

Before we delve deeper into the aforementioned QSCs, let us
commence with a simple 1/3-rate classical repetition codes,
which maps a binary digit of “0” or “1” into a vector that
contains three replicas of each binary digit as

0% 0 o 0,

1S 0 1. (19)
In classical codes, the mapping of information words into
codewords may be described using the generator matrix G
as encapsulated below:

y=xxG, (20)

where y denotes the vector of an n-bit codeword, X is the
k-bit original information word and * represents the matrix
multiplication over modulo-2. Hence, the generator matrix G
is a (k x n)-element matrix, which may be decomposed into
a systematic form as

G = ILP), 2

where Iy is a (k x k) identity matrix and Pisa k x (n —
k)-element matrix. The form given in Eq. (21) represents
systematic linear block codes since, the codeword consists
of k-bit information word followed by (n—k) parity bits. Each
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generator matrix G corresponds to an (n — k) X n-element
PCM H, which is defined as

H= (PT|IH) . (22)

The PCM of H is constructed for ensuring that y is a valid
codeword if and only if

yxH' =0. (23)

A received word ¥ may be contaminated by an error vector e
due to the channel impairments, so thaty = y + e. The error
syndrome s is a vector of length (n — k) that is obtained by
following calculation:

s=y+H = (y+e)«xH'
=yxH +exH’
=0+exH'
=exH’. (24)

In simple terms, we have 2 legitimate codewords represent-
ing k information bits, 2" possible received bit patterns of y,
and 2*%) syndromes of s each unambiguously identifying
one of the 2"=K) error patterns, including the error-free
scenario.

Hence, from this brief description of basic classical codes,
the mapping in Eq. (19) can be encapsulated into a generator
matrix G as given below:

G=(1 1 1). (25)

From the generator matrix G given in Eq. (25) and the PCM
formulation given in Eq. (21), we obtain the PCM H for a
1/3-rate classical repetition code encapsulated by

110
H=<1 0 1)’ (26)

where the first row returns the first bit of the two bits
syndrome value and acccordingly the second row evaluates
the second bit. Thus, it can be easily checked by using the
syndrome computation of Eq. (24) that the syndrome value
of (0 0) is obtained if the received word ¥ is equal to the valid
codeword, either (0 0 0) or (1 1 1). The syndrome computa-
tion yields a syndrome vector with (n — k)-element and in
this case for a 1/3-rate classical repetition code, it generates a
synfrome vector with two elements. Therefore, there are four
possible outcomes from the syndrome computation and one
of them indicates the error-free received word, which is the
(0 0) syndrome. Since a 1/3-rate classical repetition code is
considered as a short block code, the syndrome computation
and the associated error pattern is readily checked using a
look-up table, namely Table. 1.

Next, we proceed with with a simple 1/3-rate quantum
repetition code that capable of recovering a bit-flip error. Let
us assume that we have a quantum state |) = oo|0) +1|1).
As the consequence of the No Cloning Theorem of quantum
mechanics, there is no unitary transformation U capable
of mapping an arbitrary quantum state |{) onto a state of
[¥) = |¢)®3. Hence, the code mapping of quantum
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TABLE 1. Syndrome computation and the associated error pattern for a
1/3-rate classical repetition code.

Syndrome (s) | Error Pattern (e) | Index of Corrupted Bit
(00) (000) -
(01) (001) 3
(10) (010) 2
(11) (100) 1

state |0) and |1) by a unitary transformation U is defined
by

10y = 000),
1) — [111). 27)

In a more general scenario, the mapping of k logical qubits to
n physical qubits is encapsulated as follows:

W) ® 100800 L [y = apl0), +ar 1), (28)

where |0)7 denotes the encoded state of the logical qubit
|0), |1); denotes the encoded state of logical qubit |1),
while |0)®"* represents the auxiliary or the redundant
qubits (ancillas), and the superscript of ® (n — k) repre-
sents (n — k)-fold of tensor products. Hence, for 1/3-rate
quantum repetition codes, the state of the logical qubit |¢)
corresponds to the state of the physical qubit |y) as given
by

(@010) + a1]1) ® 0)®2 5 [) = €0[000) + oy [111),
29)

where the |000) defines the encoded logical qubit |0); and
|111) defines the |1)z. Again, it is important to bear in mind
that the state of [/) = a|000) + a1|111) is not equal to
[¥) = |¢)®3. More explicitly, this relationship can also be
expressed as [¥) = «p|000) 4+ or1|111) £ |1)®3. The state
of the physical qubits of the 1/3-rate quantum repetition code
is stabilized, or synonymously ’parity-checked’ by the pair
of stabilizer operators g = ZZI and g, = ZIZ. A valid
codeword or a valid encoded state, which is not affected
by the stabilizer operators g; and gz, has an input state of
|¥) and returns the state of |v/), hence it yields the so-
called eigenvalues of 41, and more explicitly, it is described
below:

g11¥) = a0l000) + a1 |111) = [¥),
).

g2[¥) = @0|000) 4 a1|111) = [¢/) (30)

By contrast, if the stabilizer operators g1 and g are applied
to the corrupted states |IZ ), they both yield eigenvalues that
are not in the all one state. For instance, let us assume
that we received a corrupted state having a bit-flip error
imposed on the first qubit of |v/) yielding |$) = ap|100) +
«1]/011). Then, upon applying the stabilizer operators g; =
771 and g» = ZIZ to the state of |$), it may be read-
ily showed after few steps that we arrive at the following

VOLUME 5, 2017



D. Chandra et al.: Quantum Coding Bounds and a Closed-Form Approximation

IEEE Access

TABLE 2. Single qubit bit-flip errors along with the associated eigenvalues in 1/3-rate quantum repetition where the eigenvalues act similarly with the

syndrome values in classical linear block codes.

‘ Received States (|¢))) ‘ Eigenvalue g1|v) ‘ Eigenvalue gz 1)) ‘ Syndrome (s) ‘ Index of Corrupted Qubit ‘

ap|000) + a1 |111) +1 +1 (0 0) -

ap|001) + a4]110) +1 -1 (01) 3

ap]010) + a1]101) -1 +1 (10) 2

ap|100) + a1]011) -1 -1 (11) 1
eigenvalues: 1/3-rate quantum repetition codes and the associated eigen-
R values are portrayed in Table. 2. However, this specific
gily) construcion is only capable of detecting and correcting a
= ZZX(ap|100) + o1|011)) single bit-flip error imposed by the Pauli channel on the

1 0 O 0 0 0O 0 O 0 physical qubits, but no phase-flips.

0 1 0 0 0 0O 0 O 0 Since the physical qubits may experience not only bit-

0 0 -—1 0 0 0O 0 O 0 flip errors, but also phase-flip errors as well as both bit-flip

0O 0 0 -1 0 0O 0 O o) and phase-flip errors, different mapping is necessitated to
“lo o o0 0 =1 0O 0 O a0 protect the physical qubits from phase-flip error. In order to

O 0 O 0 0 -1 0 0 0 protect the physical qubits from a phase-flip error, we may

0O 0 O 0 0 0 1 0 0 require a different basis but we can still invoke a similar

0O 0 O 0 0 o o0 1 0 approach. To elaborate further, the Hadamard transforma-

0 tion (H) maps the computational basis of {|0), |1)} onto the
0 Hadamard basis of {|+), |—)}, where the state of |+) and |—)
0 are defined as

1

—ag > = —

— = _ _ =_ +) = H|0) = —(|0) 4 |1)), 33

w0 o0|100) — «r1]011) V), (31) [+) |0) ﬁ(l )+ 1) (33)

0 1
|—-) = H|1) = —=(|0) — [1)), (34)
8 V2
R and the unitary Hadamard transformation H, which acts on a
81¥) single qubit state, is given by
= ZI1Z(0p|100) + «1]011)) 1 /1 !

1 0 0 O 0O o0 0 O 0 H=— < ) . (35)

0O -1 0 O 0O 0 0 O 0 V2l !

0 0 1 0 O 0 0 o0 0 A phase-flip error defined over the Hadamard basis of
10 0 0o -1 0 0 0 0 o {|4), |—)} acts similarly to the bit-flip error defined over the
— 10 0 0 0 -1 0 0 0 o computational basis of {|0), |1)}. Hence, for handling of a

0O o0 0 O 0 1 0 o 0 single phase-flip error, the code mapping of 1/3-rate quantum

0O o0 0 O 0O 0 -1 0 0 repetition codes are given by

0O o0 0 O 0O 0 0 1 0

0 10) = [+ ++),

0 1) = [=—=) (36)

0 Hence, the logical qubit of [r) corresponding to the physical
= :Zé = —ap|100) — 1[011) = —[3). (32)  qubits |y) is given by

U p—

0 V) ®10)%* S [¥) =aol +++) + a1l — —=).  (37)

0

0 The state of physical qubits given in Eq. (37) can be stabilized

The resultant eigenvalues of +1 act similarly to the syn-
drome vector of classical codes, where the eigenvalue +1
is associated with the classical syndrome value 0 and the
eigenvalue —1 with the classical syndrome value 1. More
explicitly, the single qubit error patterns imposed on the
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by the operators g1 = XXI and g» = XIX. The detection and
correction of a phase flip error can be carried out in analogy
with the 1/3-rate quantum repetition code for handling the
bit-flip error.

As seen in Eq. (16), the stabilizer operators can be
derived from the classical PCM H by mapping the Pauli
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[4)

0) |

FIGURE 4. The circuit representation of the CNOT unitary transformation.

matrices I, X, Y and Z onto (IFZ)2 as follows:

I- (0 | 0),
X— (0 | 1),
Y (1 | 1),
Z— (1 | 0). (38)

Each row of H is associated with a stabilizer operator g; € H,
where the i-th column of both H; and H,; corresponds to the
i-th qubit and the binary 1 locations represent the Z and X
positions in the PCMs H, and H,, respectively. For instance,
for the 1/3-rate quantum repetition code, which is stabilized
by the operators g1 = ZZI and go = ZIZ, the PCM H is
given as follows:

1 1 00 0 O

Hz(l 0 10 0 0>' 39)
Since the 1/3-rate quantum repetition code in this example
can only correct a bit-flip (X) error, which is stabilized by the
Z operators, the PCM H, contains only zero elements. The
same goes for a 1/3-rate quantum repetition code conceived
for handling a phase-flip (Z) error, which is stabilized by
the operators g1 = XXI and go = XIX. The PCM H
corresponding to this particular QSC is defined as follows:

0O 0 o1 1 O
H_<O 0 01 O l>' (40)
It is clearly shown in Eq. (39) and (40) that the PCM of
a 1/3-rate quantum repetition code is similar to that of the
1/3-rate classical repetition code given in Eq. (26).

In order to encode the logical qubits into physical qubits,
we require the unitary transformation U acting as the quan-
tum encoding circuit. To represent the quantum encoding
circuit, one of the essential components is the controlled-NOT
(CNOT) quantum gate. A CNOT quantum gate manipulates
the state of a two-qubit system and it can be represented by a
unitary transformation as follows:

1 0 0 0
0 1 0 0

CNOT=| " o o (41)
0 0 1 0

The circuit representation of the CNOT quantum gate is
depicted in Fig 4, which manipulates the state of two qubits
and it can be formulated as follows:

CNOT(lag, ar)) = |ao, (a0 @ a1)), (42)
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0)

FIGURE 5. The encoding circuit of the 1/3-rate quantum repetition code
protecting the physical qubits from a bit-flip error.

where the notation of @ represents the modulo-2 addition.
For instance, by using the CNOT representation in Eq. (41),
a logical qubit in the superimposed state of |) = «|0) +
«1]1) and a qubit in the pure state of |0) are manipulated by
the quantum CNOT gate into following state:

CNOT(|¥), |0)) = CNOT(eo|0) + a1]1), |0))
CNOT(r9|00) + a1]10))

1 0 0 0 00
o 1 0 o] |o
10 0 0 1) o
0 0 1 O 0
0]
0
= | o [ =l00) +ailin).  (43)
aq

Similarly, we may also use the CNOT definition given in
Eq. (42) to determine the resultant state as described below:

CNOT(|y), 0)) = CNOT(ao|0) + a1]1), 10))
= CNOT(|00) + or1|10))
= [0, 0 0)) + 1|1, (1 & 0))
= apl00) + aq|11). (44)

In this configuration, the first qubit is referred to as the control
qubit, while the second one is referred to as the target qubit.
The value of the target qubit is flipped if the value of the
control qubit is equal to ““1”’. We can observe that the CNOT
quantum gate behaves similarly to the exclusive OR (XOR)
gate of the classical computer.

For the sake of creating the encoded state of 1/3-rate
quantum repetition code, we require a single logical qubit and
two ancillas prepared in the pure state of |0), as described in
Eq. (29). In the first step, the CNOT unitary transformation
is performed between the logical qubit and the first ancilla,
in which the logical qubit acts as the control qubit and the
ancilla as the target qubit. The same step is repeated during
the second stage between the logical qubit and the second
ancilla, where the second ancilla is also preserved as the target
qubit. Therefore, the encoding circuit of the 1/3-rate quantum
repetition code can be represented as in Fig 5, which was
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[¥) ? H

10) H -

FIGURE 6. The encoding circuit of the 1/3-rate quantum repetition code
protecting the physical qubits from a phase-flip error.

designed for protecting the physical qubits from a single bit-
flip error, as also seen in the mapping given in Eq. (27). For
its 1/3-rate quantum repetition code counterpart protecting
the physical qubits from a phase-flip error, we require the
Hadamard transformation to obtain the mapping given in
Eq. (36). Hence, we can readily create the encoding circuit for
a 1/3-rate quantum repetition code for protecting the physi-
cal qubits from a phase-flip error by placing the Hadamard
transformations after the second stage as portrayed in Fig. 6.

B. SHOR’s 9-QUBIT CODE

Since, we have elaborated briefly on the construction of QSCs
along with the Pauli to binary isomorphism, we may now
proceed with the corresponding examples of different QSC
constructions conceived for protecting the physical qubits
from any type of a single qubit error. Firstly, we start with the
Shor’s code [16]. In order to protect the qubits from any type
of single qubit error, a logical qubit is mapped onto nine phys-
ical qubits. This code may also be viewed as a concatenated
version of two 1/3-rate quantum repetition codes, where the
first stage is dedicated to the protection of the physical qubits
from phase-flip errors, while the second stage is invoked for
handling the bit-flip errors. To elaborate further, at the first
stage of Shor’s code, the state of a logical qubit is encoded by
using the following mapping: |0) — |[++4+),|1) = |———).
At the second stage, we encode each of the states of |+) to the
state of (J000) + |111)) /ﬁ, while the state of |—) is mapped
to the state of (J000) — [111)) / /2. Therefore, the final state
of the encoded logical qubits |0)7 and |1); are encapsulated
as follows:

1 1

0), = 000) 4 [111)) ® —= (|000) + |111
|0} ﬁﬂ )+ 1111)) ﬁ(l )+ 1111))
1
®—— (]000) + |111
ﬁ(| )+ [111))
1
= ——(]000000000) + [000000111) + [000111000
2ﬁ| )+ )+ | )
+1]000111111) + [111000000) + [111000111)
+[111111000) + [111111111)), (45)
1 1
1), = — (|000) — |111)) ® —= (]000) — 111
1973 ﬁﬂ ) —1111)) ﬁﬂ ) —[111))

1
— (1000) —|111
®ﬁ(| ) —[111))
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FIGURE 7. The encoding circuit of Shor’s 9-qubit code.

TABLE 3. The eight stabilizer operators g; to gg of Shor’s 9-qubit code,
which stabilizes a single logical qubit with the aid of eight auxiliary
qubits.

| gi | Stabilizer Operator |

7 ZZITIIII
9 1ZZIIIIII
g II1ZZIIII
9 TITIZZIII
g5 TIIIT1ZZI
96 IIIII1ZZ
gr | XXXXXXIII
gs | ITIXXXXXX

1
= ——(]000000000) — |000000111) — [000111000)

23/2
4+1000111111) — [111000000) 4 |111000111)
111111000y — [1T1111111)). (46)

Based on the given description, the encoding circuit of Shor’s
code is portrayed in Fig. 7. The state determined by the nine
physical qubits of Shor’s code, where the latter defined in
Eq. (45) and (46), is stabilized by the eight stabilizer operators
which are listed in Table 3.

To elaborate a little further, Shor’s code is a member of the
class of non-dual-containing CSS codes. Explicitly, it belongs
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to the class of CSS codes because the stabilizer formalism of
Shor’s code implies that the code handles the Z error and the
X error separately, whilst it is a non-dual-containing because
the PCMs H, and H, are not identical. Based on the list of
stabilizer operators given in Table 3, the PCM H of Shor’s
code is given in Eq. (47), as shown at the bottom of this
page, where each row of the PCM corresponds to each of the
stabilizer operators listed in Table 3.

The quantum coding rate (rp) of a quantum code C[n, k]
is defined by the ratio of the number of logical qubits k to
the number of physical qubits n, which can be formulated
as

k

rQ=;

(48)

Hence again, for a Shor’s 9-qubit code the quantum coding
rate is rg = 1/9.

C. STEANE'’s 7-QUBIT CODE

Steane’s code was proposed to protect a single qubit from any
type of error by mapping a logical qubit onto seven physical
qubits, instead of nine qubits. In contrast to Shor’s code,
Steane’s code is a dual-containing CSS code, since the PCMs
H; and H, are equal to that of clasical Hamming code Hpy,y,,
which is given by

1 1.0 1 1 0 0
Hym=|1 0 1 1 0 1 0 (49)
0 1 1 1 0 0 1

It can be confimed that the classical Hamming code is
a dual-containing code, because it satisfies the condition
Hyan HY,,, = 0. Therefore, the PCM H of Steane’s code
is defined as shown in Eq. (50), as shown at the bottom of
this page.

Since Steane’s code is a member of the dual-containing
CSS codes, the encoded state of the logical qubit |0); and
|1)z may be determined from its classical code counterpart.
Let C1(7, 4) be the Hamming code and C»(7, 3) be its dual.

Both of the codes are capable of corrrecting one bit error.

TABLE 4. The code space of C; and C, for determining the encoded state
of the Steane’s code.

]weCl,Cg ‘ 1’€C1,$¢CQ ‘

0000000 1111111
0111001 1000110
1011010 0100101
1100011 0011100
1101100 0010011
1010101 0101010
0110110 1001001
0001111 1110000

Hence, the resultant CSS quantum code derived from these
codes, namely the C[n, k; — k2] = C[7, 1], also capable of
correcting a single qubit error. For Steane’s code the states of
encoded logical qubit of |0), and |1);, are defined as follows:

1

0), = , 51

10), ‘/@czc Ix) (51)
1

1), = . 52

1) Mmcl%cz lx) (52)

Since C, is the dual of Cy, by definition the PCM of C,,
denoted by H(C,) is the generator matrix of Cj, denoted by
G(Cy). Hence, the parity-check matrix of C can be written
as

H(C) = G(C) = - (53)

SO O
S o= O
o = O O
- o O O
—_— O = =
—_—_ O -
_—— O

Based on the PCM given in Eq. (49) and (53), we can define
the code space of C; and C;, which is described in Table 4.
Finally, using Eq. (51), (52), and also the code space given
in Table 4, the encoded states of the logical qubit |0)r

1 1.0 0 0 0 O
01 1 0 0 0 0
00 01 1 0 0
Ho |0 0o 0 0 1 10
Shor =10 0 0 0 0 0 1
00 00 0 0 O
00 00 0 0 O
00 0 00 0 O
1 1 0
1 0 1
- _ (HHam 0 ) 1o 11
Steane = 0 |Hyun =lo 0 0
0 0 0
0 0 0
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SO~ = OO OO

OO O == =

oo 0 0 0 O O O O O
oo 0 0 0 0 0 0O 0 O
0o 0 0 0 0 0 0O 0 O
oo 0 0 0 O O O 0 O
oo 0 0 0 O O O 0 O @7
1o 0 0 0 0 0 0 0 O
opr r 1 1 1 1 O 0 O
oo o0 o 1 1 1 1 1 1
1 0 00 0 O O O O O
0o 1 00 0 O O O O O
0 0 10 0 0O O O O O
0o 0o o1 1 O I 1 0 O S
0o 0o o1 0 1 1 O 1 O
0 0 00 1 1 1 0 0 1
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TABLE 5. The stabilizer formalism of the Steane’s 7-qubit code.

| gi | Stabilizer Operator |

7 ZZIZZT1
g Z1ZZ1Z1
g 12727117
9 XXIXXII
s XIXXIXI
g6 IXXXIIX

TABLE 6. The stabilizer formalism of the perfect 5-qubit code.

| gi | Stabilizer Operator |

7 XZZX1
g IXZZX
9 XIXZZ
9 ZXIXZ

and |1) of the Steane’s code are as follows:

1

0);, = ——(|00000000) + |0111001) + [1011010

[0)r 2J§(| )+ )+ 1 )
+11100011) + |1101100) + [1010101)

+10110110) + |0001111)), (54)

1), = (I1111111) 4 ]1000110) + [0100101)

1
23/2
+10011100) + [0010011) + [0101010)
+11001001) + |1110000)). (55)

It can be readily seen that the quantum coding rate of Steane’s
7-qubit code is 1/7. The encoding circuit of the Steane’s
1/7-rate code can be found in [72].

D. LAFLAMME's 5-QUBIT CODE - THE PERFECT CODE
Laflamme’s code maps a single logical qubit onto a five
physical qubits. Laflamme’s code is also referred to as the
“perfect code”, because it has been proven that in order to
protect a logical qubit, the lowest number of physical qubits
required is five [19], [20]. The perfect 5-qubit code is a non-
CSS code, since the stabilizer formalism is designed to handle
the Z errors and X errors simultaneously. There are several
existing designs related to the perfect 5-qubit code [18], [71]
and in this treatise, we use the PCM formulation given
in [71]. Explicitly, its non-CSS characteristics can be readily
observed from the PCM Hy,,fe¢; 0f the 5-qubit perfect code,
which is specified as follows:

0 0
Hperfect =

S
S oo
SO = =
—_0 = O
O = O O
—_— O O =
OO = O

1
1
0

—_—

(56)

Hence, the stabilizer operators of the 5-qubit code may be
explicitly formulated as in Table 6. In general, the states of
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TABLE 7. List of valid stabilizer operators for determining the encoded
state of the 5-qubit code.

’ Stabilizer \ State H Stabilizer \ State ‘
go |00000> g2393 —|11101>
g1 |10010) 9294 —]00011)
93 110100) 919293 —|01111)
9 01010) || 919294 | —[10001)

9192 —|11011) || g1g39s | —[01100)
9193 —|00110) || gagsgsa | —[10111)
9194 —[11000) || 91929394 | [00101)

encoded logical qubit of QSCs are defined as follows:

0L = Y &ilo)®", (57)
gi€S
1), = X|0). (58)

The stabilizers g; € S includes all the valid stabilizer
operators of the quantum code C, which covers not only the
stabilizer operators that are listed in Table 6. Because of the
commutative property of the stabilizer formalism, the prod-
uct of any two stabilizer operators generates another valid
stabilizer operator. Table 7 provides a list of all the possible
combinations of the stabilizer operators, which includes the
stabilizer operator of gg = IIIII, and also the respective
transformation upon the state of [0)®°> = |00000). The
notation of X denotes the logical operator X. Explicitly, in this
case for the 5-qubit code the logical operator representing
the encoded state of the logical qubit is X = XXXXX. The
logical operator is represented by an N-fold application of
Pauli matrices that commutes with all stabilizer operators, but
it is not a part of the set of valid stabilizer operators S. The
resultant quantum coding rate of the 5-qubitcodeisrg = 1/5.
The encoded state mapping for the 5-qubit quantum code
based on the Eq. (57), (58). Hence, the corresponding states,
which are described in Table 7, are defined below:

1

10)2. = 7(100000) +[10010) +[01001) +[10100)
+101010) — [11011) — [00110) — |11000)
—[11101) — [00011) — |11110) — [01111)
—110001) — [01100) — [10111) + [00101)), (59)
1

1) = Z(11111) + [01101) + [10110) + 01011

)+ )+
+110101) — [00100) — [11001
—100010) — [11100) —

—101110) — |10011) —

)

) — [00111)
100001) — [10000)

|01000) + [11010)). (60)

The same method can be utilized for determining the
encoded state of logical qubit for Shor’s code and Steane’s
code. However, both Shor’s code and Steane’s code offer a
more simplistic approach for determining their correspond-
ing encoded states. The description for the efficient encod-
ing circuit of the 1/5-rate Laflamme’s code can be found
in [18], [73], and [74].
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—©-9-qubit code
—~<~7-qubit code
—&-5-qubit code

‘ ‘ ‘ ‘ ‘ ‘
0 001 002 003 004 005 006 007 008 009 0.
Depolarizing Probability (p)

FIGURE 8. QBER performance of the QSCs protecting a single qubit,
namely Shor’s 9-qubit code, Steane’s 7-qubit code, and the perfect
5-qubit code, recorded for the quantum depolarizing channel. The
similarity of performances is due to the fact that all of the QSCs rely on
hard-decision syndrome decoding and they all have the same error
correction capabilities.

Based on the aforementioned constructions, we evaluated
the performance of the QSCs by simulation, in the context of
quantum depolarizing channel. The performance of 9-qubit
Shor’s code, 7-qubit Steane’s code and 5-qubit Laflamme’s
code are portrayed in Fig. 8 in terms of the qubit error
rate (QBER) on given depolarizing probability (p). From the
simulation result, it can be observed clearly that the perfor-
mance of all three QSCs are quite similar. The similarity in
performances are expected because all of the codes have the
same error correction capability of correcting single qubit
error. In addition, they utilize the hard decision decoding
based on syndrome measurement. From this result, we may
conclude that for different codes with the same error correc-
tion capability, where in classical coding theory it will be
translated into the minimum distance property, they are asso-
ciated with similar performances eventhough all of the codes
have different codeword length. In this case, all of the QSCs
have a single qubit error correction capability (+ = 1), and it
may be translated as the minimum distance of three (d = 3),
but having different codeword length, 9-qubit, 7-qubit and
5-qubit for Shor’s code, Steane’s code and Laflamme’s code,
respectively. Another fact that we should point out that the
three codes exhibit different code constructions. Shor’s code
belongs to non dual-containing CSS codes, while Steane’s
code is a member of dual-containing CSS codes, and finally,
Laflamme’s code or the perfect 5-qubit code has a construc-
tion of non-CSS codes.

V. ON CLASSICAL TO QUANTUM CODING BOUNDS

In this section, we present the classical to quantum transfor-
mation of the most well-known coding bounds, namely the
Singleton bound [75] and Hamming bound [76], which serve
as the upper bounds, as well as the Gilbert-Varshamov (GV)
bound [77], which acts as the lower bound. Although, there
are several ways of deriving the coding bounds in the quan-
tum domain, we are interested exploring the duality of cod-
ing bounds in classical and quantum domain. Therefore,
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we present the derivation of quantum coding bounds using the
classical to quantum isomorphism approach and demonstrate
that the final results agree with the coding bounds that are
derived from a purely quantum domain perspective.

A. SINGLETON BOUND

The Singleton bound of classical binary code constructions
C(n, k) is defined as

n—k>d-1, (61)

where the notation n denotes the codeword length, k for
the length of information bits, and d for minimum distance
amongst the codewords in codebook C. Singleton bound acts
as an upper bound in classical code constructions. The bound
implies that the number of rows in a PCM associated with
the length of syndrome vector, which is equal to (n — k), has
to be greater than (d — 1). For the QSC C[n, k], the rows of
PCM correspond to the number stabilizer operators. Since the
stabilizer formalism has to correct both the bit-flip errors and
the phase-flip errors, the classical Singleton bound of Eq. (61)
can be readily transformed into the quantum Singleton bound
as follows:

n—k>2d-1), (62)

where n now may also be referred to as the number of physical
qubits and k as the number of logical qubits. In order to show
explicitly the trade-off between the minimum distance and the
quantum coding rate, Eq. (62) can be modified to

1151—2<d_1>. (63)

n n

In the quantum domain, the Singleton bound is also known
as the Knill-Laflamme bound [78]. The QSCs achieving the
quantum Singleton bound by satisfying the equality are clas-
sified as the quantum Maximum Separable Distance (MDS)
codes. One of the well-known QSCs having a minimum
distance d = 3 that reaches the quantum Singleton bound
is the perfect 5-qubit code C[n, k, d] = C[5, 1, 3].

B. HAMMING BOUND

In classical binary coding, a codebook C(n, k) maps the infor-
mation words containing k bits into a codeword of length n
bits. The maximal number of errors, which is denoted by ¢
that can be corrected by codebook C is given by

d—1
===l (64)

Therefore the maximum size of a binary codebook |C| = 2k
is bounded by the sphere-packing bound which is defined as:

(65)

Since the QSCs have to correct three different types of error
namely the bit-flip errors (X), phase-flip errors (Z), as well

VOLUME 5, 2017



D. Chandra et al.: Quantum Coding Bounds and a Closed-Form Approximation

IEEE Access

as both bit-flip and phase-flip errors (Y), the size of the
codebook for a quantum code C[n, k] is now bounded by

(66)

By modifying Eq. (66), we can express explicitly the bound
of the quantum coding rate as a function of the minimum
distance d and codeword length n, as shown below:

=145

k 1 n\ _:
~<1--log > ()3/ . (67)

= M

If n tends to oo, we obtain

k d d
—<1l—|(=—)log,3—-H|=—), 68
n = <2n> 082 (2}1) (68)

where H (x) is the binary entropy of x formulated as H(x) =
—xlog, x — (1 — x)log,(1 — x). Equation (67) and (68) are
also known as the quantum Hamming bound [20], which also
constitutes the upper bound of quantum code constructions.

C. GILBERT-VARSHAMOV BOUND

The same analogy exploited to derive the quantum Ham-
ming bound may also be used for transforming the classical
Gilbert-Varshamov (GV) bound, namely the lower bound for
classical code constructions, into its quantum counterpart.
In the classical domain, the GV bound is formulated as

2]’!

(69)

Considering that the quantum codes have to tackle three
different types of errors, the size of the codebook C[n, k] is
bounded by

2n
d—1 h
> (j)¥
j=0

Hence, we can readily derive the quantum GV bound,
the lower bound of the quantum coding rate as a function of
the minimum distance d and codeword length n as follows:

2k > (70)

d—1

ko2 Lo, 3 (7)37 . 71)
n n j=0 J

Again, if n aprroaches co, we obtain

o= 1= () ()
S>1—(=)log,3-H(=), (72)
n n n

where H(x) is the binary entropy of x. The quantum
GV bounds in Eq. (71) and (72) are valid for non-CSS
QSCs. However, a special case should be considered for
dual-containing quantum CSS codes. It will be shown in
Section VII that for some dual-containing CSS codes the
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code constructions violate the quantum GV bound. Hence,
a special bound has to be derived to accomodate the dual-
containing CSS codes. In the classical domain, a binary code
C(n, k) maps a k-bit information word into an n-bit encoded
codeword. The number of syndrome measurement operators
is determined by the number of rows in the parity-check
matrix C(n, k), which is equal to (n — k). With a simple mod-
ification of Eq. (69), the number of syndrome measurement
operators in C(n, k) is bounded by

d—1
20—k < Z(") . (73)

=0 v

Recall that the dual-containing quantum CSS codes rely
on dual-containing classical binary codes, which satisfy the
symplectic criterion of Eq. (17) and also comply with the
constraint of H, = H,. Explicitly, half portion of the sta-
bilizer operators of C[n, k] are mapped onto H_, while the
other half are mapped onto H,.. Therefore, the number of the
stabilizer operators of a dual-containing quantum CSS code
are bounded by

d—1
2" < Y (”) . (74)
j=0
Based on Eq. (74), we may formulate the lower bound on the

quantum coding rate of a dual-containing quantum CSS code
as follows:

d—1

k 2 n
—>1— -1 . 75
~>1-~log ;(]) (75)

As n approaches oo, we obtain the quantum GV bound for
CSS codes, as suggested in [66], which is formulated as

521—214 <‘—l), (76)

n n

where H(x) is the binary entropy of x. Based on the dis-
cussions above, we compare the asymptotic classical and
quantum coding bounds in Table. 8 as well as in Fig. 9. Since
the QSCs are designed to mitigate both bit-flip errors as well
as phase-flip errors, the bounds of QSCs are significantly
lower than those of their classical counterparts. Nevertheless,
the general conception still holds, the Singleton bound serves
as the loose upper bound, whilst the Hamming bound is the
tighter upper bound.

VI. QUANTUM CODING BOUNDS ON

ASYMPTOTICAL LIMIT

Although the classical to binary isomorphism assists us in
the development of QSCs from the well-known classical
code designs, the issue of determining the actual achieavable
minimum distance, given the coding rate and the codeword
length still remains unresolved. In the classical domain as
we described previously, finding the unique solution to the
realistically achievable minimum distance of binary classi-
cal codes is still an open problem, even though the upper
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TABLE 8. Comparison of various classical and quantum coding bounds.

. Asymptotic
Coding Bound Classical | Quantum
Singleton E<1-(9 E<1-2(9)
Hamming %kg 1—H(%) %kg 1-— (%d) log23—H(%)
GV w2 1-H(5) n 21— () logy 3 — H (7))
. Finite-length
Coding Bound Classical | Quantum
Singleton %_1—(d;1) 5§1—2(d;1)
=5 =T
Hamming E<1-1log, > (?) E<1-1log, (’;) 3
j=0 j=0
k 1 oo, k 1 o
j=0 7=0
TABLE 9. The coding bounds for classical code constructions, with a minor modification from [65].
| Classical Coding Bound | Finite | Asymptotic | Notes |
Singleton [75] % <1- (%) [ (%) a loose upper bound
t=155"
Hamming [76] % <1- % log,, (?) % <1-H (%) tight upper bound for very high
J=0 code rate

MRRW [79] % <H (% - % ( — %)) tightest known asymptotic up-
per bound for medium and low
rate codes

Plotkin [80] E<I(1-log, (2-2)) tight upper bound for finite-
length at § > 1

d—1

GV [77] % >1— %log2 (Z (’;)) % >1—-H (%) tightest known lower bound

i=0

] A R
L \ \, Quantum
Y
.l 8 . 4
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g U Gilbert-Varshamov bound AN \
= s %
=] ~
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‘ ‘ ‘
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Coding rate (r), Quantum coding rate (rq)

FIGURE 9. The evolution from asymptotic classical binary coding bounds
to the asymptotic quantum coding bounds.

bound and lower bound of the quantum coding rate versus
the achievable minimum distance can be found in the litera-
ture [75]-[77], [79], [80]. The bounds for the classical code
constructions are listed in Table. 9, while the corresponding
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asymptotic bounds are also plotted in Fig. 10. In the classical
domain, the tightest lower bound was derived by Gilbert [77].
The Hamming bound [76] serves as a tight upper bound for
high coding rates, while the McEliece-Rodemich-Rumsey-
Welch (MRRW) bound [79] serves as the tightest upper
bound for moderate and low coding rates. As seen in Fig. 10,
the gap between the tight upper bounds and the lower bound
is quite narrow. It was observed in [65] that a simple quadratic
expression r(8) = (28 — 1)?, where 8 denotes the normalized
minimum distance d/n, satisfies all the known asymptotic
bounds.

The well-known bounds for QSC constructions are listed
in Table. 10 and they are also portrayed in Fig. 11. The
quantum Singleton bound serves as the loose upper bound,
the quantum Hamming bound as a tighter upper bound, and
quantum GV bound as the tightest lower bound. However,
a wide discrepancy can be observed between the upper bound
and the lower bound. For the sake of narrowing this gap,
the quantum Rain bound was derived using quantum weight
enumerators [81]. To elaborate a little further, the quantum
Rain bound states that any quantum code of length n can
correct at most L%J errors. The resultant bound is only a
function of codeword length n. Hence, under the asymptotic
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TABLE 10. The well-known quantum coding bounds found in the literature.

[ Quantum Coding Bound | Finite-Length

Asymptotic | Notes |

Singleton [78]

E<1-2 (%) very loose upper bound

Hamming [20]

§|5“
—

tight upper bound for mod-
erate and high coding rate

Griesmer-Rain [70], [81] E<1-3(2) | tighter upper bound for low
coding rates CSS codes
. . E<H(T)+7log,3 -1
L P 82 n, = 2 t then th bound
inear Programming [82] F 151 A =g strengthen the upper boun

GV [20]

tight lower bound for gen-
eral stabilizer codes

GV for CSS [66]

tight lower bound for CSS
codes

lower bound for dual-

containing CSS codes

A -¥-Singleton bound

0 9% VV —©-Hamming bound i
=l e = —4-MRRW bound
I o o ~&-Gilbert-Varshamov bound
0.8F 'S Closed-form approximation |{
=
v,
q%b \7\« 0.1

Normalized minimum distance §

Codlr{g rate =r ==

FIGURE 10. The trade-off between classical coding rate r and normalized
minimum distance § as described by classical binary coding bounds.

A simple quadratic function r(s) = (25 — 1)2, which satisfies all of the
bounds, acts as a closed-form approximation for classical binary error
correction codes as suggested in [65].

limit, the quantum Rain bound is a straigthline at § = 1/3,
which does not exhibit any further trade-off between the
quantum coding rate and the minimum distance. In order to
enhance the accuracy of the quantum Rain bound, Sarvepalli
and Klappenecker derived a quantum version of Griesmer
bound [70]. By utilizing the quantum Griesmer bound and
also the quantum Rain bound, a stronger bound was created
for CSS type constructions. In this treatise we will refer to
this particular bound as the quantum Griesmer-Rain bound.
For the sake of tightening the upper bound, Ashikhmin and
Litsyn generalized the classical linear programming approach
to the quantum domain using the MacWilliams identities [82].
The resultant quantum linear programming bound was proven
to be tighter than the quantum Hamming bound in the low
coding rate domain. As the quantum coding rate approaches
zero, the achievable mormalized minimum distance returned
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by the quantum Griesmer-Rain bound becomes § = 0.3333
and that of quantum linear programming bound becomes
8 =0.3152.

Recall from Section III that the QSCs may exhibit either
a CSS or non-CSS structure. For CSS codes, the minimum
distance is upper-bounded by the quantum Hamming bound
for moderate to high quantum coding rates and by the quan-
tum Griesmer-Rain bound for low coding rates region, while
it is also lower-bounded by the quantum GV bound for CSS
codes. On the other hand, for non-CSS QSCs, the minimum
distance is upper-bounded by the quantum Hamming bound
for moderate to high coding rates and by the quantum linear-
programming bound for low coding rates. It is also lower-
bounded by the quantum GV bound for general quantum
stabilizer codes. Even though substantial efforts have been
invested tightening the gap between the upper and lower
bounds, a significant amount of discrepancy persists. Hence,
creating a simple approximation may be beneficial for giving
us further insights into the realistic construction of QSCs.

Analogous to the classical closed-form approximation
of [65], we also found that there exists a simple closed-form
quadratic approximation, which satisfies all the well-known
quantum coding bounds. Explicitly for quantum stabilizer
codes, the following quadratic function was found to satisfy
all the quantum coding bounds:

32 16
rg (8) = —5 - ?8 + 1for0 <6 <0.2197.

(77
We will further elaborate on the selection of this function
in Section VIIL. It is important to note that the closed-form
approximation is subject to the asymptotical bound for either
CSS type or non-CSS type quantum code constructions. The
closed-form approximation in Eq. (77) offers the benefit of
simplicity and it has the inverse function as given by

3(V2- e +1)
42

8(rg) = forO0<rg<1. (78)
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- antum Hamming Bound
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A =¥ Quantum Linear Programming Bound
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FIGURE 11. The trade-off between quantum coding rate rq and
normalized minimum distance § is characterized using quantum coding
bounds. A simple quadratic closed-form rq (§) = %82 - %6 + 1 satisfies
all of the well-known quantum coding bounds, which is portrayed by
black solid lines. The blue dashed lines portrays the upper bounds, while
the red dashed lines denotes the lower bounds.

This closed-form approximation suggests that it is possible to
create a code construction whose minimum distance grows
linearly with the codeword length at the asymptotical limit
since for a given quantum coding rate rp, it will correspond
to a unique constant value of §.

VIii. QUANTUM CODING BOUNDS ON

FINITE-LENGTH CODES

The asymptotic limits are only relevant for n — oo. For
practical applications, we require code constructions with
shorter codeword length, which necessitates a different for-
mulation for the quantum coding bounds. Finding a closed-
form approximation will be beneficial for determining the
realistically attainable minimum distance for the given code
parameters. The well-known quantum coding bounds are
listed in Table 10 and also portrayed in Fig. 11. It is clearly
seen that a simple quadratic approximation can satisfy all
the well-known bounds. For the finite-length quantum codes,
we propose the closed-form approximation of

ro(n, 8) = a8 + b8 + c. (79)

To arrive at the closed-form approximation in Eq. (79),
we have to determine three definitive points corresponding to
realistic quantum code constructions. As an example in this
treatise, we use three QSC constructions from the literature
as listed below:
o For uncoded logical qubits and unity rate codewords,
we have

ro(n, §) =r(n, %) =1. (80)

« For ahigh coding rate, we will use the construction given
in [19]. For n = 2, there is a quantum stabilizer code
construction [n, k,d] = [n,n — j — 2, 3], which can
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be used to correct ¢t = 1 error. This code construction
reaches the quantum Hamming bound. For arbitrary n,
it can be written as

3 1 2
ro(n,8) =rn, =) =1— -log,(n) — -.  (81)
n n n

o For a very low coding rate, we are using the quan-
tum stabilizer code constructions derived from quadratic
residues [83], [84]. By using simple linear regression,
we arrive at

(n, 8) = r( 2 l)—l (32)
ro(n, —rn,n+4—n.

Using the three definitive points from the constructions
given in Eq. (80), (81) and (82), we arrive at a system of three
linear equations, which have a unique value of a, b and ¢ for
an arbitrary value of n. More explicitly, we have

ri = ad? + bs; + c, (83)
r = ads + b +c, (84)
r3 = a8 + bz + c. (85)

The analytical solution of Eq. (83), (84), and (85) is based on
the following unique parameter values:

(r3—12)81+(r1—r3)é2+ (12 —11) 83
a = ’ (86)
(62 — 681) (83 — 62) (61 — 83)
po T8+ (n =) 8 &N
(82 — 61) (83 — 82) (61 — 83)
(r382 — r283) 87 + (r183 — r381) 83 + (1281 — r182) 83

(82 — 81) (63 — 82) (61 — 83)

(88)

Despite the cluttered appearance of the analytical solution,
it contains a simple closed-form approximation, because the
value of ry, ra, r3, 81, 82 and 83 may be easily calculated
using Eq. (80), (81) and (82). Furthermore, the closed-form
approximation derived for finite-length codewords has an

inverse function of
—b— \/272—4——
8(n, rg) = . ae=ro). (89)
a

The accuracy of the proposed method is now tested for
QSCs having codeword length of n = {31, 32, 63, 64,
127, 128} as shown in Fig. 12. The list of practical QSC
constructions which are used in these plots can be seen
in Table. 11.* The closed-form approximation lies entirely
between the upper and the lower quantum coding bounds.
The practical QSCs are also plotted in the same figure to
show the relative position with respect to the quantum coding
bounds. The QSCs based on [22], [26] lays perfectly on
approximation curves, but it has been observed in [85] that
as the codeword length increases and the quantum coding
rate is reduced, the exact value of the minimum distance
becomes unclear. As depicted in Fig. 12b and 12c, we can

4A comprehensive list of practical quantum stabilizer codes can be found
online at [85]. In this treatise, we only consider quantum stabilizer codes with
definitive minimum distance in the list.
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TABLE 11. The list of QSC constructions that are used to plot practical code in Fig. 12.

Cln,k,d] for n =31 and n = 32

QBCH [23]

[31,1,7], [31,11,5], [31,21,3]

QRM [26]

[32,10,6], [32,25,3]

QGF(4) [22]

[31,1,11], [31,2,10], [31,21,4], [31,26,2], [32,1,11], [32,16,6], [32,22,4], [32,25,3], [32,30,2]

Cln, k,d] for n =63 and n = 64

QBCH [23]

[63,27,7], [63,39,5], [63,45.,4], [63,51,3], [63,57,2]

QRM [26]

[64,35,6], [64,56,3]

QGF#4) [22]

[63,51,4], [63,55,3], [63,60,2], [64,44,6], [64,48,5], [64,52,4], [64,56,3], [64,62,2]

Cln, k,d] for n =127 and n = 128

QBCH [23]

[127,1,19], [127,15,16], [127,29,15], [127,43,13], [127,57,111, [127,71,9], [127,85,71, [127,99,5], [127,113,3]

QRM [26]

[128,35,12], [128,91,6], [128,119,3]

QGF(#) [22]

[127,114,4], [127,118,3], [127,124,2], [128,105,6], [128,110,5], [128,114,4], [128,119,3], [128,126,2]

hardly find definitive points associated with actual codes to
plot in the low quantum coding-rate region constructed from
quantum GF(4). Meanwhile, the QBCH code constructions
lie quite close to the GV lower bound for dual-containing
CSS codes. As predicted, since the constructions of QBCH
codes rely on dual-containing CSS type constructions, which
employ two separate PCMs for their stabilizer operators,
we expect a lower coding rate compared to their non-CSS
relatives.

The proposed closed-form approximation offers substan-
tial benefits for the development of QSCs. We can readily find
a fairly precise approximation of the realistically achievable
minimum distance for given code parameters. For instance,
for half-rate quantum stabilizer codes of length 128, the min-
imum distance is bounded by 11 < d < 22. By using our
formulation, we obtain d(n = 128, rg = 1/2) = 16 from our
finite-length approximation. Likewise, for half-rate quantum
stabilizer codes of length 1024, the minimum distance is
bounded by 78 < d < 157. Using our method, we can
obtain d(n = 1024,r9 = 1/2) = 103 from our asymp-
totic bound approximation. One of the logical questions that
may arise concerns the existence of the corresponding codes.
For example, does a half-rate QSCs relying on n = 128
physical qubits and a minimum distance of d = 16 exist?
The answer to this question is not definitive. Let us refer to
the code table given in [85], which is mainly based on the
QSC constructions of [22]. Due to space limitations, we are
unable to capture the entire table and the associated PCM
formulation. However, it is shown in [85] that a half-rate QSC
relying onn = 128 physical qubits indeed exists, although the
minimum distance is only loosely specified by the bounds
of 11 < d < 20. The bound is similar to the quantum GV
bound and to the quantum Hamming bound of the minimum
distance given by 11 < d < 22. By contrast, upon using
our approximation, we have a minimum distance of d = 16,
which is again only an approximation and it does not imply
the existence of a quantum code having a similar minimum
distance. Nonetheless, we believe that our approximation is
beneficial for approximating the attainable QBER perfor-
mance of QSCs based on hard-decision syndrome decoding
for short to moderate codeword length as follows (without
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considering degeneracy):

=L

QBER(n,d.p)=1- Y _ (’.’)p"(l -p)" (90)

i=0 !
where the realistically achievable value of d is obtained
from our approximation. In our view, the combination of
our closed-form approximation and the QBER of Eq. (90)
constitutes a useful benchmarker for the future develop-
ment of QSCs, since it quantifies the realistically achievable
QBER performance based on hard-decision syndrome-based
decoding.

The evolution of our closed-form approximation as the
codeword length increases for n = {31, 32, 63, 64, 127,
128} can be seen in Fig. 13. By using our example, it can
be clearly observed that as the codeword length increases,
the derived approximation for finite-length codes slowly
approaches the closed-form approximation of the asymp-
totic bound. However, inaccuracies emerge as the codeword
length increases. This phenomenon is due to the fact that
we do not have a definitive QSC constructions to rely on in
the low coding rate region. In our approximation example,
we are using the QSCs from quadratic residues construc-
tion for low coding rate region and the number of QSC
constructions are very limited only for a handful codeword
lengths. Meanwhile in the classsical domain, in the low cod-
ing rate region, we have the simple repetition codes, with con-
struction C(n, 1) having a normalized minimum distance of
3(n,r)=8(n, Hy=1.

Albeit the finite and infinite-length-based approximation
curves start to deviate for a very long codeword n >
100, the minimum distance still grows as the codeword
length increases as portrayed in Fig. 14. Both the finite-
length approximation and asymptotic approximation follow
the same trend. For n > 100, we can simply utilize the
asymptotic formulation given in Eq. (77) for calculating the
quantum coding rate for a certain desired minimum dis-
tance, or the inverse of the asymptotic formulation in Eq. (78)
to determine the realistically achievable minimum distance
given the quantum coding rate. We can conclude from this
figure that it is indeed possible to have a QSC construction
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distance s for finite-length QSCs. The points for portraying the practical preshared entangled qubits. It is important to note that even
QSCs are taken from QBCH codes [23], QRM codes [26] and quantum though the EA-QSCs expand the Pauli group operators from

codes from GF (4) formulation [22]. (a) (n = 31) and (n = 32). n - n+c . . n
(b) (n = 63) and (n = 64). (<) (n = 127) and (n = 128). G" into G""¢, we only consider the error operators in G".

This is because the paradigm of EA-QSCs assumes that the
) ) o ) preshared entangled qubits are not subjected to transmission
with a growing minimum distance, as the codeword length error. Hence, for EA-QSCs, the quantum Hamming bound of

increases. Eq. (66) can be modified to

VIIl. THE BOUNDS ON ENTANGLEMENT-ASSISTED X onte

QUANTUM STABILIZER CODES 2" = = deg1 ’ C2))
One of the distinctive characteristics of quantum systems, 22 (4)3,-

which does not bear any resemblance with the classical ar
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TABLE 12. The entanglement-assisted quantum coding bounds found in the literature.

Quantum Coding Finite-Length Asymptotic Notes
Bound
Singleton [49] Pl —2(deed) 4 (£ 2 <1-2(%2) +(£) | very loose upper
bound
t=| deg=t |
Hamming [48] 2 <1—1Llog, ( ] (?)?ﬂ) + (£ B <1~ (%2)log,3— H (%=)+ (£) | tight upper bound
j=0
Linear E<H(T)+ Tlog2 3—1+(£) | strengthen the
Programming [86] T= % — 16— 1/356(1—6) | upper bound
13
Plotkin [87], [88] dea < 8(34(;‘7)1) 1+ (&) +(2) o <3 (14 (;) +(2)) upper . _bound
or minimum
distance
dea—1
GV [88] 2 >1-1log, ( > (?)?ﬂ) +(2) | £>1—(%=)log,3— H (%) + (£) | tight lower bound
j=0

TABLE 13. The asymptotic quantum coding bounds for EA-QSCs given the arbitrary entanglement ratios of 6.

| Quantum Coding Bound |

Entanglement Ratio = 0 ]

Maximally Entangled (0 =1) |

Singleton [49] koo (%) (dee) ko] (den)
Hamming [48] n <115 ((5) logy 3 - H(%Z?)) w135 ((52)log,3 - H (52))
Linear Programming [86] E<s g (H (1) + 7logy 3 —1+0) E<I(H(m)+ 7'10 g5 3)
Plotkin [87], [88] w <3(1+0+E(1-0) =<3
GV [88] Eo 1= 2 (%) log,3— H (%)) %21—%((d2")10g23—ﬂ %))

where the notation d,, denotes the minimum distance of
EA-QSCs. Equation (91), can be rewritten to show explicitly
the trade-off between quantum coding rate rg and minimum
distance d,, on EA-QSCs as follows:

When n tends to oo, we yield

k deq deg c

— <1 (50 )log3—H (52) (%), ©3

n = (2n> £2 <2n + n ©3)
As encapsulated in Eq. (93), an additional conflicting param-
eter is involved in determining the quantum coding bounds,
namely the entanglement consumption rate. The entangle-
ment consumption rate E is the ratio between the number

of preshared maximally entangled qubits ¢ to the number of
physical qubits # as encapsulated below:

c
E=-. (94)

n
A maximally entangled® QSCs requires ¢ = n — k pre-

shared qubit pairs. Hence, for a maximally entangled QSCs,

SFor a maximally-entangled QSCs, all of the auxiliary qubits required to
generate the encoded state are already preshared using maximally entangled
pair qubits. Hence, the maximal number of entangled pair qubits that can be
shared beforehand is equal to the total number of auxiliary qubits, which is
equal to (n — k).

VOLUME 5, 2017

the quantum Hamming bound of Eq. (93) can be reformulated
as follows by substituting ¢ = n — k into Eq. (93), yielding:

k 1 dea dea
-<1-= — Jlog, 3 —H | — . 95
n-— 2<<2n> %2 <2n>) ©3)

Let us how consider the more general cases, where we may
have a range of different entanglement ratios 0 < 6 < 1.
The entanglement ratio is defined as the ratio of preshared
qubits ¢ to the maximally-entangled preshared qubits (n — k),
yielding:

c

0 = .
n—k

(96)

The quantum Hamming bound for EA-QSCs with arbitrary
entanglement ratios of 6 is given by

() o
n= T 1x0 £ m) )

The rest of the quantum coding bounds can readily be
derived using the same analogy. The resultant entanglement-
assisted quantum coding bounds are portrayed in Fig. 15
and 16. By substituting the entanglement ratio of 6 = 0,
we arrive again at the quantum coding bounds derived for
unassisted QSCs. By contrast, upon substituting into Eq. (97)
the entanglement ratio # = 1, we have the quantum coding
bounds for maximally-entangled QSCs. Figure 15 portrays
the bounds on maximally-entangled QSCs. It is observed
in Fig. 15 that at the point (§ = 0.75), the quantum
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r(8) = %62 - %5 + 1 satisfies all of the quantum coding bounds.

GV bound (lower bound) intersects the quantum linear pro-
gramming bound (upper bound). Indeed, it is confirmed
by the quantum Plotkin bound for the maximally-entangled
QSC constructions shown in Table 13 that for asymptotical
maximally-entangled QSCs the highest normalized minimum
distance that can be achieved is § = 0.75. Hence, based
on this observation, we propose a simple quadratic function
as the closed-form approximation of entanglement-assisted
quantum stabilizer codes that will satisfy all of the well-
known bounds. A quadratic function associated with a sym-
metry line at (§ = 0.75) and crossing the point of (8, r) =
(0, 1) is given by

16, 8
ro(8) = 587 — 28+ 1for0 <5 <075 (98)

The simple quadratic approximaton given in Eq. (98), can
also be inverted, yielding

8(rg) = 3(1 — Jro)for0<rg < 1. (99)

From the simple quadratic function in Eq. (98), we can also
derive a simple closed-form approximation for a given arbi-
trary entanglement ratio of 0 < # < 1, as shown below:

(8) L (25 165+ 146 (100)
T = —| =6 - —
Q 1+6\ 9 3 ’

for0 <é < % 1-— % and 0 < 6 < 1. The expression

given in Eq. (100) may be inverted to arrive at the following
equation:

32— Jro@+0)+ (1 —0)
42 ’
for0 < rop < land0 < 6 < 1. The simple closed-

form approximation given in Eq. (100) and (101) satisfies all
entanglement-assisted quantum coding bounds for arbitrary

5(rg) = (101)
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FIGURE 16. The asymptotic quantum coding bounds on EA-QSCs for
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entanglement ratios, as confirmed by Fig. 16. We should
point out at this stage that as we substitute the value of
6 = 0 into Eq. (100) and (101), we comeback with the
closed-form approximation presented in the Eq. (77) and (78)
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for unassisted asymptotic quantum coding bounds. Hence,
we completed our closed-form approximations conceived for
all of different constructions of quantum stabilizer codes.

IX. CONCLUSIONS

We have conducted a survey of quantum coding bounds,
which describe the trade-off between the quantum coding
rate and the error correction capability for a wide range of
QSC constructions. Furthermore, we provided insights on
their relationships with their classical counterparts. For the
family of unassisted QSCs, we have provided both lower and
upper bounds for both CSS and non-CSS code constructions.
For the EA-QSCs, we have presented the quantum coding
bounds for maximally-entangled constructions and also for
arbitrary entanglement ratios.

We also have proposed a closed-form approximation as a
beneficial tool for analyzing the performance of QSCs. The
resultant closed-form approximation may be indeed used as
a simple benchmark for developing QSCs, because the resul-
tant minimum distance é and quantum coding rate rp values
from our approximations are unambiguous. For instance, for
a half-rate quantum stabilizer code having a given codeword
length of n = 128, the minimum distance is bounded by
11 < d < 22. By using our approximation, we arrive at
d(n = 128, rg = 1/2) = 16 from our finite-length approx-
imation. Likewise, for a half-rate quantum stabilizer code
having the codeword length of 1024, the minimum distance is
bounded by 78 < d < 157. By using our proposal, we have
an approximate minimum distance of d(n = 1024,rp =
1/2) = 103 from our asymptotic bound approximation. Ulti-
mately, the proposed method can be utilized as an efficient
tool for the characterization of quantum stabilizer codes.
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ABSTRACT We conceive and investigate the family of classical topological error correction codes (TECCs),
which have the bits of a codeword arranged in a lattice structure. We then present the classical-to-
quantum isomorphism to pave the way for constructing their quantum dual pairs, namely, the quantum
TECCs (QTECCs). Finally, we characterize the performance of QTECCs in the face of the quantum
depolarizing channel in terms of both the quantum-bit error rate (QBER) and fidelity. Specifically, from
our simulation results, the threshold probability of the QBER curves for the color codes, rotated-surface
codes, surface codes, and toric codes are given by 1.8 x 1072, 1.3 x 1072, 6.3 x 1072, and 6.8 x 1072,
respectively. Furthermore, we also demonstrate that we can achieve the benefit of fidelity improvement at the
minimum fidelity of 0.94, 0.97, and 0.99 by employing the 1/7-rate color code, the 1/9-rate rotated-surface
code, and 1/13-rate surface code, respectively.

INDEX TERMS Quantum error correction codes, quantum stabilizer codes, quantum topological codes,
lattice code, LDPC.
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I. INTRODUCTION

One of the essential prerequisites to build quantum com-
puters is the employment of quantum error correction
codes (QECCs) to ensure that the computers operate reliably
by mitigating the deleterious effects of quantum deco-
herence [1]-[3]. However, the law of quantum mechan-
ics prevent us from transplanting classical error correction
codes directly into the quantum domain. In order to cir-
cumvent the constraints imposed by the nature of quan-
tum physics, the notion of quantum stabilizer codes (QSCs)
emerged [4]-[6]. The invention of QECCs and specifically
the QSC formalism did not immediately eradicate all of
the obstacles of developing reliable quantum computers.
Employing the QSCs requires redundancy in the form of
auxiliary quantum bits (qubits) to encode the logical qubits
onto physical qubits. The redundant qubits are then utilized
to invoke the error correction. Hence, additional components
such as the quantum encoder and decoder circuits built from
quantum gates are required. Therefore, the employment of
a QSC itself has to be fault-tolerant to guarantee that the
QSC circuit does not introduce additional decoherence into
the quantum computers.

The notion of QSC trigerred numerous discoveries in the
domain of QECCs, which are inspired by classical error
corrrection codes. Essentially, QSCs represent the quantum
version of the classical syndrome decoding-based error cor-
rection codes. Since the concept of utilizing the syndrome
values for error correction is widely exploited in the clas-
sical domain, diverse classical error correction codes can
be conveniently “‘quantumized”. Consequently, we can find
in the literature the quantum version of error correction
codes based on algebraic formalisms such as those of the
Bose-Chaudhuri-Hocquenghem (BCH) codes [7] and of
Reed-Solomon (RS) codes [8], quantum codes based on a
coventional trellis structure such as convolutional codes [9]
and turbo codes [10], [11], as well as quantum codes based
on bipartite graphs, such as low density parity check (LDPC)
codes [12]-[16]. Another approach that can be exploited to
develop both classical and quantum error correction codes
hinges on code constructions based on lattice or topological
structures. Unfortunately, this concept has not been widely
explored in the classical domain. By contrast, in the quantum
domain, having a code construction relying on the physi-
cal configuration of qubits is highly desirable for the low-
complexity high-reliability quantum computers.

The development of QECCs was inspired by Shor [17],
who proposed a 9-qubit code. The 9-qubit code, which
is also referred to as Shor’s code, can protect 9 physical
qubits from any type of quantum errors, namely bit-flips (X),
phase-flips (Z), as well as from simultaneous bit and phase-
flips (Y). Not long after the discovery of the first QECCs,
Steane invented the 7-qubit code, which was followed by
Laflamme’s perfect 5-qubit code [18], [19]. However, the
construction of these codes does not naturally exhibit inher-
ent fault-tolerance. The quantum circuit based implementa-
tion of these codes always involves a high number of qubit
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interactions within the codeword of physical qubits. As a
consequence, an error caused by a faulty gate within either
the encoder, or within the stabilizer measurement, and/or in
the inverse encoder potentially propagates to other qubits
and instead of being eliminated, the deleterious effects of
quantum decoherence are actually further aggravated.

:
-9 ﬂw*

FIGURE 1. The qubit arrangement of IBM's superconducting quantum
computers. The circles represent the qubits, while the arrows represent
the possible qubit interactions within the computers [20]. (a) 5 qubits
(ibmqx2). (b) 5 qubits (ibmqx4). (c) 16 qubits (ibmqx5).

The quantum version of the classical topological error cor-
rection codes (TECCs) [21], namely the quantum topological
error correction codes (QTECCs), constitute beneficial fault-
tolerant QSCs for improving quantum computer implemen-
tations. Firstly, they are capable of supporting the physical
implementation of quantum memory. For instance, this strat-
egy has been deployed for developing the IBM’s supercon-
ducting quantum computers, as shown in Fig. 1. From this
figure, we can see the qubit arrangement of the three pro-
totypes of IBM’s quantum computer - which can be viewed
online - namely the ibmqgx2, ibmgx4, and ibmqx5 configu-
rations [20]. The first two of the quantum computers are the
5-qubit quantum computers, while the last one is a 16-qubit
quantum computer. The circles in Fig. 1 represent the qubits,
while the arrows represent all the possible two-qubit inter-
actions. It can be clearly seen that the existing architec-
tures impose a limitation, namely the two-qubit interactions
can be only performed between the neighbouring qubits.
Even though this particular limitation potentially imposes
additional challenges, when it comes to QSCs deployment,
the stabilizer effect can still be achieved by the corre-
sponding qubit arrangement by invoking the QTECCs. Sec-
ondly, the locality of stabilizer measurements minimizes the
requirements imposed on the corresponding quantum gates.
The interdependence of the qubits within the codeword are
inevitable. However, the interaction between the most distant
qubits should be avoided, which imposes challenges on the
realization. Another property that makes the QTECCs fault-
tolerant is their growing minimum distance as a function
of codeword length. More explicitly, the growing minimum
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1995 7 ing any type of single qubit error.
1996 -

1997 ~ type of single qubit error.

1998 -

QECC [4]-[6].

2006 -+ coloured surface tiles.

2009

mum distance compared to the predecessors.

2012

Shor Code, non dual-containing CSS [17]. The pioneer work of QECCs by introducing 9-qubit code for correct-
Steane Code, dual-containing CSS [18]. A 7-qubit code was proposed for correcting the physical qubits from any
Laflamme Code, non-CSS [19]. The “perfect” 5-qubit code for protecting the physical qubits from single qubit
error. The construction achieves the quantum Hamming bound and quantum Singleton bound.

The formulation for quantum stabilizer code (QSC) was proposed, which is the general concept of syndrome-based
Toric Codes, non dual-containing CSS [22], [23]. The first QTECC is proposed, which is the QSC based on

topological order, exploiting the nature of qubit arrangement on torus.

Surface Codes, non dual-containing CSS [24]. The extension of toric codes by introducing boundaries on torus,
hence the qubits can be arranged on a planar or a surface.

Colour Codes, dual-containing CSS [25]. A class of QTECCs whose stabilizer formalism is defined by three-

Hyperbolic Surface Codes, non dual-containing CSS [26], [27]. A class of surface codes based on Cayley graphs
exhibiting higher coding rates, but it causes a slower growth of minimum distance as the number of physical
4 qubits increases.

Hypergraph Product Codes, CSS [28]-[30]. A class of topologically inspired QSCs with faster growing mini-

Rotated Surface Codes, non dual-containing CSS [31]. A modification of surface codes with a rotated lattice
/ structure reducing the number of physical qubits required to obtain identical error correction capability.

Hyperbolic Colour Codes, dual-containing CSS [32]. A class of colour codes with higher coding rates, but the

2013 +—  minimum distance grows slower upon increasing the codeword length.

2014 T~ Homological Product Codes, CSS [33]. The fastest growing minimum distance of topologically inspired QSCs

Y known at the time of writing.

FIGURE 2. Timeline of important milestones in the area of QTECCs. The code construction is highlighted with bold while the associated code type is

marked in italics.

distance ensures having an increasing error correction capa-
bility per codeword for the QTECCs upon increasing the
codeword length, albeit this does not necessarily increase the
per-bit normalized error correction capability. To elaborate a
little further, increasing the number of physical qubits! also
increases the number of qubit interactions within the block.
Thus, the per-codeword error correction capability of the code
should grow fast enough to compensate for the potential error
propagation, which may further aggravate the effect of quan-
tum decoherence. The latter phenomenon is also related to
the problem experienced in the classical coding theory field,
associated with the trade-off between the coding rate and the
error correction capability of the error correction code. The
study of this particular trade-off in QSCs is a pivotal subject,
because we can simply decrease the coding rate further and
further to achieve a certain error correction capability without
considering the sheer amount of redundant resources wasted,
when aiming for achieving the target performance. There-
fore, a comprehensive investigation related to this particular
trade-off has to be conducted for characterizing the perfor-
mances versus code parameters. A timeline portraying the

IThe terms ‘number of physical qubits’ is usually used to refer the
‘codeword length’ in quantum codes.
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important milestones of the QTECCs’ development is
depicted in Fig. 2.2

Based on the aforementioned background, our novel con-
tributions are:

1) We conceive the construction of classical error correc-
tion codes based on topological or lattice structures.
Additionally, we demonstrate for a long codeword that
the resultant codes have a resemblance to the classical
LDPC codes exhibiting reasonable code parameters.

2) We present a tutorial on both classical and quan-
tum topological error correction codes as well as the
classical-to-quantum isomorphism along with the com-
parative study of code parameters.

3) We derive the upper bound QBER performance of the
QTECCs in the face of quantum depolarizing channel
and the formula to determine the threshold fidelity.

The structure of the paper is described in Fig. 3 and the rest
of this treatise is organized as follows. In Section II, we com-
mence with design examples of classical TECCs to pave the

2Shor’s, Steane’s and Laflamme’s codes do not belong to the QTECCs
family. However, we believe that it is still important to include the three
pioneeering contributions on QECCs in the timeline for the sake of
completeness.
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T The Road from Classical to Quantum Error Correction Codes
""" A Brief Review of Quantum Information Processing
""" A Brief Review of Classical Syndrome—based Decoding

"""" A Brief Review of Quantum Stabilizer Codes

Quantum Topological Error Correction Codes

7 Performance of Quantum Topological Error Correction Codes
""" QBER Versus Depolarizing Probability

""" QBER Versus Distance from Hashing Bound

L~ Fidelity

— Conclusions

FIGURE 3. The structure of the paper.

way for delving into the quantum domain. In Section III, we
provide a tutorial on the fundamentals of QSCs by exploiting
its isomorphism with the classical syndrome-based decoding,
while in Section IV we detail our QSC design examples for
QTECCs. We continue by characterizing the performance
of QTECCs over the popular quantum depolarizing channel
in terms of QBER and fidelity in Section V. Finally, we
conclude our discussion in Section VI.

Il. CLASSICAL ERROR CORRECTION CODES FROM
TOPOLOGICAL ORDER: DESIGN EXAMPLES

As we mentioned earlier in Section I, the classical error
correction codes can be developed relying on diverse
approaches [34]. We can find in the literature various family
of codes based on algebraic formalisms (such as BCH codes
and RS codes), codes based on conventional trellis structures
(such as convolutional codes and turbo codes) and also codes
based on bipartite graphs (such as LDPC codes). Another
approach that can be adopted to formulate a classical error
correction code is by exploiting the topological or lattice
structure. By assuming that we can arrange the bits of a code-
word on a lattice structure, it can inherently provide us with an
error correction scheme [21]. For instance, let us assume that
a codeword of classical bits is arranged on the square lattice
given in Fig. 4. The black circles laying on the edges of the
lattice define the encoded information bits or the codeword.
The red squares laying on the vertices of the lattice define the
parity check matrix (PCM) of the codes, which also directly
defines the syndrome values of the received codeword. The
number of black circles is associated with the codeword
length of n bits and the number of red squares is associated
with the length of the syndrome vector or the number of rows
of the PCM, which is equal to (n — k) bits. For the particular
square lattice seen in Fig. 4, the codeword length 7 is equal to
13 bits and the length (n — k) of the syndrome vector is equal
to 6 bits. Hence, the number of information bits k is equal to 7
bits. Therefore, this code has 27 = 128 legitimate codewords
out of the 23 = 8192 possible received words. Based on the
above-mentioned construction, for example in classical BCH
codes, we would be able to distinguish 2(3=7) — 26 — @4
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FIGURE 4. Example of a classical bit arrangement on a square lattice
structure. The black circles laying on the edges of the lattice denote the
bits of the codeword, while the vertices of the lattice denoted by red
squares define the parity check matrix and also the syndrome values.

distinct error patterns (including the error free scenario) and

correct a single bit error based on sphere packing bound.
The coding rate r is defined by the ratio between the num-

ber of information bits k to the codeword length n, yielding:

k
r=-— )
n
Hence, the coding rate of the square lattice code of Fig. 4

isr=7/13.

Now, let us delve deeper into how the error correction
works. Let us revisit the square lattice of Fig. 4. The k infor-
mation bits are encoded to n-bit codewords, where n > k.
Noise or decoherence imposed by the channel corrupts the
legitimate codeword. The syndrome computation is invoked
to generate the (n—k)-bit syndrome vector, which tells us both
the predicted number and the position of the errors. In Fig. 4,
the i-th red square indicates a syndrome bit of s;. Hence, the
syndrome vector s is a 6-bit vector, which is given by

s=1[s1 s2 s3 s4 s5 6l 2

In the case of an error-free received codeword, the resultant
syndrome vector is s = [0 0 0 0 O 0]. By contrast, if an
error is imposed on the codeword, it triggers a syndrome
bit value of 1 at the adjacent syndrome bit positions. For
example, if an error occurs at the bit index 4 of Fig. 4, it
triggers the syndrome values of s = 1 and s3 = 1. The
rest of the syndrome values remain equal to 0. Therefore, an
error corrupting the bit index 4 generates a syndrome vector
of s =[1 0100 0]. Hence, the decoder flips the value of bit
index 4. Similarly, if an error occurs at bit number 3, it only
triggers the syndrome value of s = 1. Hence, it generates the
syndrome vector of s = [0 1 0 0 0 0] and the error recovery
procedure proceeds accordingly.

Now let us consider the